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Abstract—Biometrics have been widely used in user authentica-
tions. However, existing outer-body biometrics (e.g., fingerprint),
collecting from body surface, are vulnerable to spoofing attacks.
Although inner-body biometrics, such as the electrocardiogram,
are hard to be forged, their complex acquisition methods and
instability lead to unsatisfactory user experience. Therefore,
achieving good user-friendliness and high security simultaneously
in biometric-based authentication is challenging. In this paper,
we propose Hand-Key, an attack-resilient and user-friendly user
authentication system to address the above challenge. Hand-Key
utilizes a low-cost radio frequency identification (RFID) tag array
to simultaneously collect the inner-body composition and outer-
body geometric features of human hand to identify users. Users
are merely required to hold their hands in a ‘handshaking’ pose
between a reader’s antenna and a tag array during authentica-
tion. To further enhance the security, we tactfully leverage the
inherent randomness of the anti-collision scheme in RFID systems
to make Hand-Key immune against replay attacks. We built
a prototype of Hand-Key and conducted extensive experiments
with 30 volunteers. The results show that Hand-Key achieves an
authentication success rate of 99%-+.

I. INTRODUCTION

User authentication is one of the most important security
means. When authenticating a user, s/he is usually required to
verify her/is authenticity by providing certain factors, includ-
ing knowledge, possession, or inherence. Knowledge factors
usually require users to remember certain information, such as
patterns and PINs. To guarantee its security, such information
should be sufficiently complex so that attackers cannot easily
guess it out, which is quite inconvenient to legitimate users.
Possession of certain tokens or devices, however, is also not
secure considering the risks of theft or loss [1]. Indeed, anyone
(including the attacker) who holds the token or device would
be accepted as a valid user.

The inherence is commonly related to the user’s biometric,
such as fingerprint, voiceprint, facial feature, and the like.
Since such information is inherent with the user, the user
does not need to remember certain knowledge or possess
tokens such as keys or ID cards. Therefore, biometric-based
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Fig. 1. The system illustration. Users only need to pose their hands between
the reader’s antenna and the tag array to achieve authentication.
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solutions [2]-[4] become popular in user authentication ap-
plications in recent years. Nevertheless, most commonly used
biometrics (e.g., fingerprint, facial feature, and voiceprint) are
‘outer-body’ ones, which are collected from the surface of
human body. As a result, these outer-body biometrics are
easy to be left by direct touch or captured remotely, and
hence vulnerable to various spoofing attacks, including the
duplication, counterfeiting, impersonation, and replay attacks
[3]. For instance, a faked fingerprint duplicated by clay can
pass the verification and allow the attacker to intrude the
system [5]. Many traditional facial feature-based authentica-
tions can be easily spoofed by photos [6]. Although liveness
detection has facilitated the facial feature-based authentication
to resist the spoofing attack [2], the emerging adversarial attack
[7] would easily invalidate the anti-spoofing countermeasure.
Voice signals are utilized to extract voiceprint [8], yet are
vulnerable to the replay attack [9].

Compared to the above biometrics, inner-body biometrics
are relatively difficult to be intercepted or duplicated. How-
ever, their complex collection methods lead to poor user
experience. For example, electrocardiography (ECG) [10] and
photoplethysmography (PPG) [11] are considered as secure
inner-body authentication credentials. But the collection of
ECG and PPG requires body contact and complex body poses
[10]. Besides, ECG and PPG might be severely influenced by
human motion and emotion [11]. Therefore, a new biometric-
based authentication that can guarantee the user-friendliness
and security simultaneously is needed urgently.

Consider that RF signals are leveraged to capture human’s
biometric in a contact-free way in recent years [12]. Mean-



while, RFID tag array is able to sense fine-grained information
of targets, e.g., tracking fingers [13]. In this paper, we attempt
to utilize low-cost commercial radio frequency identification
(RFID) tags to sense the inner composition and outer geometry
feature of human hands to realize a new fusion biometric-
based authentication system, which is secure yet easy to
operate. We illustrate the system in Fig. 1, in which an
RFID reader continuously emits RF signals and receives the
ones backscattered from RFID tags. What a user needs to do
for authentication is just holding her/is hand (‘handshaking’
gesture) between a reader’s antenna and a tag array for a while.
The RF signals would pass through and diffract around the
hand to capture the hand’s composition and geometry features.
The system then extracts the hand biometrics from the signals
and performs authentication.

However, realizing such a system is challenging due to
the following reasons: 1) The composition feature is captured
only when the RFID signals are capable to penetrate human
hands. However, the proof of such penetrability is difficult
because the penetration, if it happens, is nonvisible. 2) In
the contact-free operation, the hand’s position relative to the
RFID reader in each authentication attempt is not identical,
resulting in low authentication accuracy. 3) Wireless signal-
based authentication systems are vulnerable to replay attacks
[14].

In this paper, we propose a secure and contact-free user au-
thentication system, namely Hand-Key. To overcome the first
challenge, we theoretically prove that RF signals can penetrate
human hands and activate tags afterwards by considering all
potential power losses that RF signals meet during propaga-
tion. We also conduct validation experiments to validate the
feasibility of sensing the desired hand features. To overcome
the second challenge, we design a novel deep learning model,
called 3D identity classifier, to effectively extract high-quality
hand fusion biometrics from RF signals. Moreover, we propose
a multi-group sampling scheme to increase the diversity of the
hand position in model’s training set to suppress the impact
of the position variation. The sampling scheme would help
3D identity classifier improve its tolerance towards position
variations. To address the last challenge, we design a novel
anti-replay scheme that exploits the inherent randomness of the
core anti-collision component in the RFID standard commu-
nication protocol, i.e., frame-based slot ALOHA (FSA) [15],
to detect replay attacks. Furthermore, we employ a hash tree
for this scheme to reduce its storage overhead and time cost.

Our contributions can be summarized as follows:

o We introduce a novel user authentication system using
commodity RFID tags, in which we sense the inner-body
composition and outer-body geometry of human hand in
a contact-free way.

e We propose a multi-group sampling scheme to solve the
problem caused by position variation. We also leverage
the inherent randomness of FSA protocol to design an
anti-replay scheme.

o Aiming to comprehensively evaluate the performance of
Hand-Key, we invited 30 volunteers to collect experiment

data within three months. The results show that Hand-Key
can achieve an authentication success rate of 99%-.

II. PRELIMINARY

Before we detail the feasibility and design of Hand-Key, it
is necessary to briefly introduce preliminary elements of RFID
systems, i.e., the FSA protocol and the special layout of tag
array. The randomness of the FSA protocol is used to design
our anti-replay scheme and the special layout can alleviate the
coupling effect between tags.

A. Frame-Slot-based ALOHA Protocol

In a typical RFID system, a reader leverages an antenna
to send RF signals to a tag. The tag is then identified by
backscattering its electronic product code (EPC) to the reader.
The reader can decode the backscattered signals to obtain the
EPC as well as the signal indicators including received signal
strength (RSS) and phase. In such identification procedures,
collisions occur when multiple tags attempt to communicate
with the reader simultaneously. In this case, the signals re-
ceived by the reader are mixed by backscattered signals of
multiple tags, leading the received signals to be un-decodable.
To solve this problem, FSA protocol is proposed to control
the read order of tags. In this protocol, the reader first sends
a frame consisting of multiple slots to the tags. Each tag then
selects a slot randomly and it will respond to the reader at the
selected slot, despite other tags may respond at the same slot.
If a collision happens, which indicates that two or more tags
respond in a same slot, FSA will restart a new frame after
the current frame and repeat the above procedure until all tags
are read once. Since the tags are identified one after another
in each frame and the identification order is random, we can
define an EPC sequence that represents the read order of all
tags. In this paper, we leverage the EPC sequence to design
an anti-replay scheme to defend against replay attacks. The
design of our anti-replay scheme is detailed in Section VII.

B. Special Layout of Tags

To collect hand biometrics by a tag array with suitable size,
we build the tag array with 49 tags, the shape of which (a
square with a side length of 19 centimeters) can cover most
of the human hands. However, according to the research in
[3], inductive coupling effect exists between two adjacent tags
in the tag array. The coupling effect may weaken the received
power of tags [16], making them unreadable. To deal with
this issue, we adopt the layout of the tag array introduced in
[13] to alleviate the coupling effect. In this layout, any two
adjacent tags are arranged in a perpendicular way. The goal of
this treatment is to guarantee that all tags are readable even if
a hand is blocking the line-of-sight path between the reader’s
antenna and the tag array.

III. FEASIBILITY STUDY

In this section, we prove that the composition and geometry
biometrics of human hands can be captured by RF signals.



A. Capture of Human Hand Biometrics

For a human hand, its composition and geometry have been
demonstrated distinguishable among persons [3], [17]. Song et
al. [4] show that the hand geometry is distinguishable towards
different persons and can be used as a critical biometric to
verify person’s identity. Zhao et al. [3] present that each
person has an internal resistance, which varies in a range
from 300 to 1,000 Ohms. The differences of the resistance
among persons are derived from their composition differences.
Inspired by these researches, we aim to leverage RF signals to
capture the inner-body composition and outer-body geometry
of human hand to achieve non-contact and device-free user
authentication.

Intuitively, RF signals can capture the geometry feature of
human hand, because different human hands produce different
degrees of occlusion to the RF signals, which further cause
different RSS and phase values of backscattered signals.
However, to validate that the composition feature is also able
to be captured by RF signals, we first should prove that RF
signals can penetrate through human hand. To this end, we
first show the penetrability of RF signals towards human hand
theoretically, and then conduct a validation experiment to show
the validity of our theoretical analysis.

We prove the penetrability through calculating the power
loss during signal propagation. In Hand-Key, RF signals emit-
ted by the reader first propagate in the air before reaching
human hand. In this procedure, signal power would decay
which is called free space path loss (FSPL) [18]. The FSPL
can be calculated by:

FSPL(dy, f,c) = 201log,, @, (1)

where dg, f, and ¢ denote the traveling distance of the signal,
the frequency of the transmitted signal, and the speed of
light, respectively. Then, RF signals will meet the interface
composed of skin and air during propagation. According to
[19], reflection and incidence simultaneously happen at the
interface. The reflection would cause some signal power loss
(termed as reflection loss) because the reflected signals will
not enter human hand. The ratio between the reflection power
P, and the incident power P; can be formulated as:

P |Va— &

P Vea + Ve
where the ¢, and ¢, are the electrical permittivity of air and
skin, respectively. Next, when the incident signals propagate
in the human hand, some signals would be absorbed by the
composition of the hand, which is termed as absorption loss.
Human hand is mainly composed of skin, sheath, muscle,
and bones. The major part of RF signals will be absorbed
by muscle, because the absorption ability is determined by
the electrical permittivity and muscle has the largest electrical
permittivity among these composition types [19]. According
to [20], the absorption loss can be calculated by:
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where « is the attenuation constant and dj represents the
propagating distance of the signal. To calculate the absorption
loss, we consider an extreme case that a human hand is totally
composed of muscle. We take five centimeters as the thickness
of the hand because human hand is not totally composed of
muscle and its thickness is normally less than five centimeters
in our common sense. If the signal can penetrate such a hand
with the extreme setting, it can penetrate human hands in
most cases in the real-world. Given an emitted signal power of
32dbm (i.e., the default distance in Hand-Key), the power of
the signal at the tag will be approximately 6dBm after taking
free space path loss, reflection loss L.z, and absorption loss
into consideration. This result indicates that the signal power
harvested by the tag is sufficient to activate itself and is able
to backscatter its EPC [15].

To show the validity of our theoretical analysis towards the
penetrability, we conduct a validation experiment. in which we
cover a tag with a cup wrapped by tinfoil paper. A volunteer
is asked to cover the hole in the top of the cup with his hand.
In this case, the reader can obtain the tag’s EPC only when the
signal can penetrate through the hand twice. As a result, the
tag is readable when the distance between the reader’s antenna
and the tag is 15 centimeters (our default setting). Hence, in
Hand-Key, RF signals indeed can penetrate human hands.

Under the proof of penetrability, we can further show that
geometry and composition features can be captured by RF
signals theoretically. If we denote the RSS of the transmitted
signal as RSS;, the RSS received by tag can be formulated
as:

RSS, = RSS; — FSPL(ds, f,¢) — Lyef — Laps(a, dp,). (4)

Since « is related to hand’s composition, ds and dj are
related to hand’s geometry, RSS can indicate the geometry
and composition biometrics. If we denote the phase of the
transmitted signal as 6, the phase of the signal received by
tag is:

47d, n 47d,,
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where \¢ and )\, are the wavelengths of signals in air and hand
respectively [21]. Likewise, A, is related to hand’s composi-
tion, d, and dg are related to hand’s geometry, demonstrating

that phase can also quantify the geometry and composition of
human hand.

0, = (

+6;) mod 2m, (5)

B. Distinguishability Validation

In order to experimentally confirm that the composition
feature and geometry feature can be brought out by RF
signals, we conduct three validation experiments. In the first
experiment, we make a human hand using a glove filled
with water and oil. In particular, we mix the water and oil
with different ratios to simulate different compositions, while
keeping the volume (geometry) of the mixed liquid unchanged.
The reason behind is that according to [19], muscle and skin
are water-based biomaterials and fat is oil-based biomaterial.
After the signal collection, the RSS and phase differences



(a) Volunteer 1. (b) Volunteer 2. (c) Volunteer 3. (d) Volunteer 4.
Fig. 2. The RSS distributions of four volunteers. The deeper the color is, the
lower the RSS value is.

between each pair of tags are treated as the training features.
We adopt support vector machine (SVM) to identify different
ratios. The recognition accuracy is 100%, which means that
the composition feature is indeed carried out when RF signals
pass through the hand. In the second experiment, we vary
the volume of the mixed liquid while fixing the mix ratio
between water and oil, simulating different hand geometries.
We use the same training method as the one in the first
experiment. We find that the accuracy is still 100%, which
indicates that the geometry feature can also be captured by
RF signals. In the last experiment, we invite four volunteers
and collect two different signal samples for each volunteer.
The RSS distributions of their signal samples are shown in
Fig. 2. It can be found that the RSS distributions of the
same volunteer are similar. Meanwhile, the RSS distributions
of different volunteers are differentiable. In addition, we find
that the phase distributions are distinguishable between any
two users as well. Hence, it is feasible to utilize the feature
fused by composition and geometry biometrics to achieve
high-distinguishability authentication.

IV. SYSEM DESIGN

In this section, we first present the overview of Hand-Key
and then introduce each module in Hang-Key respectively.

A. Overview

The architecture of Hand-Key is primarily composed of
two phases: registration phase and authentication phase. As
shown in Fig. 3, the registration phase contains the data
preprocessing module and identity recognition module. The
authentication phase not only uses the two modules contained
in the registration phase, but also the security enhancement
module.

In the registration phase, users put their hands between
the reader’s antenna and the tag array for several seconds to
collect a batch of signal samples. These signal samples are
then inputted into the signal preprocessing module to obtain a
batch of feature blocks (composed of RSS and phase values).
Afterwards, a deep neural network in the identity recognition
module is trained by using these signal samples as a training
set. The registration is complete after the training,

In the authentication phase, user initiates an authentication
request by putting her/is hand between the reader’s antenna
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and the tag array for a short time. A signal sample is collected
in this process. The signal sample is then preprocessed by
the first module to obtain a feature block. Then the identity
recognition module utilizes the feature block and pre-trained
deep neural network to calculate the probability that the signal
sample should be identified as each registered user. The largest
probability is then compared with an acceptance threshold in
the security enhancement module. If the probability is smaller
than the acceptance threshold, the authentication request will
be considered to be initiated by an illegitimate user and thus
rejected. Otherwise, the security enhancement module extracts
an EPC sequence from the signal sample and compare the
EPC sequence with the ones stored in the database. If the
EPC sequence is found in the database, the authentication
request will be considered as a replayed one and rejected.
Only when the EPC sequence is different from every one in
the database, the authentication request will be accepted and
this EPC sequence will be stored in the database for later
comparison in new authentication requests.

The deployment of Hand-Key also supports a more dis-
tributed implementation. Similar to the massive MIMO, many
tags deployed on multiple users’ devices would provide more
plentiful information for more fine-grained authentication.
Moreover, a pair of reader and a tag array can be regarded
as a distributed node. Through wide deployment of these
nodes, Hand-Key can provide authentication services for a
large number of users at different locations at the same time.

B. Function of Module

Data preprocessing: The goal of this module is to denoise
the raw signal sample and generate a feature block containing
the fusion biometric of human hand. Specifically, this module
first utilizes a phase calibration algorithm to replace the
outliers in the raw phase values by normal ones. Afterwards,
Hand-Key calculates the RSS difference and phase difference
as feature values to suppress the impact of environment noise.
The feature values are then constructed to be a feature block,
which will be used as the input of our deep neural network.
The details of this module are arranged in Section VI.

Identity recognition: In this module, Hand-Key identifies
users by utilizing a well-designed deep neural network called
3D identity classifier. The input of this model is a three-
dimensional feature block and it has two sub-blocks, RSS



sub-block and phase sub-block. The output of the network
is a vector, each element of which is a probability that the
input belongs to a specific user. The user that has the largest
probability is regarded as the provider of the feature block.
The design of the 3D identity classifier will be detailed in
Section VI.

Security enhancement: This module is responsible for de-
fending against potential attacks. First, the largest probability
outputted by the identity recognition module is compared with
an acceptance threshold in this module. If the acceptance is
larger than the probability, the authentication request is likely
to be initiated by an attacker. Otherwise, Hand-Key utilizes our
anti-replay scheme to extract a new EPC sequence from the
signal sample. The signal sample is treated as a replayed one
once the new EPC sequence is found to exist in the database.
Only when Hand-Key does not find an identical EPC sequence
to the new one, the authentication request is considered as
a benign one. The new EPC sequence will be stored in the
database. We elaborate our anti-replay scheme in Section VII.

V. DATA PREPROCESSING

In this section, we first show the signal segmentation method
and then elaborate why and how we perform phase calibration
to deal with abnormal phase values. Finally, we introduce our
feature block construction method, in which RSS and phase
difference values are calculated to suppress the impact of
environment noise.

A. Signal Segmentation

To construct a feature block that contains hand features, we
first need to detect the start timestamp of the authentication.
Since the occlusion of the hand would greatly reduce the
RSS of received signals, we detect the start timestamp by
monitoring the RSS variation of the center tag. Specifically, we
use a time window with k continuous RSS values of the center
tag to calculate the sum S of the RSS values in the window.
Once the S of a window is ¢ larger than the sum of the previous
window, we will set the timestamp of the third RSS value in
this window as the start timestamp. We empirically set k as 6
and t as 5. Then, we segment the raw signals so that each tag
has five timestamps after the start timestamp (each timestamp
corresponds to an RSS value and a phase value). Next, we
align the RSS and phase values of all tags in the tag array to
construct two sub-blocks: RSS sub-block and phase sub-block.
Each sub-block has a dimension of (5,7,7). Though the two
sub-blocks contain hand features, we cannot directly use them
to identify users because: 1) Abnormal phase values are mixed
in the normal ones; 2) The sub-blocks contain not only hand
features but also noise induced by ambient environment. The
abnormal phase values and environment noise would impact
the performance of Hand-Key. We thereby design a phase
calibration algorithm and a feature block construction method
to improve the robustness of Hand-Key.

B. Phase Calibration

In the phase collection in an RFID system, phases change
periodically and a phase jumping happens when the increased

phase value crosses the boundary of [0, 27]. In Hand-Key, the
phase jumping comes from two components, 1.e., hardware
offset and hand jittering. First, the hardware offset would
add extra phase values on the normal ones and thus induce
phase jumping, resulting in unexpected errors to the final
authentication. Second, user’s hand is slightly jittering during
the signal collection in Hand-Key, leading to phase jumping as
well. Therefore, the collected phase values are not temporally
stable. We formulate a tag’s phase received by reader as
follows: Ard
b= (= + 0+ )

where )\, d, 6., and 0; are the signal wavelength, the distance
between the reader’s antenna and the tag, the additional phase
offset induced by the reader, and the offset induced by the
tag’s circuits, respectively. Here, 6, and 0, are the hardware
offset. Since the jumped phase values should be treated as
outliers, we design a calibration algorithm to replace these
jumped values.

Our calibration algorithm is based on the observation that in
a time window with 10 continuous phase values of a specific
tag, the majority of these values are larger than 7 and the rest
of them are smaller than 7, or vice versa. Meanwhile, the ratio
between the number of values in the majority and that in the
minority is about 4:1. Obviously, those values included in the
minority group are anomalies. Hence, the intuition behind our
calibration algorithm is that ‘the minority is subordinate to
the majority’. For each window, the algorithm replaces each
phase value in the minority group with the mean of the phase
values in the majority group. For validating the effectiveness
of this algorithm, we separately use calibrated phase values
and uncorrected phase values to train the deep neural network
in the identity recognition module. The results show that the
calibration significantly improves the authentication accuracy,
i.e., 15%.

C. Feature Block Construction

mod 2, (6)

During signal collection in Hand-Key, ambient environment
(e.g., pedestrian) may influence the RSS and phase values
of signals due to the multi-path effect [19]. To solve this
problem. we calculate the RSS difference and phase difference
as feature values to suppress the impacts of environment
noise. This is because the distance between a tag and the
ambient environment is relatively longer than that between
any two adjacent tags, any two adjacent tags are affected by
approximately the same environment noise. Thus, calculating
the difference between adjacent tags can make the same
environment noise cancel each other out [22]. Specifically, we
calculate the difference value for both RSS and phase sub-
blocks respectively. Taking RSS sub-block as an example, we
calculate the RSS difference between any two adjacent rows:

R;—R;  R3—R3 R3 — Ry
RV - Rl  R:- R RS — R
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where R¢ is the RSS value at the 74, row and ¢, column. In
this way, we obtain two new sub-blocks with the dimension
of each (5,6,7). The two sub-blocks are then concatenated
together as a feature block with a dimension of (2, 5, 6, 7),
which is the input of our 3D identity classifier.

VI. IDENTITY RECOGNITION

In this section, we design a deep learning model, namely 3D
identity classifier, to identify users. To improve the robustness
of our 3D identity classifier, we propose a multi-group sam-
pling scheme to combat the impact of hand position variation.

A. Modeling Considerations

Why a deep learning model? To identity users, an intuitive
solution is to leverage a traditional classifier to perform
identity classification. We thus invite ten volunteers to collect a
batch of feature blocks to perform classification on five classic
learning models, including SVM, decision tree (DT), naive
Bayes classifier (NB), K-nearest neighbors (KNN) and three-
layer neural network (NN). For each of them, we use 75% and
25% of feature blocks as the training and testing set respec-
tively. We then calculate the ratio (i.e., classification accuracy)
between the number of correctly classified testing feature blocs
and the number of all testing feature blocks. The results show
that NN can achieve the highest accuracy of 86%. However,
this accuracy is insufficient for a usable authentication system.
Therefore, we need to design a better classifier that can extract
more effective hand features from feature blocks to achieve
accurate identity classification. Recently, deep convolutional
neural network (DCNN) [23] shows powerful deep feature
extraction ability. We are thereby encouraged to adopt DCNN
as the basis of our identity classifier.

3D identity classifier: To extract hand biometrics by a
DCNN, an intuitive method is directly feeding the feature
block into convolutional layers. However, RSS value and
phase value are not at the same numeric interval, i.e., they
have different signs (*-> for RSS and ‘+  for phase) and
different orders of magnitude (10" for RSS and 10° for phase).
Therefore, using two convolutional branches to separately
extract deep features from RSS sub-block and phase sub-block
is more reasonable. Besides, to extract temporal features, we
should perform convolution on the first dimension of the sub-
blocks. To extract spatial features, it is necessary to perform
2D convolution on the second and the third dimensions. To this
end, we design a two-branch 3D DCNN to effectively extract
temporal-spatial features from feature blocks. As illustrated in
Fig. 4, our identity classifier has two convolutional branches,
and each of them has three 3D convolutional layers and two
fully-connected layers. Each convolutional layer is followed
by a batch normalization function and a rectified linear unit
(ReLU). Batch normalization can help the network avoid data
distribution offset. ReLU is used to increase the nonlinearity of
the network and reduce the interneuronal dependency. The size
of each 3D convolutional kernel and the convolutional stride
are empirically set as (3,3,3) and (1,1,1), respectively. The
outputs of the two fully-connected layers are first multiplied by
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Fig. 4. The architecture of our 3D identity classifier.

two weights respectively and then added to form a probability
vector. The weights for the RSS and phase branches are 0.8
and 0.2 respectively, because RSS is more stable compared
with phase. The user that has the largest probability is regarded
as the provider of the input feature block.

B. Training Scheme

Impact of position variation: In a real-world authentication
scenario, a user cannot guarantee that at each authentication
her/is hand is placed at the position identical to the one in
the registration phase. The hand position differences between
the feature blocks in training set and the feature blocks
collected during authentication may impact the authentication
performance. To verify our conjecture, we conduct a validation
experiment. We first collect four groups of feature blocks with
ten volunteers in four periods. and then perform two types
of identity classification. In the first type, we train and test
our 3D identity classifier with the feature blocks in the same
group, the classification accuracy can reach 99.8%. However,
when we train our classifier with one group and test it with
another group, the classification accuracy drops to 85%. The
results demonstrate that the hand position difference between
two groups indeed lowers the authentication performance.

Multi-group sampling scheme: To deal with the position
variation issue, we try to improve the diversity of the hand
positions in the training set. Specifically, we randomly sample
feature blocks from multiple groups to form the training set,
as illustrated in Fig. 5. In this way, we can improve the
classifier’s robustness to the position variation, because the
3D identity classifier can ‘see’ more positions during training.
To show the effectiveness of our sampling scheme, we conduct
a classification experiment, in which we sample feature blocks
from different numbers of groups and test with different
groups. To avoid the impact of training set size, we fix the
number of feature blocks in the training set. The experiment
results indicate that the classification accuracy increases to
99%+ by constructing the training set with three groups.
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Fig. 5. The effectiveness of our multigroup sampling scheme.



VII.

Replay attack is one of the most intractable attack types in
RFID systems. In this section, we propose a novel anti-replay
scheme to defend against replay attacks. We also design a
structure called hash tree to reduce the overhead caused by
the anti-replay scheme.

ANTI-REPLAY SCHEME

RoundX | A | [ ¢ ] [8 ] | o | epcsequence: ACBD
RoundY | [cTeTlo] \ [ A ] epcsequence: cBDA
Slot1 Slot2 aee Slot 7

Fig. 6. Two EPC sequences in two read rounds.

A. EPC Sequence Construction

Existing most effective solution to achieve replay defense
is to introduce random noise into the transmitted signals [14].
However, adding random noise in the signal in Hand-Key
would destroy normal hand features. Therefore, we can only
introduce randomness in the authentication procedure without
changing the signal itself.

As aforementioned in Section II-A, mainstream passive
RFID systems adopt FSA protocol to avoid collisions. At
the beginning of each frame, each tag randomly selects a
slot to respond. Thus, in each identification round (each
tag is read once in each round), the read order of tags is
random. Based on the above observation, we are motivated
to fully utilize the inherent FSA protocol to yield sufficient
randomness for the authentication procedure. Specifically, the
off-the-shelf randomness in FSA protocol can be embodied
by EPC sequence (i.e., read order). As illustrated in Fig. 6,
‘A, ‘B’, ‘C’, and 'D’ are four EPCs of four tags. Intuitively,
each of them could be read in any slot of the round due to
the randomness of FSA protocol. Hence, the EPC sequence of
these tags may be different in different rounds. In this example,
the EPC sequences for ‘Round X’ and ‘Round Y’ are ‘ACBD’
and ‘CBDA’, respectively.

B. Theoretic Feasibility

To validate the feasibility of leveraging EPC sequence to
defend against replay attacks, we first calculate the space of
possible EPC sequence. Suppose that the tag array is formed
by [ tags (e.g., 49 in our default setting), the number of
different read orders is I!, which means the EPC sequence
space is [l. Theoretically, in m authentication requests, the
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probability that m corresponding EPC sequences are different
from each other can be formulated as:

(n—1)!

m)In(m=1)"

P(n,m) = =

(®)
where n is the EPC sequence space. In Hand-Key, n can be
set as 100, which is less than 49!. The m can be set as
10° because 10° is a considerable number of authentication
requests for a user. Given n and m, the calculated non-
duplication probability P is larger than 99%, which means that
a specific EPC sequence is nearly impossible to appear twice
even in 10° authentication requests. In this case, if in a new
authentication request, Hand-Key extracts an EPC sequence
that ever been extracted, we have 99%+ confidence that the
new authentication request is a replayed one.

C. Hash Tree Design

In order to compare a new EPC sequence with previously-
used ones, we need to store an EPC sequence after each
successful authentication, which would cause some storage
overhead. Moreover, the comparison between the new EPC
sequence and stored ones would also cause some time cost.
To reduce the storage overhead and time cost, we employ a
hash function and tree-based search technique to transform
and store EPC sequences. To be specific, we first hash each
EPC sequence with MD5 Hash algorithm [24] and make an
identical-length truncation for each hash value. Since an MD5
hash value contains a series of hexadecimal numbers, we term
each hexadecimal number (four bits) as a fragment. For fast
EPC sequence comparison (i.e., search), we design a hash tree
which has a hierarchical structure. As shown in the right part of
Fig. 7, the tree has ten layers when including the root. The in-
ternal nodes of the tree are hash value fragments and the leaves
are the lists of user IDs. A whole transformation and storing
process is shown in Fig. 7, where the original EPC sequence
s “AB---CD”. Then Hand-Key calculates the MD5 hash
value and obtains “C10FA74F- - - SDA”. Afterwards, Hand-Key
makes an eight-fragment truncation and adds the first eight
fragments in the hash tree. In this example, “C” is the first
fragment, so it is added in the first layer. Users 0, 2, 6, and 9
cannot use “C10FA74F” for a second time because they have
used it in previous authentication requests. By using this tree,
the time complexity (i.e., time cost) decreases from O(M)
to O(N), where M and N are the number of stored EPC
sequences and the number of hash tree layers, respectively.
M will increase over time but N is invariable.
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Fig. 9. The overall performance of Hand-Key: (a) Training with more groups can achieve better performance. (b) The FRR of most volunteers are 0.0%. (c)

Glove and watch impact the ASR of Hand-Key.
VIII. IMPLEMENTATION AND EVALUATION

We built a prototype of Hand-Key and evaluated the per-
formance by designing a series of experiments. We invited 30
volunteers (18 males and 12 females) aged from 20 to 35 to
participate in our experiments. The heights of them ranged
from 160cm to 188cm and their weights ranged from 45kg to
160kg.

Experiment setup: We used a commercial-off-the-shelf
RFID reader, i.e., Impinj R420, and Alien-9629 tags to build
the prototype of Hand-Key. We conducted fundamental exper-
iments in a laboratory environment and extended experiment
in a crowded office environment with strong electromagnetic
interference. The experiment setup is illustrated in Fig. 8§,
where a volunteer was asked to place her right hand between
the tag array and the reader’s antenna. The default distance
between any two adjacent tags is three millimeters and the side
length of the tag array is 19 centimeters. The default distance
between the tag array and the reader is 15 centimeters. We
collected 12432 feature blocks with the 30 volunteers.

Metrics: We defined four metrics to quantify the perfor-
mance of Hand-Key: false reject rate (FRR), false accept rate
(FAR), authentication success rate (ASR) and equal error rate
(EER). FRR is the probability that a legitimate user is falsely

inc

rejected. It can be calculated by F'RR = , where N,

and N,;; are the number of falsely rejected fegltlure blocks and
the number of all legitimate feature blocks, respectively. FAR
is the probability that a feature block of an illegitimate user is
accepted by Hand-Key. It can be calculated by FAR = %,
where N,.. and N;; are the number of accepted illegitimate
feature blocks and the number of all illegitimate feature blocks,
respectively. ASR is the probability that a legitimate user is
successfully accepted by Hand-Key, which equals to 1 — F RR.
EER is the FAR or FRR when FRR equals to FAR. It can be

obtained by adjusting the acceptance threshold.

A. Overall Performance

In the laboratory environment, to show the effectiveness of
our multi-group sampling scheme, we trained our 3D identity
classifier with the feature blocks sampled from one, two and
three groups respectively. Then, we tested our classifier with
another group, in which no feature block was included in the
training set. The experiment results are shown in Fig. 9(a), in
which we can find that the ASR increases with the increase of
the number of sampling groups. The ASR of using both RSS

and phase is larger than that of using one of them. When
the training set is composed of feature blocks from three
groups, the ASR can achieve 99%-+. Therefore, our multi-
group sampling scheme can effectively improve Hand-Key’s
robustness to the position variation. Moreover, the ASR in the
office environment is 99%+ as well, which demonstrates that
Hand-Key can effectively remove environment noise to achieve
accurate authentication under harsh environments.

We then calculated the FRR of 30 legitimate volunteers
and show the results in Fig. 9(b). It can be observed that
the maximum of FRR is less than 1% and the mean FRR
is less than 0.3%. Such a low FRR indicates that Hand-Key
is significantly user-friendly. To calculate EER, we regarded
25 volunteers as legitimate users and the rest five volunteers
as illegitimate users. The 75% feature blocks of legitimate
users were used to train our 3D identity classifier. Afterwards,
we varied the acceptance threshold from 0.7 to 0.9 with a
stride of 0.01 and calculated FRR and FAR. The experiment
results show that when the acceptance threshold is 0.8, we have
FRR = FAR and the EER is less than 1%. Thus, Hand-Key
is usable and secure.

B. Impacts of Accessories

In this part, we considered the impacts of accessories,
including glove and watch, that are commonly worn around
human hand in people’s daily life.

Impact of Glove: Consider that users may not wear gloves
in the registration phase but wear gloves in the authentication
phase, or vice versa. The impact of glove on the ASR should
be explored. In the experiment, we collected a batch of feature
blocks when volunteers were wearing normal winter gloves.
Then we calculated the ASR under three conditions: 1) training
with glove-on feature blocks and testing with glove-off ones
(marked as WQ); 2) Training with glove-off feature blocks and
testing with glove-on ones (marked as NWG); 3) Training with
both glove-on and -off feature blocks and testing with both
of them as well (marked as MIXG). The experiment results,
shown in Fig. 9(c), indicate that glove indeed impacts the
performance of Hand-Key. However, using both glove-on and
glove-off feature blocks can eliminate such impact. Besides,
users can easily take on or off gloves to eliminate the impacts.

Impact of Watch: We used a metal watch to conduct the
experiment because metal has larger impact on RF signals
than other materials. The experiment method for watch is the
same as that of glove. The experiment results are shown in



100 E—;——f—;——;— 100
80 .

60 !

80

60

ASR (s)
ASR (%)

40 40

20

0 . .
10 15 20 25 30 35 40 11 13 15 17 19
Training Set Size Different Distances

(b) The effect of distance.

(a) The effect of training set size.

100

80

60

ASR (%)
Accuracy (%)

40

0 920.625 921.375 922.125 922.875 923.625 924.375
Different Frequency

5.0 45 4.0 35 3.0 25 2.0 1.5 1.0 0.5
Resolution (ml)

(c) The effect of frequency. (d) Resolution experiment result.

Fig. 10. (a), (b), and (c) are the effects of different system settings. (d) is resolution classification result.

Fig. 9(c). It can be found that watch indeed impacts the ASR
of Hand-Key. However, the impacts can also be suppressed
by introducing both watch-on and -off feature blocks in the
training set.

C. Effect of System Settings

In this part, we assess the effects of different system settings,
including the training set size (i.e., the number of feature
blocks of each user in the training set), the distance between
the reader’s antenna and the tag array, and the frequency of
transmitted signals.

Effect of training set size: We varied the training set size
from 10 to 40 with a stride of 5 and calculated the ASR. As
shown in Fig. 10(a), the ASR increases with the increase of
the training set size. When the number of feature blocks per
user is 20, the mean ASR can already exceed 90%. When
the training set size is 40, the ASR is higher than 99%,
which means collecting 40 feature blocks for each user in the
registration phase is sufficient to train the 3D identity classifier.
The collection of 40 feature blocks costs less than one minute.
making Hand-Key significantly user-friendly.

Effect of distance: In this experiment, we varied the
distance between the tag array and the antenna from 11
centimeters to 19 centimeters with a stride of two centimeters.
As shown in Fig. 10(b), the distance has a negligible effect on
the performance of Hand-Key when it is within 19 centimeters.
Therefore, Hand-Key is flexible in distance selection.

Effect of frequency: It is worth noting that Hand-Key
has 16 optional frequency from 920.62MHz to 924.375MHz.
Thus, we varied the frequency from 920.62MHz to
924.375MHz with a stride of 0.75MHz and calculated the
ASR. The result shown in Fig. 10(c), indicates that the
variation of frequency does not affect the performance of
Hand-Key. This result means that Hand-Key is also flexible
in frequency selection.

D. Resolution Study

For an authentication system, it is easy to think of the
resolution, i.e., if it can identify a large number of people. In
order to figure out how fine-grained Hand-Key is, we carried
a resolution experiment out by adding different amounts of
water into a water-filled rubber glove to simulate different
hands. We use water as the substitute for biomaterial because
muscle and fat are all water-based biomaterials [19]. We totally
collected ten groups of feature blocks. In different groups,
we added different amount of water, i.e., from 5ml to 0.5ml
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with a stride of 0.5ml. Then we performed classification on
these feature blocks. The results in Fig. 10 show that even
when the resolution is 1ml, the classification accuracy is 100%.
When the resolution is 0.5ml, the classification accuracy drops
9% approximately. However, the accuracy, 91%, is still high.
Hence, we believe that Hand-Key is capable to identify a large
number of users.

E. Security Analysis

To assess the security of Hand-Key, we considered three
types of mainstream and potential attacks, including zero-
effort attack, impersonation attack, and replay attack [3], and
conducted corresponding defense experiments.

Zero-effort attack: In this attack, an attacker attempts to
be accepted by Hand-Key by placing her/is hand between the
reader’s antenna and the tag array. To assess the defense ability
of Hand-Key against this attack, we treated five volunteers as
attackers to attack Hand-Key. The result is shown in Fig. 11,
The mean ASR for attackers is only 0.067%, which indicate
that Hand-Key is able to defend against zero-effort attacks
effectively.

Impersonation attack: In this attack, we assume that the
attacker is able to find an illegitimate user whose hand is
similar to a legitimate user. The attacker tries to be accepted by
Hand-Key by letting the illegitimate user exhibit her/is hand
to Hand-Key. In the defense experiment, we selected three
pairs of volunteer and the two volunteers’ hands in every pair
are similar. In each pair, we treated one volunteer as attacker
and another one as victim. The experiment result (Fig. 11)
shows that the ASR for impersonation attacker is only 0.120$.
Therefore, Hand-Key can also defend against impersonation
attacks.

Replay attack: In this attack, the attacker first eavesdrops
RF signals of legitimate authentication processes, and then
replay these signals to deceive Hand-Key. To simulate replay
attacks, we input ten volunteers’ signals into the signal prepro-



TABLE I
COMPARING Hand-Key WITH RF-MEHNDI AND WIPIN.

System ASR> 99% | Device-Free | Anti-Replay
Hand-Key v v v
RF-Mehndi v X X
WiPIN X v X

cessing module of Hand-Key. As a result, all replayed signals
are rejected (as shown in Fig. 11). Thus, Hand-Key is resistant
to replay attacks.

FE. Overhead and Latency

Storage overhead: The storage consumption of Hand-
Key mainly comes from two aspects: 3D identity classifier
storage and EPC sequence storage. First, Hand-Key needs
about 6MB to store the parameters of the 3D identity classifier.
In terms of the EPC sequence storage, we varied the number
of EPC sequences from 10* to 10%. The experiment results
are shown in Fig. 12, in which we can find that the storage
consumption increases exponentially with the increase of the
order of magnitude of EPC sequences’ number. However, even
if the number of EPC sequences reaches 108, the storage
consumption is still less than 3GB. It means that if each user
uses Hand-Key for 10° times, Hand-Key can protect 10% users
from replay attacks simultaneously. Thus, the storage overhead
of Hand-Key is acceptable.

Latency: The time cost of Hand-Key primarily comes from
three components: signal collection, identity classification,
and EPC sequence comparison. Firstly, to collect a feature
block with a dimension of (5, 2, 6, 7), the process costs
approximately 1 second. Secondly, with a 2.8GHZ CPU,
the 3D identity classifier can process a feature block within
0.02 seconds. Thirdly, since we leverage hash tree to reduce
the search complexity, the EPC sequence comparison can
be finished within 0.01 seconds even if Hand-Key needs to
compare 10° pairs of EPC sequences. Thus, it takes Hand-
Key 2— seconds to process an authentication request. Hand-
Key has outstanding real-time performance.

G. Comparison with Existing Works

We compare Hand-Key with a state-of-the-art RFID-based
authentication system RF-Mehndi [3] and a state-of-the-art
WiFi-based authentication system WiPIN [12]. The compar-
ison results are shown in Table 1. Firstly, both Hand-Key and
RF-Mehndi can achieve 99%+ ASR, yet the ASR of WiPIN
is only 92% approximately. In terms of the user-friendliness,
both Hand-Key and WiPIN are device-free, while RF-Mehndi
requires users to carry an RFID token for identification. For
the security, Hand-Key is capable to defend against replay
attacks, but RF-Mehndi and WiPIN do not have such ability.
Therefore, Hand-Key outperforms these two state-of-the-art
authentication systems.

IX. RELATED WORK

Hand-based authentication: A large number of researches
were proposed by using biometric features from human hands
[3], [4], [25]-[29]. For instance, palm vein patterns can be

extracted to achieve person recognition [26], [27] and finger
vein patterns can also be captured for user identification [28].
Arora et al. [29] present a robust authentication method which
extracts dorsal hand vein patterns to finish authentication. Song
et al. [4] extract geometry and behavioral features of hands
using smartphone sensors to identify persons. Zhao et al. [3]
use RFID tag array to sense user’s conductivity features to
execute authentication. Hand-Key is different from the above
works because Hand-Key is the first work to extract stable
hand composition features to authenticate users.

Wireless authentication: Wireless authentication provides
users good experience because it is non-contact. A lot of non-
contact authentication methods have been realized via wireless
devices [30]-[42]. For example, CardiacScan [43] uses a
continuous-wave radar to capture the cardiac motion feature
remotely. WiWho [30] employs a WiFi system to capture
human biometrics to authenticate users. Similarly, WiFi-ID
[44] also utilizes WiFi signals to extract human features.
WiPIN [12] is a WiFi-based operation-free user identification
system. RF-Mehndi [3] leverages RFID signals to capture
human biometrics. Moreover, voice is also used to conduct
user authentication [45]. Compared with the above works,
Hand-Key shows superiority because Hand-Key is not only
non-contact but also replay attack-resilient.

X. CONCLUSION

In this paper, we propose Hand-Key, an attack-resilient user
authentication system, which captures inner-body composition
feature and outer-body geometry feature to identify users.
Hand-Key leverages a two-branch 3D identity classifier to
identify users. The output of the 3D identity classifier, i.e.,
the probability, is used to detect illegitimate authentication
requests. To defend against replay attacks, we design a novel
anti-replay method, which reuse the inherent randomness of
the FSA protocol. The experiment results with 30 persons
show that Hand-Key can achieve an authentication accuracy
as high as 99%-+.
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