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ABSTRACT

External disks (abbr., disks) are common data storage peripherals for
hosts. Verifying the disk’s legitimacy is crucial to prevent security
issues on a host like privacy leakage and virus propagation before
interaction setup. To address this issue, we propose DiskPrint, a
novel non-intrusive and replay-resistant disk authentication system
that relies on unintentional electromagnetic (EM) emanations from
disks’ internal components. The core idea of DiskPrint is that EM
signals emitted during data writing can reflect hardware discrepan-
cies among different disks. Based on electromagnetic principles, we
establish a theoretical model associating EM signals with built-in
electronic components to demonstrate the feasibility of extracting
disk fingerprints from such EM emanations. We also propose a se-
ries of signal enhancement methods to remove the EM interface and
improve the signal-to-noise ratio (SNR) of the EM measurements.
To boost the security of DiskPrint, we propose a device-agnostic
replay-resistant method by introducing randomness into leaked EM
signals. Real-world experiments with 60 disks including hard disk
drives (HDDs) and solid state drives (SSDs) from seven brands and
14 models indicate that DiskPrint achieves a 99%+ authentication
success rate. Robustness analysis demonstrates DiskPrint’s stability
over time. Security study shows its ability to defend against various
attacks.
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1 INTRODUCTION

Nowadays, external disks (abbreviated as disks) are widely used to
store digital content due to their large capacity, quick data transfer,
and plug-and-play features. However, the interaction between a
disk and a host usually does not require any authorization. This
poses severe security problems against hosts. On the one hand, an
adversary can directly use a disk to read (steal) data from a host
(e.g., personal computer (PC)) [6], leading to privacy leakage. On
the other hand, an adversary can leverage the disk to inject viruses
[35] or malware into a host [20], once a user unwittingly plugs
the infected disk into the computer. Even worse, the malicious
code could propagate across the network, breaking more valuable
systems [10].

The key to securing the host against the above threats is to
control the access permissions of the disk. That is, before allowing
“meaningful-data” interactions, the host needs to authenticate the
identity and access level of the disk. In fact, people have already
utilized a set of methods for device authentication, including the
device identifier (e.g., serial numbers [51], vendor ID [17]), digital
certificate [9], and password [50]. However, these methods are
vulnerable to modification or mimicry attacks [31, 39, 44].

An effective countermeasure against the above limitations is
to identify the device via its hardware fingerprint. The basis of
hardware fingerprints is that the inherent physical characteris-
tics of the devices are difficult to manipulate. However, existing
hardware fingerprinting methods [2, 7, 11, 27, 55] cannot be triv-
ially adopted for disk authentication. Specifically, these approaches
can be divided into two categories. The first category relies on
specific hardware modules (e.g., microphone [55], camera [27], or
PUF [13, 43]) that disks do not initially possess. Such approaches re-
quire extra hardware or modifications on the disks [13, 27, 55], and
thereby are inappropriate for the adoption in existing disks. The
approaches in the second category are non-intrusive [11, 18, 41],
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Figure 1: DiskPrint protects hosts from malicious disks.

requiring no extra hardware or modifications on the disks. They
extract fingerprints from the devices’ power consumption [41]
and the wireless (e.g., radio frequency (RF) [11], electromagnetic
(EM) [18]) signals reflected or leaked from the device. Neverthe-
less, these approaches exhibit various limitations: 1) Host-specific
fingerprint [18, 41]. The fingerprints extracted by different models
of hosts may differ, limiting their universality; 2) Vulnerability to
replay attacks [11, 18]. The systems could be deceived by recorded-
and-replayed signals from illegitimate devices; 3) Susceptibility to
environmental interference [18]. They require ‘clean’ environments
(e.g., an electromagnetic-safe zone) to collect quality fingerprints.
These limitations hinder the practical deployment of these systems
in practice.

In this paper, we propose DiskPrint, a novel non-intrusive and
replay-resistant disk authentication system. It uses EM signals un-
intentionally leaked from disks to acquire and authenticate finger-
prints. The key insight of DiskPrint is that, when writing data to
a disk, its inherent hardware characteristics would be embodied
by the EM signal it leaks. Such a signal varies among disks and
thereby can serve as the disk fingerprint. Even if the disk is con-
nected to different hosts, its fingerprints remain consistent, making
them universally applicable across different hosts. By introducing
randomness into the EM emanation, DiskPrint also bears the ability
to resist replay attacks. As illustrated in Fig. 1, DiskPrint consists
of an EM signal sensor, a stimulation program, and a server. It
is noteworthy that a server is not necessary. DiskPrint can be di-
rectly integrated into the host without a server. Introducing a server
allows all hosts to share the fingerprint database, improving avail-
ability and scalability. When a disk attempts to interact with a host,
DiskPrint first interrogates its identity (ID). Then, a stimulation pro-
gram triggers the disk to emit EM leakage, which is measured by
the sensor and uploaded to the server. On the server side, DiskPrint
first detects replay devices and then extracts disk fingerprints from
received signals to verify the alleged disk ID. Ultimately, the host
gives the disk corresponding permissions (e.g., acquiring data from
the host) based on the verified ID.

Developing DiskPrint presents us with three challenges: (1) Gen-
erally, EM signal-based hardware fingerprint stems from the manu-
facturing imperfection of the device’s inner electronic components.
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A disk has numerous electronic components. It is hard to corre-
late the EM emanation and these electronic components, so as to
prove that the leaked EM signals do contain sufficient hardware
features for disk authentication. (2) Raw EM measurements have
much noise that is irrelevant to the disk fingerprint, resulting in a
low signal-to-noise ratio (SNR). It is difficult to extract quality and
representative features from noisy and low-SNR EM signals. (3) In
wireless systems, the prevention of replay attacks usually depends
on randomizing the parameters of signals (e.g., amplitude [46]).
Such signal-level randomization commonly requires full control
over the device that generates the signal [23, 46]. However, in our
scenario of disk authentication, the disk radiates signals uninten-
tionally and we cannot perform signal-level modification. Hence, it
is challenging to randomize the EM signals emitted by the disk to
resist replay attacks.

We devise the following solutions to address the above chal-
lenges. (1) We analyze the working mechanism of the disk’s internal
modules during data writing, upon which we build a rigorous theo-
retical model associating the EM signal with the built-in electronic
components based on electromagnetism. This model demonstrates
that the leaked EM signals contain abundant physical characteris-
tics of these electronic components, allowing us to extract quali-
fied disk fingerprints. (2) To address the second challenge, we first
propose a series of signal processing methods, including EM inter-
ference elimination and SNR enhancement, to enhance the signals.
Then, we define several features to quantify the disk fingerprint
and perform accurate disk classification. (3) To deal with the third
challenge, instead of performing randomization at the signal level,
we design a delicate application-level randomization mechanism.
We find that manipulating the state of the disk’s write caching (i.e.,
on/off) would lead to distinct variation scales in the leaked EM
signals. By randomly selecting a one-time on-off sequence as the se-
curity credential and toggling the write caching accordingly, we can
achieve the same defense effect as the signal-level one. That is, we
can detect the replayed signal once the on-off sequence extracted
from the real EM signal is different from the security credential.

To evaluate the performance of DiskPrint, we build a prototype
with commercial off-the-shelf (COTS) devices and conduct real-
world experiments using 60 disks with seven brands and 14 models.
The experiment results indicate that DiskPrint can accurately iden-
tify legal disks with 99%+ success rates. Robustness analysis demon-
strates that DiskPrint’s performance does not degrade over time.
Security study manifests that DiskPrint is able to defend against
various attacks.

In summary, our contributions are as follows: (1) We design and
implement DiskPrint, to our best knowledge, the first non-intrusive
and replay-resistant disk authentication system. DiskPrint can also
be used to fingerprint internal disks. (2) We build a rigorous theoret-
ical model to demonstrate that the EM emanations of a disk contain
abundant physical features of its inner electronic components. We
believe that the insight behind DiskPrint would be helpful in mining
distinguishable features for fingerprinting other potential devices.
(3) We propose several signal processing techniques to obtain a
clean fingerprint signal. Meanwhile, we also design an effective disk
classification method to achieve accurate disk authentication. (4)
We evaluate the performance of DiskPrint on 60 real disks covering
mainstream brands and models. The results show that DiskPrint
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achieves over 99% authentication success rate. Meanwhile, DiskPrint
is secure against various attacks.

2 THREAT MODEL

In the considered attack scenario, the attacker uses an unauthorized
disk to steal or damage the host’s data through virus injection and
etc. To protect the host, we introduce DiskPrint for disk authentica-
tion before interaction. However, if the attacker knows DiskPrint’s
deployment, s/he may mount more adaptive attacks like mimic and
replay attacks to make DiskPrint accept unauthorized disks, and
compromise the host.

Mimic Attack. We assume that the attacker is able to acquire a
substitute disk (Disk B) that is similar to the target disk (Disk A),
e.g., they belong to the same brand and model. The attacker tries
to spoof DiskPrint by initiating an authentication request with B,
expecting that DiskPrint mistakes Disk B for A and grants Disk B
the permissions of A.

Replay Attack. We assume that the attacker has necessary attack
devices, including a device to receive the EM signal with the same
frequency band as that of the disk emanation and a replay device.
The attacker first records the EM signal during a legal authenti-
cation attempt (of Disk A). Then, the attacker launches an illegal
authentication request with an illegal disk (Disk B). During Disk
B’s EM emanation generation, the attacker blocks it with a metal
casing but replays the recorded EM signal to DiskPrint’s sensor,
aiming to trick DiskPrint into granting Disk B the permissions of
Disk A.

We also assume that the communication between the EM sensor
and the server and between the server and the host is secure, which
can be achieved by secure communication protocols and encryption
techniques [29]. Besides, we do not consider the following cases:
1) The attacker deliberately breaks legitimate authentication, such
as jamming EM sensors and physically destroying legal disks. 2) A
person uses legal disks to perform malicious activities, e.g., injecting
malware into or physically modifying legal disks. In fact, DiskPrint
can be used as a traceability tool to trace the malicious activities
of legitimate disks by correlating the disk ID with such illegal
operations.

3 FINGERPRINT IN EM EMANATION OF DISK

This section validates the feasibility of EM fingerprint by establish-
ing a theoretical model and conducting preliminary experiments.

3.1 Theoretical Model

When data is written to a disk, the high activity of its inside elec-
tronic components would incur heavy currents and further induce
EM signals. The clock module and dynamic random access memory
(DRAM) module are the main sources of these EM signals, and the
electrical characteristics of the electronic components in these mod-
ules predominantly determine the strength of the signals [5]. Due
to the manufacturing imperfection, these electronic components
contain “unique” features. As a result, the EM leaked from each disk
will be unique as well, and can be used for fingerprinting. As the
number of these electronic components is very large [49], the ex-
tracted fingerprint will be highly distinguishable. We theoretically
detailed the basis of this feature exhibition as follows.
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We assume that an I/O operation of a disk, such as writing data,
induces EM signals sg4;,(2). It is primarily composed of two parts:
one from the clock module (s jx (t)) and the other from the DRAM
module (sg,4m (). As the write operations of the DRAM mod-
ule are performed on the clock edges, sg,4, (t) Will be amplitude-
modulated to s jx (), leading to the eventually leaked signal s, (¢):

Sdata(t) = Saram(t)scik (t). (1)

We will explore the fingerprint in s;,,,(t) by analyzing the signals
leaked by the clock and DRAM modules, respectively.

m Fingerprint From Clock Module. The clock module is an es-
sential component used to synchronize the operation of various
components in a disk. To comply with the electromagnetic compat-
ibility (EMC) regulations [8], the spread spectrum clocking (SSC)
technology is widely used in current disks [42]. As shown in Fig. 2,
the clock module typically consists of four parts: an oscillator cir-
cuit (OSC), a phase-locked loop (PLL), a frequency modulator (FM),
and a band-pass filter (BPF). The signal s (¢) leaked from the SSC
clock is a sum of signals distributed at frequency fo—ifin (0 < i < k),
which can be expressed as:

k-1
setk (£) = ) Aicos(2r(fo = ifm)t). @)
i=0

In this equation, A; is the amplitude of the i-th sub-clock and is
determined by the band-pass filter and frequency modulator. Due
to the hardware imperfections created during the manufacturing
process, there are differences in these components among different
clock modules, leading s, (¢) of different disks to be distinguish-
able.

m Fingerprint From DRAM Module. Within DRAM modules,
millions of complementary metal oxide semiconductor (CMOS)
transistors are arranged in a lattice formation to constitute DRAM
banks for temporal data storage [34]. A unit of the DRAM bank is
called a cell, which consists of a CMOS transistor and a capacitor,
as shown in Fig. 2. During the data writing process, the continuous
charging and discharging of CMOS transistors in cells generate
heavy currents. According to Maxwell’s equations [4], the varying
currents will create an EM field that accompanies the EM signal
Sdram(t). That is, sgyqm (¢) is primarily determined by the varying
currents that are directly related to the dynamic power consumption
Piynamic of the CMOS circuits [28]. Particularly, Pyynamic can be
expressed as:

12
denamic = ECVDDan’ 3)

where C is the equivalent capacitance that is determined by the
CMOS transistors. Vpp denotes the supply voltage which is deter-
mined by the voltage regulator and power controller in the DRAM
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Figure 3: Clock module and DRAM module radiate strongest
EM signals (the clock module is in the main controller chip).

module, fy represents the frequency of the clock signal that is de-
termined by the clock module, and « refers to the activity factor
that is determined by the workload of the DRAM module. During
the fabrication, the hardware imperfection of relevant electronic
components in DRAM would induce the uniqueness in Vpp, fo,
and C, and hence radiate distinguishable s, 4,-

In summary, since s.jx and sg,4p,, can embody the unique hard-
ware characteristics of disks, sg4;4 has the potential to serve as the
disk fingerprint.

3.2 Preliminary Experiment

We conduct several preliminary experiments to further verify that
(1) the EM signal s;44,(t) leaked by the disk mainly originates from
the clock module and DRAM module, (2) sj,:,(t) from different
disks is distinguishable, and (3) sg,4;4(#) is stable enough to serve
as a qualified fingerprint carrier. In the experiments, we employ a
stimulation program to induce the disk to emit EM signals, which
are collected by a software-defined radio (HackRF [30]), a Foresight
low-noise amplifier (FSTRFAMPO1 [19]), and a 3dbi antenna [1].
Each collection lasts 1.5 seconds. One issue here is that the workload
of the DRAM module also affects sg,;4(t), as mentioned in Sec. 3.1.
To avoid the impact of diverse workload, the stimulation program
adopts a uniform workload, i.e., repeatedly writing data to a fixed
area in the disk at its maximum speed.

m EM Radiation Source Validation. To confirm that the EM signal
leaked by the disk is mainly from the clock module and DRAM
module, we measure the signal strength by alternatively placing the
antenna on 70 spots of a Western Digital (WD) Elements SE disk’s
surface. Figure 3(a) presents the heat map of the signal strength.
Combined with the layout of the disk’s printed circuit board (PCB)
shown in Fig.3(b), we can conclude that the area with the strongest
EM signal in the heat map corresponds to the clock module and
DRAM module. This demonstrates that the leaked EM signals are
indeed primarily from these two modules.

m Evidence of Disk Fingerprint. To validate that the discrep-
ancy between different disks can be revealed by the EM signals
they leak, we collect the EM signals (i.e.,s44:4 (1)) of four disks,
including two WD Elements SE (WD Elements SE-1 and WD Ele-
ments SE-2), a TOSHIBA DTB410, and a WD My Passport Ultra. As
Sdata(t) includes multiple sub-clock signals that are similar to each
other, we only show one (the i-th) normalized sub-clock signal (i.e.,
[Aisgram(t) cos2r(fo = ifm)t) | wormalizea) in Fig. 4. We observe
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Figure 4: EM signals of four disks. Nor. Amp. means the
normalized amplitude.

that there are obvious amplitude profile differences! between any
two disks with different models (Fig. 4(a) vs. (c)/(d)). Meanwhile,
the sub-clock signals of two disks with the same model ((Fig. 4(a)
vs. (b)) also demonstrate noticeable discrepancies. This confirms
the feasibility of using the EM leakage for disk authentication.

m Temporal and Spatial Consistency. A qualified fingerprint
should be temporally and spatially stable. To investigate the tempo-
ral and spatial consistency, we collect EM signals of one disk (i.e.,
WD Elements SE-1) at different locations (laboratory and office) on
different days (Day 1 and Day 2 with one week in between). The
normalized signals collected on Day 1 in the laboratory, Day 2 in
the laboratory, and Day 1 in the office are shown in Fig. 5(a), (b),
and (c), respectively. It can be observed that the amplitude profiles
of sub-clock signals collected on different days are highly similar
(Fig. 5(a) vs. (b)). Also, the amplitude profile of the sub-clock sig-
nal does not exhibit significant changes when the location varies
(Fig. 5(a) vs. (c)).

These experiments demonstrate the feasibility of our theoretical
analysis. The amplitude profiles of the EM signals leaked by disks
have high distinguishability and reliability, making them competent
to serve as the disk fingerprint carrier.

4 DISKPRINT DESIGN
4.1 System Overview

Figure. 6 illustrates the workflow of DiskPrint, which consists of
two main phases: registration and authentication.

m Registration Phase. To register a new disk, DsikPrint first uti-
lizes a stimulation program to make it generate EM signals contain-
ing fingerprint information (called fingerprint signals) to obtain
registration data. Then, on the server, DiskPrint enhances the sig-
nals by removing EM interference via convolutional filtering and
improving the SNR using a clock jitter-resistant folding algorithm
(detailed in Sec. 4.2). Thereafter, DiskPrint conducts a series of pre-
processing and extracts feature vectors quantifying the fingerprint
from the registration data to form a positive training set. With the
negative training set (of other disks) provided by DiskPrint’s server,
DiskPrint trains a binary disk classifier (named disk identifier) for

'We consider amplitude- instead of frequency-exhibited characteristics as the
Sdata(t)’s frequency distributions of the same model of disks are similar and fre-
quency jitters sometimes, which may cause misclassification.
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(a) In laboratory on Day 1. (b) In laboratory on Day 2.  (c) In office on Day 1.

Figure 5: EM signals of one disk collected in different places
(laboratory and office) on different days (Day 1 and Day 2
with one week in between) are consistent. Nor. Amp. means
the normalized amplitude.

this disk. The disk identifier and disk ID (e.g., serial number) will
be stored in the server (detailed in Sec. 4.3).

m Authentication Phase. When a disk attempts to interact with
a host, DiskPrint first interrogates the disk’s ID. Then, DiskPrint
uses the stimulation program to generate the EM trace. This trace
is composed of two parts: the signal segment used for replay detec-
tion (termed as preamble signal) and the fingerprint signal. After
performing the signal enhancement, DiskPrint determines if the
received signal is from a replay device by checking the preamble
signal (detailed in Sec. 4.4). If not, the fingerprint signal will go
through the same pre-processing and feature extraction as the reg-
istration phase. Thereafter, the extracted feature vector will be fed
into the pre-trained disk identifier associated with its ID. If the
output of the disk identifier is negative, the fingerprint signal is
deemed to be from an illegal disk and this disk will be rejected.
Otherwise, DiskPrint confirms the authenticity of the ID, and this
disk will be authorized to interact with the host.

4.2 Signal Enhancement

As mentioned in Sec. 3.2, the disk fingerprint is derived from the
amplitude profiles of the sub-clock signals. However, this process
is susceptible to interference from other EM sources in ambient
environments. Besides, each disk should pass the EMC test accord-
ing to the regulation [8]. Yet, following such requirements lead the
strength of the raw fingerprint signal to be relatively low. Com-
pared to ambient interference, the weak signal strength results in a
low SNR. Both of the above factors would degrade the quality of
extracted fingerprints and reduce authentication accuracy. To solve
these problems, we propose two signal enhancement techniques:
EM interference elimination and clock jitter-resistant folding. Note
that we perform EM interference elimination before clock jitter-
resistant folding in DiskPrint’s workflow. But in the following, we
first introduce the folding to better clarify the effectiveness of the
EM interference elimination.

4.2.1 Clock Jitter-resistant Folding. To address the low SNR of fin-
gerprint signals, we focus on the correlations among sub-clocks. For
each disk, we noticed two phenomena: (1) the frequency interval
between adjacent sub-clocks is fixed (i.e, f,) and (2) the amplitude
profiles of different sub-clocks are consistent. These phenomena
inspire us to use the folding algorithm [26] to improve the finger-
print signal’s SNR by accumulating the sub-clocks on the spectrum.
Nevertheless, in practice, the frequencies of the sub-clocks jitter
within a small range, although they should remain unchanged in
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Figure 6: Workflow of DiskPrint.

theory. In the following, based on the original folding algorithm, we
propose a countermeasure to achieve clock jitter-resistant folding.
Specifically, we first perform a short-time Fourier transform
(STFT) to obtain the spectrogram X of the fingerprint signal sg,;,(t).
The STFT applies a Hanning window w to divide sg,.4(t) into
small segments with the same length, and performs a N-point
discrete Fourier transform (DFT) on each segment. Suppose that
the sampling rate is fs, then the frequencies of adjacent sub-clocks
will be separated by 0 = fi, X %j DFT bins, and the clock frequency
fo locates in the h-th DFT bin. The STFT’s result can be expressed
as:
k-1
STFT[sgata(t)] = DFT[w] * " sdram(DAiS[h~ix 6], (9
i=0
where § represents the impulse function and sy, (£)A; reflects
the amplitude profile of the i-th sub-clock. Then, the spectrogram
X of the fingerprint signal can be expressed as:

= STFT[sgara(D]I%, )

Let P[j, t] denote the folding result at time t, i.e., the sum of the

amplitude of the j-th, (j — 0)-th, - - -, [j — (k — 1) x 8]-th DFT bins
in the spectrogram X:

-1
=ZX[j—i><6,t]. (6)
i=0

If the clock frequency f; is located in the h-th DFT bin, the strength
of P[h, t] will be much higher than that of P[j, t] when j # h. This
is because the correlations between sub-clocks would strengthen
the signal power (P[h, t]), while noise (P[j,t], j # h) will be over-
whelmed owing to its randomness. Thus, we can effectively improve
the SNR of the fingerprint signal through folding.

In reality, the frequencies of sub-clocks will jitter over a small
range (the upper limit is f;,;), rendering it difficult to locate sub-
clocks. Fortunately, the jitters of all the sub-clocks are synchronous.
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Figure 7: Effectiveness of EM interference elimination. Nor. Amp means normalized amplitude.

This makes the interval f;;, between sub-clocks remain constant.
Besides, the folding result of sub-clocks is much higher than that
of the noise. With these properties, to locate the frequencies of the
sub-clock signals, we can find the maximum value of p[}, t] in the
range of [h —0.50, h +0.50), and update h to the one whose folding
result is significantly larger than others.

4.2.2 EM Interference Elimination. As aforementioned, the folding
algorithm can enhance the SNR of the fingerprint signals. But the
EM interference in ambient environments may submerge the fin-
gerprint signal, making it difficult to locate the sub-clock signals in
the spectrogram and disabling the folding algorithm. To tackle this
problem, we propose a convolution filter-based denoising method
to remove the noise from the spectrogram. This effectively mitigates
the impact of EM interference on the folding algorithm.

Particularly, the actually collected EM signals consist of both the
fingerprint signal and EM noise. The corresponding spectrogram
X'[j,t] can be expressed as:

X'[j,t] = X[j,t] + N[j, t] ()

where X[j, t] denotes the spectrogram of the “clean” fingerprint
signal and N[, t] is the spectrogram of noise. To remove N|[j, t]
from X’ [ j, t], we propose to convolve the spectrogram X’ [ j, t] with
a kernel of [-0.5, 1, -0.5]. In this way, we can get a new spectrogram:

X[t =—%X’[j—1,t]+X'[j,t] - %X’[j+1,t]. ®)

Assuming that the clock frequency f; is located in the A-th DFT bin
of the spectrogram X[ j, t], then, the folding result P’ [h, ] becomes:

k=1 _
P'[ht] :ZX[h—ixG,t] =P[ht] +Q[h t], ©)
i=0
where
k-1 1
O[h,t] = Z{N[h—ix@,t] ~ SNIh=ix0-11]
i=0

—%N[h—ix0+1,t]}.

Since the element in N (i.e., N[}, t]) is independent of each other,
i.e,, N is a random sequence, it is evident that Q[A, ¢] is statistically
close to zero and much smaller than P[h, t] (i.e., the folding result
of the fingerprint signal). Hence, we have P’ [h, t] ~ P[h, t], which
indicates that the EM interference is effectively suppressed.

To validate the efficacy of our proposed EM interference elimi-
nation method, we conduct a validation experiment. Specifically,
we collect the fingerprint signals of a Toshiba DTB410 disk in both
clean and EM interference-rich environments, referred to as “clean
signal” and “noisy signal”, respectively. Then, we utilize the EM
interference elimination method to process the noisy signal and
generate a “denoised signal”. The spectra of the noisy, denoised,
and clean signals are shown in Fig. 7(a), (b), and (c), respectively.
It can be found that the EM interference makes it difficult to lo-
cate the sub-clock signals in the spectrum (Fig. 7(a)), whereas the
sub-clock signals in the denoised signal (Fig. 7(b)) and clean signal
(Fig. 7(c)) can be precisely located. Additionally, we also show the
folding results of the noisy signal, denoised signal, and clean signal
in Fig. 7(d), (e), and (f), respectively. Due to the strong EM inter-
ference, the folding result of the noisy signal (Fig. 7(d)) is severely
distorted, but the folding result of the denoised signal (Fig. 7(e)) is
similar to that of the clean signal (Fig. 7(f)). These results prove that
our EM interference elimination method can effectively suppress
the impact of EM interference on the folding result.

4.3 Feature Extraction and Disk Classification

This subsection describes how DiskPrint extracts features from
the folding result P’ [h, ¢] (simplified as P’ [¢] ) and performs disk
classification.

m Signal Pre-processing. Due to instantaneous interference in
the circuit, etc., the current in the circuit could change sharply,
resulting in anomalies with extremely large/small values in P’ [#].
To eliminate their impacts, we leverage a medium absolute deviation
(MAD)-based outlier detection method [48] to find out all anomalies,
and then remove them from P’ [¢]. Moreover, considering that the
position of DiskPrint’s sensor with respect to the disk could change
in different authentication attempts and the gain of different sensors
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Figure 8: Anti-replay method.

could vary, the strength of two folding results P’ [¢] of the same
disk may differ. To deal with this problem, we adopt min-max
normalization to limit the range of P’[t] to [0, 1]. Each normalized
element in P’ [t] can be calculated by:

P [t] B Pr,nin

= o y
Pmax_Pmin

P;wrm [t]

(10)

where P, . ,and Py, are the minimum value and the maximum
value of P’ [¢], respectively.

m Feature Extraction. According to Sec. 3.2, we observe signifi-
cant differences in the amplitude profiles of EM signals leaked by
different models of disks, even those leaked by the same model.
Therefore, we select twelve features [32] that can describe the am-
plitude profile of the signal as the disk fingerprint, including mean
value, median value, standard value, variation coefficient, median ab-
solute deviation, mean absolute deviation, root mean square, skewness,
kurtosis, form factor, crest factor, and pulse factor. To comprehen-
sively mine the uniqueness of leaked signals, we extract such twelve
features from both the time series and spectrum of P}, ,,[¢]. These
24 features form a feature vector and will be used as the input of
the disk identifier.

m Disk Classification. DiskPrint adopts supervised learning to
achieve disk classification. Specifically, each registered disk will
provide k feature vectors as positive samples. Then, the server of
DiskPrint would also provide k feature vectors from other registered
disks as negative samples. These samples form a training set for the
disk identifier. We employ an ensemble learning method, random
forest (RF), as the disk classifier owing to its high robustness, high
speed, and ability of understanding feature importance [36]. In this
way, each disk would have its own binary classifier (which only
needs to be trained once) associated with its ID.

When a disk attempts to interact with the host, it should show
its ID to DiskPrint at first. Then, DiskPrint feeds the feature vector
into the classifier associated with this ID to verify the authenticity
of the disk’s purported identity.

4.4 Replay Detection

Replay attack is one of the most intractable threats against EM-
based sensing/communication systems [47]. Traditional methods to
prevent replay attacks typically rely on randomizing the parameters
of signals (e.g., amplitude [46]), which usually requires complete
control over the signal generation equipment [23, 46]. However, in
our disk authentication scenarios, we are unable to directly perform
signal-level modifications to EM signals unintentionally radiated by
the disk. To tackle this problem, this subsection proposes a device-
agnostic replay-resistant method by introducing application-level
randomness into the disk’s EM emanations.

m Insight. We observed that the write caching of a disk can be
in either the enabled (on) or disabled (off) state during data writ-
ing. The state switching of the write caching would change the
access frequency of the DRAM module and consequently affects its
workload [37]. As a large/small workload would induce large/small
power of the DRAM module, different states produce EM traces
with distinct variation scales (shown in Fig. 8(a).) Based on this phe-
nomenon, we can employ the stimulation program to manipulate
the state of the disk’s write caching at the application level and
introduce controllable randomness into the EM leakage to detect
replay attacks.

m Replay-resistant Design. We first design a binary encoding
scheme for the EM trace used for replay detection. Turning on/off
the write caching can generate EM signals with large/small discrete-
ness that can be encoded as 1/0, or vice versa. By alternately turning
on and off the write caching within a period of time, DiskPrint can
obtain a “10111---” like bit sequence. Next, we explain how to
identify replayed signals through bit sequence verification. Prior
to generating fingerprint signals, DiskPrint first randomly selects
a one-time bit sequence as the security credential. Meanwhile, we
reserve a period for the stimulation program to embed the secu-
rity credential into the EM trace by accordingly turning on or off
the write caching. The corresponding EM signal is the called pre-
amble signal (see Fig. 8(b)). After receiving the preamble signal,
DiskPrint extracts a bit sequence based on the encoding scheme.
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Figure 9: Experiment Setup for performance evaluation.

If the extracted bit sequence differs from the security credential,
the authentication request is very likely initiated by a replay at-
tacker. In our default setting, a bit sequence consists of 10 bits,
giving an encoding space of 2! = 1024. Theoretically, once the
extracted bit sequence is not the same as the security credential,
we are 1 — ﬁ = 99.9% sure that this is a replay attack.

m Bit Sequence Extraction. It can be found that the one-time
and random bit sequence is the key enabler of our replay-resistant
method. Inaccurate extraction of bit sequence would cause false
rejects of legal authentications. Therefore, we develop an effective
method to accurately extract the bit sequence from noisy preamble
signals. To be specific, DiskPrint first removes discrete points in
the preamble signals, which can be regarded as sharp noise. Then,
to eliminate the impact of the position of DiskPrint’s sensor with
respect to the disk on the signal strength, DiskPrint normalizes
the preamble signal. Next, to determine whether a segment in the
preamble signal belongs to “0” or “1”, we leverage the variation
coeflicient (defined in Sec. 4.3) to quantify the degree of discrete-
ness. In particular, we identify each bit by detecting the boundary
between high and low variation coefficients in the following steps:
(1) Sliding a window on the normalized preamble signal and cal-
culating the variation coefficient of each window. This yields a
preliminary sequence of the variation coefficient D, as shown in
Fig. 8(c). (2) Smoothing the sequence D by mean-filtering and get
a smoothed sequence D’, as shown in Fig. 8(d). (3) Setting an em-
pirical threshold D; 4y t0 detect the boundary between high and
low variation coefficients in D’. If an element with index i in D’
satisfies D’ (i — 1) < D;hr and D’ (i+1) > D;hr’ then this element
is the boundary from “0” to “1”; otherwise, it is the boundary from
“1” to “0". With this approach, we can digitize the sequence D’ and
obtain a reliable bit sequence for replay detection.

5 EVALUATION

In this section, we present the implementation and evaluate the
overall performance, robustness, and security of DiskPrint.

5.1 Experiment Setup

m Hardware. As shown in Fig. 9, we utilize a software-defined radio
(HackRF SDR), a Foresight low noise amplifier (FST-RFAMP02), and
a 3dbi antenna to constitute the sensor of DiskPrint. The amplifier is

Wenfan Song, Jianwei Liu, Yajie Liu, and Jinsong Han

Table 1: Disks utilized in the evaluation of DiskPrint.

Number | Disk Manufacturer Model
1-15 Western Digital WDBEPK0020BBK-EB
16-20 Western Digital WDBU6Y0040BBK-EB
21-24 Western Digital WDBFTM0050BGD-OD
25-27 Western Digital WDBYVG0020BBK-0A
28 Western Digital WDBAGF5000ASL
29 Western Digital WDBAYN4800ABK
30-44 Toshiba DTB410
45-48 Toshiba DTB420
49-53 Seagate SRDO00F1
54 Seagate SRDOFV4
55 SanDisk SDSSDE30-480G
56 Aigo S7
57-58 Lenovo F308
59-60 Newsmy Qingfeng

connected to HackRF, while the antenna is connected to the ampli-
fier and placed on the surface of the disk being tested. We employ
a HUAWEI KLV-W19L PC with Intel(R) Core(TM) i5-8265U CPU
running Ubuntu 18.04 OS as the default host for disk interaction.
This PC is also used to process the received signals.

m Stimulation Program. When inducing the disk to generate pre-
amble and fingerprint signals, the stimulation program repeatedly
writes data “0” to a fixed area in the disk at the maximum speed of
this disk. As described in Sec. 4.4, the stimulation program encodes
the preamble signal by alternatively switching the state of the write
caching. When generating fingerprints, the write caching is main-
tained in the “on” state. In consideration of the universality and
compatibility, we use C++ language to implement the stimulation
program.

m Data Collection. We conduct experiments in three different
environments: laboratory, office, and home. For each environment,
we evaluate DiskPrint on 60 disks (shown in Table. 1), including
both HDDs and SSDs with 7 popular brands [45] (Western Digital,
Toshiba, Seagate, Newsmy, Aigo, Lenovo, and SanDisk). At most 15
disks belong to the same model. The sampling rate is set to 20 MHz.
Considering that the leaked EM signals are typically distributed
within the frequency range of 10 MHz and above, we set the band-
width to 10 MHz. We collect over 65500 fingerprint signals, with
each disk providing at least 900 fingerprint signals. Each fingerprint
signal can correspond to an authentication attempt, which contains
1000 sampling points collected within 1.64 seconds.

Metric. Four metrics [52] are defined to quantify the performance
of DiskPrint: authentication success rate (ASR), false accept rate
(FAR), defense success rate (DSR), and false reject rate (FRR). ASR
represents the probability that DiskPrint successfully accepts a
legal disk. FAR is the probability that DiskPrint falsely accepts an
illegal disk. DSR means the probability that DiskPrint successfully
detects an attack and FRR represents the probability that DiskPrint
mistakenly rejects a legal disk. Higher ASR and lower FRR indicate
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that DiskPrint has better usability and user-friendliness, while lower
FAR and higher DSR mean better security.

5.2 Overall Performance

In this part, we first evaluate the effectiveness of our signal en-
hancement methods, and then investigate the effect of the training
set size, the scalability of DiskPrint and the effect of alien devices.
Unless specifically stated, otherwise, for each disk, we randomly
select 60 positive samples and 60 negative samples (from the other
59 disks’ fingerprint signals) to construct the training set, while the
rest fingerprint signals form the test set. For each disk identifier,
there is no sample overlap between the training and test sets. The
final result is taken as the mean of ten times of classification trials.
m Effectiveness of Signal Enhancement. To evaluate the effec-
tiveness of the two techniques used for signal enhancement, i.e.,
the EM interference elimination and clock jitter-resistant folding,
we compare DiskPrint with two baselines. Baseline 1: the raw EM
signals are directly collected by DiskPrint’s sensor (without the
signal enhancement). Baseline 2: the signals are processed only
through the clock jitter-resistant folding. Fig. 10 and Fig. 11 show
ASRs and FARs for DiskPrint and the two baselines, respectively.
The results of Baseline 1 indicate that the average ASR is below
86% and the average FAR is above 7% when directly using raw
signals for authentication. The relatively low ASR and high FAR
are due to the presence of electronic devices (such as computers),
which introduce electromagnetic interference into the raw signals
collected in these three environments. With clock jitter-resistant
folding (i.e., Baseline 2), the ASRs increase to 93.0%, 92.0%, and
93.2% for the three environments, while the FARs decrease to 2.4%,
2.5%, and 2.5%, respectively. Compared such results with those of
Baseline 1, we can find that our clock jitter-resistant folding method
is effective in improving the signal quality. Besides, adopting both
of the two signal enhancement methods increases the average ASR
to 99.5% and decreases the average FAR to 1.5%. This means that
our EM interference elimination method also performs very well

Training Set Size
Figure 14: Effect of training set size.

Host Model
Figure 15: Effect of Host.

in suppressing electromagnetic interference in the surrounding
environment as well as enhancing the signal. Moreover, we can
notice that both the ASRs and FARs of the three environments are
similar to each other. Thus, DiskPrint can accurately authenticate
disks under different environments.

m Performance of Different Classifiers. To demonstrate the
superiority of our selected disk identifier, namely the RF classifier,
we compare it with four commonly-used classifiers [22]: support
vector machine (SVM), naive Bayes (NB), K-nearest neighbours
(KNN), and decision tree (DT). The ASRs and FARs are shown in
Fig. 12.1t can be observed that NB has the lowest ASR of 84.3%, while
SVM shows the largest FAR of 32.6%. KNN and DT demonstrate
high ASRs, i.e., 95%+, but their FARs are high as well. Our disk
identifier owns the highest ASR of 99.5%. Meanwhile, it performs
very well in rejecting illegal disks with a low FAR of 1.5%. These
results demonstrate that RF outperforms other classifiers.

m Effect of Fingerprint Signal Length. In our default setting, one
fingerprint signal contains 1000 sampling points, i.e., the length of
each fingerprint signal is 1000. To evaluate the appropriate length,
we vary the number of sampling points from 100 to 1000 and calcu-
late the corresponding ASRs and FARs. The results shown in Fig. 13
indicate that the ASR increases with the fingerprint signal length,
while the FAR is the opposite. This is reasonable as, intuitively, more
sampling points can carry more stable and plentiful features of the
disk. However, it is noteworthy that even with 100 sampling points
(costs about 0.164 seconds), DiskPrint can already achieve 91.0%
ASR and 9.0% FAR. When the fingerprint signal length increases to
800, the ASR and FAR can respectively reach 99.3% and 2.0%, which
approaches the performance under 1000 sampling points. Since
sampling 1000 points only takes about 1.64 seconds and provides
the best performance, we recommend it as the default choice.

m Effect of Training Set Size. In this experiment, for each disk,
we vary the number of positive fingerprint signals from 10 to 60
in step of 10 (with an equal number of negative samples). We
next recalculate the ASRs and FARs. Fig. 14 demonstrates that the
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resistant methods.

ASR/FAR increases/decreases with the training set size. When only
10 training samples per disk are used, the ASR can already reach
94.4%. When the training set size increases to 50, the ASR/FAR
increases/decreases to 99.0%/2.0%. This indicates that DiskPrint
can accurately identify disks with only a small dataset. The high-
est/lowest ASR/FAR, 99.7%/1.6%, can be achieved when we use 60
training samples per disk. It is worth noting that DiskPrint takes
less than two minutes to collect 60 fingerprint signals, highlighting
its outstanding user-friendliness.

m Scalability Assessment. To explore if DiskPrint can authenticate
a large number of devices, similar to the experimental methodology
in [7], we observe the variation trend of the performance with the
number of tested devices. For doing so, we vary the number of
involved disks (i.e. participating in training and test) from 15 to 60
in the step of 15 and recalculate the ASRs and FARs. The resulting
ASRs for 15, 30, 45, and 60 disks are 99.6%, 99.6%, 99.5%, and 99.5%,
respectively. Meanwhile, the FARs for these disk numbers are 1.3%,
1.4%, 1.5%, and 1.5%, respectively. It is apparent that the performance
of DiskPrint remains stable with the number of tested disks. This
is reasonable as the disk fingerprint has high distinguishability
(Sec. 3.1). The result is an encouraging sign that DiskPrint can
support a larger disk set.

m Effect of Alien Device. In reality, DiskPrint may need to au-
thenticate alien disks, i.e., unregistered disks. To understand the
performance of DiskPrint towards alien disks, we randomly select
30 disks to register and the other 30 disks as unregistered disks.
Then, the 30 alien disks take turns to input their fingerprint (50
instances per disk) into each of the classifiers of registered disks.
The FAR of these 30x30x50 = 45000 times of tests, 1.7%—, indicates
the high reliability of DiskPrint.

5.3 Robustness Analysis

m Effect of hosts. We also investigate the universality of finger-
prints across different hosts: whether the fingerprint remains con-
sistent when the disk is connected to different hosts. To explore the

impact of hosts on DiskPrint’s performance, we collect fingerprint
signals from four different models of hosts (HUAWEI KLV-W19L,
DELL Latitude E5570, ASUS A555L, and DELL OptiPlex 7060). Given
that a host interacting with the disk may install any compatible
operating systems (OSes), we simultaneously explore the influence
of OS on DiskPrint. Accordingly, we deploy one of the following OS
versions on each of the four hosts: Linux (Ubuntu 18.04 and Ubuntu
20.04) and Windows (10 and 11). We treat the data of HUAWEI
KLV-W19L with Ubuntu 18.04 as the training set and test under
the other three hosts. The ASRs and FARs are shown in Fig 15. It
can be observed that all the ASRs are higher than 99%. Even when
the training set and test set are from different hosts with varying
OS types, the ASR is not affected. Simultaneously, the FARs un-
der all testing conditions are very low. These results demonstrate
that DiskPrint’s authentication performance is independent of both
the host model and operating system. Consequently, the same fin-
gerprints can be transferred between different hosts and are not
affected by the OSes either.

m Effect of Occupation Rate. In practice, the disk may store
different amounts of data. To study if the occupation rate impacts
DiskPrint’s performance, we vary it from 0% to 80% in step of 20%
to collect fingerprint signals. Then, we use the data of 0% as the
training set and test under other occupation rates. The ASRs and
FARs are shown in Fig. 16. It can be seen that the ASR does not
vary obviously with the occupation rate. Although the FAR changes

Center line

Figure 22: Experiment setting for cross-position performance
evaluation.
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when the occupation rate increases, it is always lower than 1.7%.
This indicates that the occupation rate has negligible impacts on
DiskPrint’s performance. Users only need to register under one
occupation rate.

m Effect of Application. It would be common that a number
of applications and the stimulation program of DiskPrint are co-
running on the host. In this experiment, we explore the impact
of such concurrent running. Similar to the experimental method-
ology in [7], we first select five daily-used applications: WeChat,
Microsoft Word, Google Chrome, YouTube, and MATLAB. Then,
we train the classifiers using EM signals with no other application
and test them using EM signals with one of the aforementioned
applications, respectively. The ASRs and FARs are shown in Fig. 17.
It can be found that the ASRs/FARs maintain very high/low when
the application changes. It is apparent that DiskPrint is also robust
against the application changes.

m Cross-position Performance. It is hard to make the sensor
antenna’s position in each authentication attempt exactly the same
as that in the registration phase. So, we assess the cross-position
performance by varying the position from -20 mm to 20 mm in
step of 5 mm (marked as from -4 to 4, 4 cm in total), as shown in
Fig. 22. The training set is collected under 0mm and we calculate
the ASRs of other positions. The resulting ASRs in Fig. 18 manifest
that the best performance can be achieved when the training data
and testing data are collected under the same position (i.e., 0 mm).
Once the antenna moves, the ASR will change slightly. But as long
as the antenna is within [-20mm, 20mm)], the ASR still keeps high.
It is easy for a person to let the antenna’s position lie in this region,
indicating the good usability of DiskPrint.

m Cross-time Evaluation. In this experiment, we treat the fin-
gerprint collected on Day 1 and Day 2 (with two months in be-
tween) as training and test sets, respectively. Note that during this
period, these disks are in normal use. The resulting ASR/FAR is
higher/smaller than 99.5%/1.5%. This proves that the performance
of DiskPrint does not deteriorate over time.

5.4 Security Study

In this part, we evaluate the security of DiskPrint against mimic
attack and replay attack.

® Mimic Attack Detection. To strictly assess the capability of
DiskPrint in defending against mimic attacks, we consider the case
that an attacker mimics a target disk (i.e., a legal disk) using a disk
that has the same model. We randomly select ten pairs of disks. In
each pair, one disk is the victim and the other is the attacker. For
each victim, we launch 100 times of attacks and calculate the DSR.
The results are shown in Fig. 19. It can be observed that most of the
DSRs are 100%. Even the lowest DSR is as high as 98%. This outcome
is reasonable as the EM signals emitted from two disks with the
same model are also highly distinguishable. Hence, DiskPrint is able
to effectively defend against mimic attacks.

m Replay Attack Detection. In DiskPrint, a replay attack is de-
tected by validating the random bit sequence. If DiskPrint wrongly
recognizes some bits, it may reject a legal authentication request.
Therefore, we first evaluate the FRR of our bit sequence extraction
method. Specifically, we randomly select ten disks and perform 100
times of authentication attempts for each disk. The FRRs caused
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by the wrong bit sequence are shown in Fig. 20. It can be seen that
there are no obvious FRR differences among disks. Meanwhile, the
FRRs of most disks are 0%. This indicates that our replay-resistant
method is fair to different disks and has outstanding usability. Then,
we evaluate DiskPrint’s ability of defending against replay attacks
by simulating real-world attacks. As shown in Fig 23, a USRP B210
is utilized to maliciously record the EM signal leaked in the authen-
tication attempt. The antenna is placed on the victim disk surface.
The recorded signals are replayed and received by DiskPrint. Also,
we randomly select 10 disks as the attack targets. The recorded
signals of each disk are manipulated according to the protocol of
DiskPrint in advance. For each target disk, we launch 100 times of
replay attacks. The results in Fig. 21 demonstrate that our replay-
resistant method successfully detects all replayed signals. Thus,
our replay-resistant method can effectively prevent DiskPrint from
replay attacks.

5.5 Latency

The workflow of DiskPrint comprises two phases: registration and
authentication. In this part, we separately evaluate the latency of
these two phases. DiskPrint leverages a supervised learning algo-
rithm to determine the authenticity of disk ID. The time spent
collecting the training set accounts for the bulk of the total regis-
tration time. As stated in Sec. 5.2, collecting 60 samples costs less
than 1.7 minutes. Taking the latency for classifier training into
consideration, the total registration time is less than two minutes.
The time spent processing an authentication request is mainly com-
posed of five components: signal collection, replay detection, signal
enhancement, feature extraction, and disk classification. With a
3.2GHz i7-8700 CPU, the latency of these components is 4.14, 0.24,
0.2, 0.017, and 0.007 seconds, respectively. The low total latency,
~4.6 seconds, indicates the good real-time performance of DiskPrint.

6 DISCUSSION

We also discuss the possibility of two more challenging attacks:
truncate attack and man-in-the-middle attack (MITM).

Truncate Attack. In such an attack, the attacker first eavesdrops
on a legal authentication attempt (of Disk A) and then employs
an illegal disk (Disk B) to initiate an authentication request. In
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this process, the attacker lets DiskPrint normally receive the pre-
amble signal. But when Disk B starts to generate its fingerprint
signal, the attacker blocks it with a metal casing and replays the
pre-recorded one (of Disk A) to DiskPrint’s sensor. In this way,
DiskPrint could falsely recognize Disk B as A. While theoretically
feasible, this attack is significantly difficult to mount in reality. In
effect, the signal induced from a disk is continuous (as shown in
Fig. 8(b)). But in a truncate attack, the spliced signal is very likely
to be noncontinuous. Even if the attack immediately replays the
fingerprint signal when s/he detects the end of the preamble signal,
the time lag between the detection and reception of replayed signal
would cause discontinuity. Furthermore, in this attack, as the pre-
amble signal and fingerprint signal are from different devices and
positions, the signal strengths of them are also distinct with high
probability. Therefore, it is easy to mitigate the truncate attack, e.g.,
via discontinuity detection and strength consistency detection.
MITM. Before performing such an attack, the attacker first eaves-
drops on a legal authentication process to record the preamble
signal and fingerprint signal (of Disk A). Then, the attacker uses
an illegal disk (Disk B) to initiate an interaction request. DiskPrint
will let the stimulation program issue instructions to the disk for
bit sequence embedding (i.e., write caching state switching) and
fingerprint generation. Once the attacker intercepts these instruc-
tions, s’he can “weave” fake preamble signal and fingerprint signal
(of Disk A) based on the previous recording, and transmit them to
DiskPrint’s sensor (while shielding Disk B’s emanation). In this case,
our replay-resistant mechanism will be deceived and DiskPrint may
mistake Disk B for A. It can be found that this attack is technically
sophisticated and demands special equipment that is able to record,
transmit, and craft the fake signal in a timely way. In fact, it is
significantly difficult and costly to realize such equipment. On the
other hand, this attack is detectable. When performing MITMs, the
interception and analysis of the instructions, as well as the editing
of the forgery signal are time-consuming. While in normal authen-
tication, DiskPrint’s sensor instantaneously receives the authentic
signal from the disk. Thus, the time lag between instruction issuing
and fake signal reception is significantly greater than that between
instruction issuing and authentic signal reception. Again, it would
be easy to resist MITM by leveraging the time lag differences, e.g.,
via setting a 37-millisecond threshold that is larger than the time
lags of 99% legal authentication attempts in our experiments.

7 RELATED WORK

Device fingerprinting. Fingerprint-based device authentication
can be categorized into software-based and hardware-based so-
lutions. The former ones use browser properties [54], MAC ad-
dress [15], the feature of the device driver network [14], traffic
pattern [33], and etc., as fingerprints. However, they can be easily
modified or spoofed [31, 39, 44]. In contrast, hardware-based meth-
ods exploit the device’s physical components or properties as the
fingerprint, which remain stable throughout the device’s lifecycle.
Hardware-based fingerprints can be obtained from multiple sources,
such as the device’s built-in sensors [27, 55], PUF [13, 43], magnetic
filed leakage [7], and wireless radios [46]. However, sensor-based
and PUF methods are limited in universality due to their reliance
on specific built-in sensing modules or circuits [13, 27, 55], while
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magnetic field- and wireless radio-based systems are prone to re-
play attacks [11, 18]. In this paper, we propose DiskPrint which
uses EM emanation to wirelessly probe the disk fingerprint and
introduce a device-agnostic replay-resistant method for enhanced
security.

To better demonstrate DiskPrint’s superiority, we compare it

with four state-of-the-art USB device fingerprinting systems. As
shown in Table 2, the comparison is conducted in terms of non-
intrusiveness, cross-host universality, resilience to replay attack,
modification on host, and resistance to electromagnetic interference.
To be specific, DeviceVeil [43] accurately identifies USB devices us-
ing PUF. However, it requires invasive hardware modifications of
individual USB peripherals, rendering it incompatible with existing
legacy devices and severely limiting its practicality. Time-Print [10]
authenticates USB flash drives by exploiting distinctive timing dif-
ferences in read operations. Nevertheless, Time-Print requires modi-
fication of the host driver, and the extracted fingerprints are specific
to the host model. PowerID [41] fingerprints USB peripherals based
on their power consumption under various working conditions.
However, the fingerprints extracted by this method may be host
model-specific due to many factors (e.g., variations in the power de-
livery of the host’s USB port). These variations can alter the power,
potentially limiting fingerprint universality across different host
models. Magneto [18] leverages the unintentional electromagnetic
emissions during host boot operations to fingerprint USB flash
drives. However, Magneto flaws in the following aspects: 1) the
fingerprints extracted from different hosts are distinct, i.e., host-
specific; 2) the system is susceptible to replay attacks and lacks a
corresponding defense mechanism; 3) the system assumes that the
tested peripheral is in an electromagnetic-safe zone, which may
be challenging in real-world scenarios. In contrast, DiskPrint can
work in environments with electromagnetic interference (e.g., lab-
oratories). Moreover, the fingerprints extracted by DiskPrint are
universal across different host models. Importantly, DiskPrint is
non-intrusive. It requires no modifications to the disks or hosts.
Meanwhile, it demonstrates resilience to various attacks, including
replay and mimic attacks.
EM side-channel. The EM side-channel has been extensively stud-
ied for both benign and malicious purposes. For benign ones, re-
searchers exploit the leaked EM signals to realize plenty of sensing
and communication tasks, including memory profiling [38], hard-
ware/software attestation [18, 18], malware detection [16], covert
communication [40], user fingerprinting [12, 53], etc. However,
EM side-channel can also be harnessed as an attack vector for pri-
vacy mining, e.g., notorious TEMPEST attacks [21, 25] and wireless
charging eavesdropping [24], and magnetic field-based computer
privacy inference [3]. Despite the much effort devoted to exploiting
the EM side-channel, the EM emanation of a disk is overlooked. In
this work, we propose DiskPrint, to our best knowledge, the first
EM side-channel-based disk fingerprinting system that can detect
replay attacks by controlling leaked EM signal patterns.
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Table 2: Comparison with previous systems. (“
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" means that this work does not consider this aspect.)

Cross-hosts | Replay Attack Electromagnetic Interference
System Non-intrusiveness Without Host Modification
Universality Resilience Resistance
DeviceVeil [43] X v v
MAGNETO [18] v X X v X
Time-Print [10] v X — X v
PowerlD [41] v Unknown v NV
DiskPrint v v v v v
8 CONCLUSION [8] COM-POWER. 2023. EMI And EMC Testing. https://www.com-power.com/blog

This paper presents DiskPrint, an EM emanation-based replay-
resistant disk authentication system. We first demonstrate the fea-
sibility of extracting disk fingerprint from its EM leakage by rigor-
ously modeling the data writing process. Then, we design a series
of signal enhancement techniques to improve the signal’s quality.
With several carefully selected features, DiskPrint achieves accurate
disk authentication via an ensemble learning technique. To fur-
ther secure DiskPrint, we design a device-independent anti-replay
method by introducing randomness into the EM emanation. Ex-
tensive experiments with 60 disks show that DiskPrint can achieve
99%+ ASR and 1.5% FAR. Meanwhile, DiskPrint is robust against
many kinds of context changes. Security study demonstrates that
DiskPrint is capable of defending against intractable mimic and
replay attacks.
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