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Abstract—To break through the transmission rate bottleneck of
traditional communication, semantic communication is proposed
to support emerging applications with extremely low latency
requirements such as remote surgery and autonomous vehi-
cle. Unlike the transmission of verbose symbols in traditional
communication, mainstream semantic communications use deep
learning technology to extract compact semantic information
from data and convey it. However, the application of deep neural
networks also poses security concerns, i.e., vulnerabilities to
adversarial attacks. In this paper, we perform the first study
on the security of semantic communication against both white-
box and black-box attacks by compromising the wireless channel
between the transmitter and receiver. To launch practical and
effective attacks, a systematic and universal attack framework
is designed to craft content-agnostic, undetectable, robust white-
box perturbation signals as well as highly-transferable black-
box ones. Extensive experiments on two open-source datasets
demonstrate that our attack framework can achieve over 87 %,
99%, and 89% success rates in untargeted white-box, targeted
white-box, and untargeted black-box attacks. This means that
the proposed attack methods could severely threaten the quality
of service of current semantic communications. We also propose
two mitigation methods to resist such attacks.

Index Terms—Semantic Communication, Adversarial Attacks,
WiFi

I. INTRODUCTION

With the development of encoding/decoding and modulation
techniques, current communication schemes like 5G [1] are
approaching the Shannon physical capacity limit. Despite the
decent latency (1ms) and data rate (20Gb/s) [2], they may
not be capable of supporting lots of beyond-5G intelligent
applications (such as brain-to-computer interaction, augmented
reality, smart factories, and intelligent connected vehicle net-
works) that demand even lower latency (0.1ms) and higher
data rates (1Tb/s) [3]. To overcome these issues, semantic
communication is developed to break through the data rate
bottleneck of conventional communication.

Benefiting from artificial intelligence (AI), recent main-
stream semantic communications' employ deep learning tech-
niques to convey semantic information, instead of traditional
symbols, in an end-to-end manner [4]. At the transmitter
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'In the following, we focus on deep learning-empowered semantic com-
munications.

end, the original data (e.g., an image of a barricade) is fed
into an encoder (deep neural network, abbr. DNN) to get
semantic information. After undergoing physical-layer trans-
mission, the receiver obtains the semantic information and
feeds it into a decoder (DNN) to recover the original data.
Finally, the recovered data is sent to a pragmatic model (DNN)
to perform specific tasks, such as barricade recognition in
autonomous driving scenarios. This process greatly improves
the transmission speed as the high-dimensional original data
is compressed to low-dimensional semantic information. The
number of symbols of an image in semantic communication
can be 0.95% of that in traditional communication [5]. In
this case, ~2Tb images can be transmitted per second in
semantic communication, while only 20Gb of those in con-
ventional communication. Therefore, semantic communication
is considered to be an important development direction of
next-generation wireless communication systems [3], such as
cellular and WiFi systems.

While researchers focus on boosting the transmission effi-
ciency, the safety/security aspect of semantic communication
is understudied. In fact, an attacker could manipulate the
semantic information by adding perturbation signals over
the wireless channel. Unfortunately, the pillar of semantic
communication, i.e., DNN, is known to be vulnerable to ad-
versarial perturbations [6]—[8]. In many application scenarios,
a false understanding of the semantics could cause severe
accidents, threatening people’s lives and property. For exam-
ple, attacks on communication could compromise the ability
of military systems in detecting or jamming enemies [9]. In
smart factories, incorrect classification by the pragmatic model
could result in machines generating improper instructions
that may harm workers. In the context of vehicle networks,
false recognition could prompt vehicles to adopt erroneous
driving strategies, leading to car accidents such as rear-end
collisions [7].

A key reason that researchers have not paid enough attention
to the safety/security aspect is that: launching practical and
effective adversarial attacks against semantic communication is
challenging. Firstly, whereas there are already a large number
of adversarial attack approaches [10], [11], they cannot be
trivially applied to semantic communication. This is because
most previous works craft perturbations based on known input



data. But in practice, the attacker is not aware of the content of
the input, making it impossible to predict what the transmitter
will send. Besides, previous works only need to face one target
DNN, while there are three target DNNs (encoder, decoder,
and pragmatic model) in semantic communication. Secondly,
to guarantee the success of the attack, the added perturbation
should hide itself well. In other words, the perturbation should
be undetectable. Thirdly, the perturbation signal would experi-
ence distortion when propagating through a wireless channel,
which may degrade the attack’s effectiveness. Hence, the ro-
bustness of the perturbation should be taken into consideration.
Fourthly, under a more realistic setting (i.e., black-box setting),
the underlying DNNs in the communication system are usu-
ally unknown to attackers. Thus, the perturbation should be
generated without knowing the architecture and parameters of
the underlying DNNs. Although there have been some efforts
devoted to crafting black-box perturbation based on surrogate
model, the training of the surrogate model requires a large
number of queries to the target DNN. This is not only time-
consuming and laborious, but also raises suspicion in the target
system.

In this work, we perform in-depth study on the effect of
adversarial samples on semantic communication by leveraging
the wireless channel as the attack vector. By addressing the
above-mentioned challenges, we propose a systematic and
universal framework to craft adversarial perturbations. Our
framework demonstrates the feasibility and practicality of
launching effective white-box and black-box attacks against
semantic communication. Particularly, under the white-box
setting, our approach enables the attacker to execute untargeted
and targeted attacks. The untargeted perturbation can lead the
target system to generate incorrect predictions, while the tar-
geted perturbation can cause the system to misclassify an input
as any label specified by the attacker. Under the black-box
setting, the attacker can mislead the communication system to
generate erroneous output without knowing the architecture of
the underlying DNNs adopted by the communication system.

Specifically, we first treat the three target DNNs as an entire
model, based on which untargeted and targeted attack losses
are designed to guide the optimization of the perturbation.
Instead of updating the perturbation based on one given input,
we average the attack losses over a batch of different inputs.
This allows optimized perturbations to adapt to diverse inputs,
i.e., be content-agnostic. Then, on one hand, we constrain
the power of the perturbation noise; on the other hand,
we initialize the perturbation as random Gaussian noise and
introduce a Gaussian classifier to restrict the perturbation to
approach Gaussian distribution. These guarantee the unde-
tectability of our attack because low-power Gaussian noise is
a very common “appendage” in wireless communication [12].
Furthermore, to make the perturbation more robust, we incor-
porate the effect of random channel state information (CSI)
during optimization, such that the ultimate perturbation is
tolerant against channel state variations. Finally, we construct a
decision-sensitive query dataset (including normal ones, noised
ones, perturbed ones, etc.) to query the communication system.
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Together with the labels output by the target DNNs, we can
construct a training set to train a surrogate model through
multi-round learning. Thanks to that such decision-sensitive
data can effectively capture the decision boundary of the
underlying DNNs, only a small number of queries is sufficient
to train a representative surrogate model to mount effective
black-box attacks.

We reproduce a semantic communication system [13] and
conduct experiments on two widely-used open-source datasets
(MNIST [14] and Fashion-MNIST [15]) with CSI collected in
two real environments. The results indicate that the proposed
attack framework can achieve 87%+, 99%+, and 89%-+
success rates in untargeted white-box, targeted white-box,
and untargeted black-box attacks, respectively. Transferability
study manifests that our black-box attack is still effective even
when the attacker lacks knowledge of the architectures used
by the DNNs in the communication system. These results
demonstrate that our attack approaches greatly impact the
quality of service (QoS) of existing semantic communications.
Finally, we propose two mitigation methods to help users
enhance the security of semantic communication systems.

The contributions of this paper are as follows. (1) We design
a systematic and universal attack framework to craft content-
agnostic, undetectable, robust white-box perturbation signals,
as well as highly-transferable black-box ones. (2) A decision-
sensitive query dataset construction method is proposed to
train a surrogate model for the target DNNs, which achieves
high black-box attack effectiveness while effectively reducing
the queries compared to the conventional approach. (3) Ex-
tensive experiments on two open-source datasets demonstrate
that the proposed attack framework can achieve 87%+ attack
success rates, even when the attacker has no knowledge about
the DNNs in the semantic communication system.

II. BACKGROUND

A. Semantic Communication

As the performance of the cutting-edge 5G technolo-
gies [16], [17] already cannot satisfy the high requirements
of emerging intelligent applications, there is more and more
enthusiasm for the employment of semantic communication
to allow transmission with lower latency and higher data
rate. As shown in Fig. 1, a semantic communication system
usually contains two hardware components: a transmitter and
a receiver. The data is transmitted from the transmitter to the
receiver through a wireless channel.

There are two major differences between traditional com-
munication and semantic one. First, traditional communication
systems transmit original data (e.g., the pixels of image), while



semantic communication systems transmit the semantic infor-
mation extracted from the original data. Secondly, traditional
communication systems usually are task-irrelevant, i.e., they
can transmit any kind of data like image and audio with
corresponding encoding schemes. However, a semantic com-
munication system is task-specific. The tasks are diverse, such
as image [18], text [19], [20], and speech recognition [21].

Taking image transmission as an example, the transmitter
first employs an encoder £(-) to extract low-dimensional
semantic features S from the image I: S = &(I). Then,
the semantic features are transmitted to the receiver through
a wireless channel. At the receiver, a decoder D(-) takes as
input the semantic features and recovers the original data I’:

I'=D(EI)+ N)=D(S+N), (1
where N represents the additive white Gaussian noise
(AWGN) [9]. Thereafter, the recovered data can be fed into
a pragmatic model F(-) to perform the specific task — image
recognition: y = F(I"), where y is the predicted label of the
transmitted image?.

The training of the DNNs in a semantic communication
system can be divided into two phases [13]. In the first
phase, the pragmatic model is trained individually based on
a dataset. Then, the encoder and decoder are jointly trained
based on the outputs of the decoder and pragmatic model.
In this training manner, the encoder and decoder can learn
to extract representative semantic features that maximize the
accuracy of the pragmatic model.

B. Semantic Communication in Adversarial Environments

Although deep learning techniques manifest outstanding

advantages of high accuracy in many fields like image recog-
nition, DNNs are susceptible to adversarial attacks [6]. Gen-
erally, the goal of an adversarial attack is to generate an
adversarial sample I to mislead a target DNN F(-) to make
erroneous predictions or classifications. An adversarial sample
is crafted by adding unnoticeable perturbations § to a normal
sample I: [® = I + §. The perturbation is optimized via the
following objective function:
1 I¢ =1I||p, st F(I*)#yand I*€l, (2)
where F(I?%) # y is the attack objective, y is the groundtruth
label of I, and I* € T means that the generated adversarial
sample /¢ is in a valid set. There have been a large number
of works devoted to designing adversarial perturbations, e.g.,
fast gradient sign method (FGSM) [10]. However, different
from previous works, the perturbation can only be added to
the semantic information in our attack scenario: S* = S + 4.
Accordingly, the optimization objective should be re-written
as:

min

min

15 = Sllp, (3a)
st. F(DEI)+ N+46))#yand S-S €S. (3b)

To guarantee the undetectability, S belongs to the Gaussian
distribution.
2Here, we do not consider the data preprocessing techniques like modu-

lation, as they have many variants. We focus on most common components
including DNN-based encoder, decoder as well as pragmatic model.
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III. ATTACK MODEL

The goal of the adversarial attack is to transmit a well-
crafted perturbation signal over the wireless channel, such that
the DNNs at the receiver end misunderstand (e.g., misclassify)
the transmitted semantic information. In this process, the
perturbation is added to the semantic information. The receiver
will feed the perturbed signal into the decoder and pragmatic
model consecutively, and obtain a classification/recognition
result. We consider two adversarial settings: white-box attack
and black-box attack.

White-box attack: The attacker has full knowledge of all the
DNNs in the semantic communication system, including the
encoder, decoder, as well as pragmatic model. S/he knows the
architectures and parameters of these DNNs and can obtain the
corresponding outputs. However, the attacker cannot predict
the upcoming semantic information. Under the white box
setting, we consider two types of attack effects: untargeted
attack and targeted attack. In the former one, the attacker
emits a perturbation signal to make the receiver recognize the
received semantic information as an arbitrary wrong class. As
for the targeted attack, the perturbed signal will be mistaken
for the class specified by the attacker.

Black-box attack: Under this setting, the attacker has no
knowledge about the underlying DNNs in the target com-
munication system. Yet, the attacker can query the system
and obtain corresponding outputs. Hence, we assume that the
attacker is able to query the system to construct a dataset,
based on which the attacker can train a surrogate model to
craft adversarial perturbations. As the underlying DNNs are
apparent to the attacker, the generated perturbations should
have adequate transferability from the surrogate model to the
underlying DNNs. Under the black-box setting, we consider
untargeted attacks.

IV. ATTACK FRAMEWORK

This section presents the systematic and universal adversar-
ial attack framework against semantic communication. In the
framework, the attacker first generates Gaussian distributed
noise as the initial perturbation. As shown in Fig. 2, by
optimizing with the average attack loss of different semantic
content, the perturbation not only can result in false clas-
sification, but also become content-independent. Meanwhile,
the attacker suppresses the power of the perturbation signal
on the one hand, and uses a Gaussian classifier to limit its
distribution on the other. These improve the stealthiness of
the attack. Furthermore, to make the adversarial perturbation
still effective after experiencing the distortion caused by the
wireless channel, the attacker incorporates the CSI in the
optimization process. Ultimately, the attacker constructs a
decision-sensitive query dataset to obtain a training set, with
which the attacker can train a surrogate model through data



augmentation and multi-round optimization. Based on this
surrogate model, the attacker can craft adversarial samples
transferable to the target DNNG.

A. Content-agnostic Perturbation

As aforementioned, the goal of the untargeted attack is to
craft a perturbation signal to let the target DNNs misclassify.
The untargeted attack loss can be formulated as:

w=|(1=0u(y) = FDEUI) +N+0), 4
where 1 is a vector whose length is the same as the number
of classes M and all elements are 1s. Oy, (y) denotes the one-
hot encoding of the real label y of the input I, which has M
elements. By minimizing L, the generated perturbation tends
to make the DNNs allocate higher confidence to the classes
other than the true one. In order to achieve targeted attacks, the
perturbation can be updated according to the following loss:

Z V,, log(P. (5)

in which Vj, is the 1ndlcat10n variable, P, = F.(D(E(I) +
N + §)) is the probability that the input D(E(I) + N + 6)
belongs to the class y;.

However, in a realistic attack scenario, the attacker has
no knowledge about the content of the upcoming transmit-
ted semantic information. Therefore, an effective perturbation
should be content-agnostic. To this end, we incorporate the
diversity of content during optimization. Instead of updating
the perturbation based on an (input, label) pair, we calculate
the attack loss of a dataset (I;, y;), where ¢ € [1, N;] and N;
is the number of the participated inputs. The corresponding
untargeted attack loss can be re-written as:

1 & .
ﬁ":EZK -Oum(y"))

In this way, the perturbation can be tolerant to the variation of
the semantic information. No matter what the transmitter plans
to send, the added perturbation signal is very likely to make
the communication system output a wrong class. Accordingly,
the loss utilized to achieve the content-independent targeted

attack can be written as:
Z Z ). log(PY), @

i=1 c=1
Based on this loss, the generated perturbation can mislead

the communication system to recognize any input as the class
specified by the attacker.

—F(DEI")+N'"+0))%. (6)

B. Perturbation Hiding

To launch the attack effectively, the adversarial samples
should be indistinguishable from the normal ones, i.e., the
added perturbation should be undetectable at the receiver. For
doing so, we use two initiatives to restrict the perturbation
during optimization. For one thing, we control the power of
the perturbation signal to make it unnoticeable. For another,
we constrain the distribution of the perturbation to a Gaussian
one.

Specifically, if the power of the perturbation is too high,
the semantic information as well as the recovered data will be

severely distorted. Conspicuous data distortion will cause the
system to be alert, rendering the attack easier to be detected.
Or the system will just discard the data with a low signal-to-
noise ratio (SNR). To address this issue, we incorporate the
power constraint as follows:

E{S x ST} < ®)

r
where E{6 x 67} and E{S x ST} are the power’s expec-
tations of the perturbation signal and semantic information,
respectively. r is the upper bound of the ratio of the pertur-
bation signal’s power to the semantic information’s one. By
controlling r below 10% [22], the generated perturbation can
become as inconspicuous as the noise normally introduced in
wireless communication.

E{6 x 67}

Thereafter, to incorporate statistic undetectability, we utilize
a Gaussian classifier to make the noise meet the Gaussian
distribution. The insight behind is that Gaussian distribution
is an inevitable noise distribution that will be added to the
transmitted data in wireless communication [12]. Particularly,
we first construct a dataset to train the Gaussian classifier. The
dataset is composed of the randomly generated vectors with
various distributions, including Gaussian one, even one, Rice
one, and Rayleigh one [23]. Gaussian distribution is labelled
by 1 and the others belong to label 0. Before optimizing
the perturbation, we train the Gaussian classifier using MSE
loss [24] in advance. Combining with the power constraint
and the well-trained Gaussian classifier G(-), we enhance the
untargeted attack loss to strengthen the undetectability of the
perturbation:

Ny
L, :%;m — Ownr(y"))
+ (1 - a)|05(1) — G(5)]%,

T
st B{S x §T} < TOX)
.

— F(D(E(I') + N+ 6))?

)
where « is a hyper-parameter set to 0.6 empirically. O5(1)
equals to [0, 1]. Accordingly, the loss for a targeted attack can
be formulated as:

L= N ZZ . log( (P
i=1 c=1
+ (1= )|02(1) - GO, {10

T
st B{S x §T} < HAOX T}
T

C. Robustness Enhancement

Regardless of the AWGN, wireless signals would experience
amplitude attenuation and phase shift during propagation in the
physical world, which can be described by CSI. The signal
changes caused by CSI may result in the distortion of the
perturbation, degrading the attack’s effectiveness. To enhance
the robustness of the perturbation, we first collect a batch of
CSI measurements in real environments. Then, we incorporate
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the effect of CSI in the first term of the untargeted attack loss:

w31 Ou(y)) - Fep T
(1)

where H is the CSI randomly selected from the CSI batch.
Similarly, to make the perturbation in targeted attack robust

against the CSI variations, P, in £, can be re-written as P, =
]:L(D( (5(11)+2XH+N1)).

With the above countermeasures, we can obtain content-
agnostic, undetectable, and robust perturbations to achieve
untargeted and targeted attacks under white box settings.

D. Transferable Perturbation

In a more practical attack scenario, i.e., under black-box
settings, the attacker may have no knowledge about the un-
derlying DNNs in the communication system. In this case, we
cannot directly obtain the gradients of the underlying DNNs
to calculate the loss and further optimize the perturbation.
Previous studies [25] demonstrate that building a surrogate
model and crafting the perturbation according to the gradients
of this surrogate model is an effective way to achieve black-
box attacks. In such methods, the attacker needs to construct
a training dataset, i.e., acquiring (input, label) pairs, for
the surrogate model by querying the underlying DNNs. To
guarantee high attack effectiveness, the generated perturbation
should have sufficient transferability. This depends on whether
the decision boundary of the surrogate model is similar to
that of the underlying DNNs. To keep the decision boundary
of the surrogate model as close to the underlying DNNs as
possible, the attacker needs to query the underlying DNNs for
a large number of times to form a large training dataset for the
surrogate model. This not only causes a lot of overhead, but
also easily arouses the alarm of the system. To tackle this issue,
we first construct a decision-sensitive query dataset composed
of various special samples. Since these special samples can
describe the decision boundary, fewer queries can make the

trained surrogate model resemble the underlying DNNs. Then,
we perform multiple rounds of queries on the underlying
DNNS to construct a training set for the surrogate model [25].
Based on the trained surrogate model, we compute the gradient
and generate transferable perturbations.

1) Decision-sensitive Query Dataset: Compared with nor-
mal samples, special samples like perturbed ones can better
describe the decision boundary of a DNN [26]. Thus, to
reduce the number of queries, we construct a decision-sensitive
dataset. This dataset only consists of a few normal samples
and a small number of special samples, including noised ones,
random ones, and adversarial ones. Therein, the noised sample
is generated by adding random noise to a normal sample.
A random sample is actually a random even distribution. As
for the adversarial sample here, it is generated by our meta
perturbation generation approach.

Specifically, as the attacker does not have any knowledge
of the internals of the underlying DNNSs, s/he cannot craft the
perturbation specific to them. To address this issue, we aim to
devise a kind of perturbation (called meta pertuebation) that
adapts to as many network architectures as possible. Partic-
ularly, inspired by the voting scheme in ensemble learning,
we propose a natural evolution strategy [27] (NES)-ensemble
algorithm to generate meta perturbation. As shown in Fig. 3,
several mainstream model architectures (e.g., NN, CNN [28],
RNN [28], and LSTM [29]) are pre-trained as feacher models.
Then, the adaptability of a perturbation can be estimated based
on the attack effectiveness on these teacher models. Given a
test input and its label, if the perturbation can make more
teacher models misclassify the test input, it means that the
perturbation has better adaptability. The insight behind this
design is that the adaptability of a perturbation is mostly
impacted by the high-level differences (e.g., convolutional
layer vs. recurrent layer) between models, rather than low-
level ones like the depth and number of neurons [25]. Thus, we
only need to introduce as much diversity on high-level archi-
tecture as possible when building teacher models. Fortunately,
although the choice of model for the low-level parameters
is kaleidoscopic, there are only a few common high-level
model architectures. Meanwhile, the depth and number of
neurons are unnecessary to be too large, which would save the
computational overhead. With the guidance of these teacher
models, we can optimize the perturbation. Intuitively, we can
achieve this by calculating the gradients of all the teacher
models. However, such a gradient-based method may lead the
perturbation to be specific to these teacher models, impairing
its adaptability. Therefore, we opt to use NES to find the
optimal perturbation. Given an input S and its label y, the
transferability, i.e., fitness, of a perturbation can be quantified
by the number of the teacher models that misclassify S:

Nz
fit = Fimp(Fi(S) = v),
=1

where Nz is the number of the teacher models and Fimp(+)
is the impulse function [30].

12)

Thereafter, we need to update the perturbation to make



TABLE I
DETAILS OF DNNS IN ORIGINAL SEMANTIC COMMUNICATION PROPOSAL [13] AND SURROGATE MODEL.

DNN Encoder Decoder Pragmatic model Surrogate model
Input 1 x 784 1 x 392 1 x 784 1x 784
. ReLU(784, 500) — ReLU(500, 250) | (784, 512) — (512, 392)
Hidden layers (FC) (784, 392) (392, 784) —5 ReLU(250, 125) — (125, 10) s (392, 10)
Loss function Cross-entropy & MSE | Cross-entropy & MSE Cross-entropy Cross-entropy
Optimizer SGD SGD SGD Adam
Learning rate 10-3 10-3 10-3 10-3
it more adaptable. For doing so, traditional methods add
randomly generated distribution like Gaussian distribution to , ) 5,
. . .. . Transmitter Receiver Receiver
the perturbation [7]. Such blind optimization methods can o CsI ~
. ., - & ~vv— a2 M, O8I
improve the perturbation’s adaptability gradually, but they /\/\,
converge slowly and introduce significant computational over- @:[I @
head. To solve this problem, we generate an orthonormal set @ Transmitter
as the optimization direction. Any two vectors in this set are () Lab (b) Office

orthonormal to each other. Such an orthonormal basis can
expedite the optimization procedure [31]. In each iteration,
we randomly select a vector from the orthonormal set, and let
the perturbation either add or subtract it.

With the decision-sensitive query dataset, the attacker can
obtain a small-yet-effective training set for the surrogate
model.

2) Perturbation crafting: Next, the attacker queries the
target DNNs and trains the surrogate model based on the
obtained training set. With the well-trained surrogate model,
the attacker can craft transferable perturbation to achieve
black-box attacks. Instead of performing one-time query and
one-time training, we adopt the multi-round query as well
as training [25]. In each round, we first augment the query
samples by the Jacobian matrices of the surrogate model, and
then train the surrogate model together with the augmented
samples as well as their labels given by the underlying DNNs.
To be specific, the insight behind augmenting the training set
is to identify the directions that the output of the target DNNs
is varying around the initial training points. Intuitively, we
need a large number of (input, label) pairs to capture the target
DNNSs’ output variations, such that the trained surrogate model
can accurately approximate the target DNNs. Fortunately,
these directions can be identified with the surrogate model’s
Jacobian matrix [25]. Thus, in every subsequent round except
the first round, each sample is augmented by:

Spt1 = Sp + A X sgn(J| Fsur(Sp)1), (13)
where p is the index of the rounds, A\ is a hyper-parameter
describing the size of the step taken in the sensitive direction
(set to 0.1 empirically), sgn(-) means maintaining the sign
matrix, and J|Fy,,(Sp)| means obtaining the Jacobian matrix
on the surrogate model Fg,,.(-), given the semantic informa-
tion S,. In each round, the surrogate model is optimized using
the cross-entropy loss [32]. As for its architecture, there is no
requirement for the consistency with the target DNNs. But
they should preferably be of the same architecture type. This
is relatively easy for an attacker to infer when s/he knows the
pragmatic task of the communication system. For example,
image classification is most likely to be achieved by NN/CNN.
After training the surrogate model, the attacker can use

Fig. 4. Laboratory and office used to collect real CSIL.

FGSM [10] to craft the transferable adversarial perturbation:

§ =ex sgn(VsFsur(S,y)), (14)
in which € is a hyper-parameter and V means calculating the
gradients.

V. EXPERIMENT

Experiment setup. We evaluate the effectiveness of our attack
framework on the most common pragmatic task — image clas-
sification. For the victim semantic communication system, we
use the same setup as the original paper [13]. The underlying
DNNss are the same as the ones proposed in the original paper.
The architectures of the target DNNs are shown in Tab. I.
To evaluate more comprehensively, we conduct experiments
on two widely-evaluated open-source datasets: MNIST [14]
and Fashion-MNIST [15]. MNIST is a dataset of handwritten
digits ranging from zero to nine. It provides 60,000 images and
each image has 28 x 28 pixels. With the network architectures
proposed in the original paper of semantic communication, we
have 93.0% classification accuracy. Fashion-MNIST consists
of ten classes of Zalando’s products like shoes and trousers.
It also contains 60,000 images with each 28 x 28 pixels.
We get 82% classification accuracy when using the network
architectures in the original paper. The Gaussian classifier in
Sec. IV-B is composed of two fully-connected layers with
rectified linear unit (ReLU) in between. To simulate real
communication, we collect CSI by using the existing WiFi
CSI tool [33] in two real environments: laboratory and office,
as shown in Fig. 4. In the default setting, the SNR of the
AWGN, the power ratio in Eq. 8, and A in Eq. 13 are set to
10dB, 0.1, and 0.1, respectively. The compression rate, i.e., the
ratio of the number of elements in the semantic information
(392) to the number of pixels in the original image (784), is set
to 0.5. For each dataset, 10,000 samples are randomly selected
to train underlying DNNs in the semantic communication
system, In the white-box attack, we also randomly select
10,000 samples to optimize the perturbation. The remaining
samples are used to evaluate the attack performance. There is
no overlap between the data used to train the target DNNs,
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optimize perturbation, and test perturbation. In the black-
box attack, 40 samples are constructed as the query dataset
(including 10 normal samples, 10 noised ones, 10 random
ones, and 10 perturbed ones). The architecture of the surrogate
model is displayed in Tab. I. The surrogate model is trained in
five rounds. The perturbation is updated by Adam optimizer.
Metric. We define untargeted attack success rate (UASR) and
targeted attack success rate (TASR) to quantify the attack
effectiveness. UASR can be calculated by: UASR = 100% x
N"}Z‘E, where Ni"¢ and N?, are the number of misclassified

tegtmsamples and the number of all test samples, reUstectively.
TASR can be calculated by: TASR = 100% x %ﬁm, where
N and NEoT are the number of all test samplégr and the
number of the test samples accurately predicted as the target

classes.

A. Overall Attack Effectiveness

We first assess the overall attack effectiveness of our attack
framework on the untargeted white-box attack, targeted while-
box attack, and untargeted black-box attack, in the laboratory
environment. To validate the effectiveness of our robustness
enhancement method, we also show the attack success rate
achieved without incorporating the CSI variation. The UASR
for white-box, TASR for white-box, and UASR for black-box
attacks are shown in Fig. 5, Fig. 6, and Fig. 7, respectively.
It can be observed that, without robustness enhancement, the
UASRs of MNIST and Fashion-MNIST are lower than 71%.
After adopting the robustness enhancement, the UASRs of
MNIST and Fashion-MNIST increase to 87.1% and 90.0%,
respectively. This suggests the effectiveness of our robustness
enhancement method in improving the attack success rates in
the real world. Besides, even without robustness enhancement,
the UASRs are higher than 68%. This demonstrates the high
effectiveness of our perturbation optimization method. For
targeted white-box attack (Fig. 6), it can be found that the
TASRs of these two datasets are all larger than 97%. The
TASR of MNIST is even higher than 99%. Meanwhile, the

SNR of AWGN (dB)
Fig. 8. Effect of AWGN’s SNR on white-box Fig. 9. Effect of AWGN’s SNR on white-box

SNR of AWGN (dB)
Fig. 10. Effect of AWGN’s SNR on black-box

UASR.

TASRs with robustness enhancement are larger than those
without robustness enhancement. These results manifest that
our attack framework can craft significantly effective targeted
perturbations to make the communication system output any
class specified by the attacker. Additionally, the TASR for each
of the ten classes in MNIST/Fashion-MNIST is higher than
95%/80%, indicating that our attack framework is fair to each
class. As for the black-box attack, it can be seen from Fig. 7
that the UASRs for MNIST and Fashion-MNIST are 89.9%
and 81.8%, respectively. Moreover, the UASRs with robust-
ness enhancement are approximately 15% higher than those
without robustness enhancement. The results demonstrate not
only the effectiveness of our robustness enhancement strat-
egy, but also the outstanding transferability of the generated
perturbations. What’s more, with less query samples, we can
achieve the attack success rate comparable to conventional
black-box attack approach [25]. Furthermore, we find that the
UASRs and TASRs in the office are very similar to those
in the laboratory (the difference for each metric is within
3%). Thus, the proposed attack framework can also perform
well in different environments. In the following, without loss
of generality, we use the CSI collected in the laboratory to
conduct experiments.

B. Effect of Hyper-parameter

We also evaluate the effects of the hyper-parameters in the
attack framework on the attack effectiveness, including the
SNR (the ratio of signal to AWGN), the power ratio of the
perturbation signal, and the compression rate.

1) Effect of AWGN’s SNR: To explore the attack effec-
tiveness under different strengths of AWGN, we vary the
SNR of AWGN from -10dB to 10dB in the step of 2dB.
With the lowest SNR (-10dB), the recognition accuracy of
normal samples for MNIST/Fashion-MNIST is 89.9%/75.8%.
The UASRs of white-box attacks against MNIST and Fashion-
MNIST datasets are shown in Fig. 8. It can be observed
that the UASR of MNIST increases with the raising of the
SNR. Fashion-MNIST does not show obvious UASR change
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when the SNR increases. When the SNR increases to 0dB, the
UASR of MNIST tends to converge. In addition, even with low
SNR (-10dB), the UASR is higher than 82%. This proves that
the attack framework is still effective under harsh conditions
with low SNR. Fig. 9 presents the white-box TASRs under
different SNRs. It can be found that the TASRs of both the
two datasets increase as the SNR. Similar to the white-box
UASRs, the TASRs become stable when the SNR increases
to 0dB. Meanwhile, the TASRs of both the datasets are still
larger than 89% when the SNR is only -10dB. We also show
the variation trend of black-box UASR with SNR in Fig. 10. It
can be seen that the UASRs of both the two datasets increase
noticeably with the SNR. When the SNR increases to 0dB,
the UASRSs maintain stable. These results demonstrate that the
proposed attack framework is robust against low SNR.

2) Effect of perturbation’s power ratio: To observe the
variation trend of the attack success rates with the power
ratio of the perturbation, we vary r in Eq. 8 and € in
Eq. 14 from 0.01 to 0.1 in step of 0.01, respectively. The
corresponding white-box UASRs are shown in Fig. 11. It
can be observed that, with the increase of the power ratio,
the UASRs of the two datasets keep increasing. When the
power ratio is only 0.05, the UASR of MNIST/Fashion-
MNIST already reaches 59.9%/83.2%. Thus, the untargeted
white-box perturbation is still effective when its power is low.
The crafted perturbation can hide itself well while maintaining
good attack effectiveness. The white-box TASR varied with
perturbation’s power ratio is shown in Fig. 12. It can be
found that, similar to the white-box UASRSs, the white-box
TASRs also increase obviously with the power ratio. When the
power ratio increases to 0.05, the TASR of MNIST/Fashion-
MNIST becomes larger than 60%. Hence, the attacker can
achieve good attack effectiveness while guaranteeing high
stealthiness. From Fig. 13, we are surprised to find that even
when the power ratio is only 0.01, the attacker can achieve
over 89%/80% UASRs. In this case, it is significantly difficult
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for the communication system to detect the black-box attack,
yet the attack is very effective. Therefore, the proposed attack
framework is highly threatening.

3) Effect of compression rate: In practice, the user may
want to compress the data at different rates. To investigate if
the compression rate would impact the attack effectiveness, we
vary the compression rate from 0.1 to 0.9 in step of 0.1, and
recalculate the attack success rate. The white-box UASRs and
TASRs are shown in Fig. 14 and Fig. 15, respectively. It can be
observed that, for MNIST dataset, both the UASR and TASR
first increase as the compression rate. When the compression
rate reaches 0.5, the UASR/TASR approaches the maximum.
With the continuous increasement of the compression rate,
the UASR/TASR starts to decrease. This “increase-stable-
decrease” phenomenon is reasonable. When the compression
rate is lower than 0.4, the number of elements in the se-
mantic information is small. So, the semantic information the
attacker can perturb is also limited, resulting in relatively low
UASR/TASR. When the compression rate is higher than 0.6,
the number of elements in the semantic information becomes
large. In the pragmatic model, the semantic information, rather
than the perturbation, dominates the image recognition. There-
fore, the UASR/TASR also decreases continuously. Fig. 16 dis-
plays the black-box UASRs. It can be found that the variation
trends of black-box UASRs are similar to those of white-box
UASRs and TASRs. The difference lies in that the black-box
UASRs are more stable. It seems that the user can improve
the security of the communication system by keeping the
compression rate very small or large. However, a compression
rate as small as 0.1 would render low image recognition
accuracy (67.2%/62.7% for MNIST/Fashion-MNIST) while a
very large one would limit the data transmission efficiency.
To guarantee better transmission, users prefer a compression
rate close to 0.5. This gives attackers more opportunities to
mount effective attacks. Hence, the proposed attack framework
is significantly threatening in practice.



TABLE II
TRANSFERABILITY STUDY. ‘M.” AND ‘F.M.” MEAN MNIST AND
FASHION-MNIST, RESPECTIVELY.

Architecture CNN RNN LSTM
Accuracy: M./EM. (%) | 92.9/84.0 | 93.2/83.3 | 93.0/82.2
UASR: ML./EM. (%) 89.5/73.9 | 55.1/57.9 | 52.8/55.6

C. Transferability Study

In the default setting, the architectures of all the DNNs in
the semantic communication system conform to the original
paper, i.e., NN. In reality, users may adopt different network
architectures for communication. To understand the transfer-
ability of the perturbation crafted by our attack framework, we
replace the high-level architecture of the pragmatic model®
with different mainstream ones, including CNN, RNN, and
LSTM. The corresponding accuracies of normal samples and
black-box UASRs are shown in Tab. II. It can be seen that,
with an NN-based surrogate model, the attacker can achieve
high attack success rates on CNN, RNN, and LSTM for both
MNIST and Fashion-MNIST. In real-world arrack, even if
the attacker has no knowledge about the target DNNs in the
communication system, s/he can still launch effective attacks.
Therefore, the proposed attack framework poses real threats
to semantic communication systems, which should be taken
seriously.

VI. MITIGATION

Geofencing perturbation signal. Geofencing prevents per-
turbation signals from contaminating the wireless channel
between the transmitter and the receiver of the semantic com-
munication system. Users can achieve geofencing by build-
ing walls with metal or painting walls with electromagnetic
shielding paints. This can fundamentally avoid the generation
of adversarial samples, yet, also introduce inconvenience.
On the one hand, geofencing may stop the propagation of
legal signals, impairing normal communication. On the other
hand, geofencing is only suitable for the scenarios where the
communication system facilities are fixed, such as residences
and factories. For dynamic scenarios like autonomous vehicles,
users may need special designs to enclose the communication
channel.

Adversarial sample detection. This mitigation aims at identi-
fying adversarial samples before performing pragmatic tasks.
Users can train a one-class support vector machine (SVM)
to distinguish adversarial samples from normal ones at the
receiver end. To validate the feasibility of this mitigation,
we train a one-class SVM with normal images recovered by
the decoder and calculate the accuracy of adversarial and
normal sample recognition. The results indicate that, with
no misclassification on the normal samples, the recognition
accuracy on untargeted white-box, targeted white-box and
untargeted black-box adversarial samples is 73.5%, 74.6%,
and 73.8%, respectively. Over 25% adversarial samples are
misclassified as normal ones, because we have delicate designs

3We mainly consider the pragmatic model as it has far more parameters
than encoder and decoder.

on the stealthiness of the perturbation. Thus, it is hard to fully
resist adversarial attacks.

VII. RELATED WORK

Although advanced communication technologies such as
5G [34] have been adopted, current communication methods
are difficult to support the high transmission rate requirements
of emerging applications like remote surgery and complex
manufacturing [35]. In order to break through the data rate
bottleneck of traditional communication methods, semantic
communication abandons the old-fashioned symbol transmis-
sion and adopts semantic information conveyance instead [3].
Empowered by Al technologies, the transmitters in recent
mainstream semantic communications compress the original
data by extracting semantic information with DNNs. The
receiver only needs to understand the meaning conveyed
by the transmitter. In view of the special working mech-
anism, semantic communication can achieve extremely low
transmission latency on specific tasks. such as image [36]-
[38], text [20], and speech transmission [21], [39], [40].
However, most existing works on semantic communication
are dedicated to improving the data rate and robustness. Few
efforts have focused on its security aspects. Hu et al. [41]
confirm the feasibility of adding perturbation to the original
input (i.e., image) of the encoder to mislead the semantic
communication system untargetedly. This is natural as crafting
image-level perturbation has been proven effective in other
applications [10]. In fact, it is non-trivial to add perturbation
to the original input of the encoder in reality. By contrast, the
open wireless channel is the most possible attack vector that
can be manipulated. Sagduyu et al. [42] explore the feasibility
of adversarial attacks compromising both the original input
and the wireless channel. But their approach is only applicable
to while-box scenario. In this paper, we perform the in-depth
analysis on the security of semantic communication. We, for
the first time, achieve both both white-box and black-box
attacks by polluting the semantic information in the wireless
channel with well-crafted perturbation signals.

VIII. CONCLUSION

This work is the first to explore the security of semantic
communication against both white-box and black-box attacks
in the wireless channel. A systematic and universal framework
is proposed to craft effective untargeted and targeted perturba-
tions. With the delicate paradigms in the attack framework, the
generated adversarial samples bear the content-agnostic, well-
hidden, robust, and highly-transferable features. Experiments
over two open-source datasets demonstrate that the proposed
attack framework can achieve 87%-+ white-box UASR, 99%+
white-box TASR, as well as 89%-+ black-box UASR.
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