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Abstract—Current facial authentication (FA) systems are mostly based on the images of human faces, thus suffering from privacy
leakage and spoofing attacks. Mainstream systems utilize facial geometry features for spoofing mitigation, but they are still vulnerable
to feature manipulation, e.g., 3D-printed human faces. In this paper, we propose a novel privacy-preserving anti-spoofing FA system,
named RFace, which extracts both the 3D geometry and inner biomaterial features of faces using a COTS RFID tag array. These
features are difficult to obtain and forge, hence are resistant to spoofing attacks. Unlike images, RF signals are not perceptible to
human eyes, so RFace protects user’s privacy. We build a theoretical model to rigorously prove the feasibility of feature acquisition and
the correlation between facial features and RF signals. To enhance the security of RFace, we specify the tag reading order for each
authentication to defend against the signal replay attack. For practicality, we design an effective algorithm to mitigate the impact of
unstable distance and angle deflection from the face to the array. Extensive experiments with 30 participants and three types of
spoofing attacks show that RFace achieves an average authentication success rate of over 95.7% and an EER of 4.4%. More
importantly, no replay attack or spoofing attack succeeds in deceiving RFace in the experiments.

Index Terms—RFID, Wireless Sensing, Internet of Things, Facial Authentication.

1 INTRODUCTION

N recent years, facial authentication (FA) systems have

been wildly applied to daily applications (e.., access con-
trol, online payment and individual identification [1, 2, 3]).
FA is regarded as a promising alternative to traditional
authentication approaches, such as PIN code [4], fingerprint
[5] and token [6] thanks to its convenience and precision.

Existing FA systems are mostly camera-based and have
some severe flaws, including privacy leakage risks and se-
curity problems. On the one hand, most current FA systems
collect facial features of users by RGB cameras, which in-
evitably reveals complete visual facial information (VFI) and
raises privacy concerns [7, 8]. Although some methods have
been proposed to preserve users’ privacy, e.g., applying the
cryptographic protocol [9, 10, 11] and adding perturbation
[12], they can not work without a trusted third party, thus
can not solve the privacy issues fundamentally. On the
other hand, these approaches perform authentications by
extracting geometry features from VFI. Once the VFI of a
user is leaked, an attacker can easily conduct a spoofing
attack by reproducing the features [13]. Although more
geometry information has been introduced to enhance the
security, e.g., the depth information of faces [14], camera-
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Fig. 1: Compared with camera-based systems, RFace is
privacy-preserving and can effectively resist spoofing at-
tacks.
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based FA systems are still vulnerable to spoofing attacks.
This is because the information can still be captured re-
motely, e.g., using depth cameras or infrared dot projectors
[15]. Therefore, attackers can manipulate a 3D-printed mask
based on the captured VFI to deceive FA systems [16]. To
overcome these drawbacks, we explore a new facial feature
based authentication technique, which can protect the visual
privacy of users, and meanwhile resist spoofing attacks.

We turn our attention to radio frequency (RF) sensing.
Recent advances in wireless sensing reveal that radio fre-
quency (RF) signals are sensitive to the material that they
encounter during propagation [17? ]. Thus, by verifying
the facial biomaterial feature captured in RF signals, we
can determine the authenticity of users and defend against
spoofing attacks. Meanwhile, unlike images that leak the
user’s VFI, RF signals are not perceptible to the human
eye and can effectively protect the users’ privacy. Moreover,



researchers show that an array of commercial-off-the-shelf
(COTS) radio frequency identification (RFID) tags can serve
as a low-cost and sensitive sensor to support fine-grained
wireless sensing [18, 19]. Motivated by the advantages of
RFID, we attempt to develop an anti-spoofing and privacy-
preserving FA system with COTS RFID devices.

In this paper, we propose a novel anti-spoofing privacy-
preserving authentication system, named RFace. Specifi-
cally, RFace uses an RFID tag array to measure both RSS
and phase of RF signals and extract 3D facial geometry and
biomaterial features for spoofing attack resistance. The ex-
tracted features are then fed into a well-trained support vec-
tor machine (SVM) to conduct authentication. As shown in
Fig. 1, compared with camera-based systems, RFace protects
the VFI of users. RFace can effectively resist spoofing attacks
since the extracted features are difficult to be captured by
attackers.

There are three main challenges in the design and devel-
opment of RFace: (1) It is difficult to build the correlation
model between real facial features and raw RF signals since
RF signals are not as structured as images. (2) RF-based
authentication system is prone to signal replay attacks.
Previous works [20] show that if an attacker can replay the
exact similar RF signals of a legitimate object (e.g. a human
face), the authentication method without corresponding de-
fense mechanisms can be deceived. (3) For each user, the
distance and deflection from the face to the tag array may
slightly vary in different authentication attempts, leading to
undesirable degradation of the authentication accuracy due
to the sensitivity of RF signals.

To address the first challenge, we build a theoretical
model based on the principles of electromagnetism and
RF signal propagation. The model rigorously proves the
feasibility of leveraging RF signals to capture and extract
the desired facial features from raw backscatter signals.
To tackle the second challenge, we design a replay attack
defense method that specifies the reading order of tags for
each authentication to increase the difficulty of conducting
replay attacks. While enhancing the security of the FA
system, we also take the efficiency of collecting RF signals
into consideration by designing an efficient reading scheme.
For the third challenge, we try to explore a feature resistant
to the variation of distance and deflection angle. Based on
experiments and theoretical analysis, we find that in the tag
array, the difference values of RSS and phase of two tags are
related to the distance between the two tags. Specifically,
the RSS and phase differences of two tags that are close to
each other are more stable than that of two tags with a far
distance, especially when the distance and deflection angle
vary. Therefore, we take the RSS and phase differences of
two tags within a tiny area as the final stable feature. We
propose a novel algorithm, named DR, to split the array
into the smallest blocks, i.e., a tag with its adjacent tags. In
this way, the adjacent tags leverage their stable difference
values of RF signals towards the variation of distance and
deflection, to mitigate the degradation in the authentication
accuracy.

RFace is implemented with COTS RFID devices. To
perform user authentication, users are only required to pose
their faces in front of a tag array for a few seconds. We
evaluate RFace with 30 volunteers under various distance
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and deflection conditions. We also test RFace against replay
attack and three types of mainstream spoofing attacks,
including 2D, 2D+ and 3D spoofing attacks. The results
demonstrate the effectiveness of RFace with over 95.7%
authentication success rates and around 4.4% equal error
rates. More importantly, the results of defense experiments
indicate that RFace is resistant to replay attack and spoofing
attacks, including 3D mask attacks. Therefore, we can envi-
sion that RFace has the potential to complement existing FA
systems in some challenge scenarios, e.g., protecting privacy
and defending against spoofing attacks. Our contributions
can be summarized as follow:

e We propose a novel privacy-preserving anti-spoofing
FA system, RFace, which can extract both 3D facial
geometry and biomaterial features of users’ faces
from RF signals. In addition, we build a theoretical
model to validate the feasibility of the feature extrac-
tion method.

e We propose a replay attack defense approach to
enhance the security of RFace while ensuring the
efficiency of our system.

e We propose a novel algorithm to enhance the flexibil-
ity of RFace by mitigating the impact of distance and
deflection variations between the human face and tag
array.

2 PRELIMINARY

In this section, we start with some preliminary studies on
two elemental indicators of RF signals and the layout of
the tag array that facilitates the feature collection. Then, we
introduce four types of typical attacks on FA systems.

2.1 Indicators of RF Signals and Tag Array Layout

RF Signal Indicators. A typical RFID system includes three
parts: RFID tags, a reader and its antenna. The reader
continuously transmits RF signals to activate tags. Each tag
responds its Electronic Product Code (EPC) by backscatter-
ing RF signals using ON-OFF keying [21]. By analyzing the
backscatter signals, the reader can obtain the indicators, i.e.,
received signal strength (RSS) and phase. Both indicators are
influenced by the propagation distance and the materials
encountered. In this paper, RFace measures the indicators
to extract facial features. The concrete mathematical model
will be presented in Section 3.1.

In this work, we utilize the Impinj Speedway R420 reader
which can achieve a phase resolution of 0.0015 radians in
theory [22]. Thus, with the corresponding wavelength about
32cm, it is capable of providing ~ 320mm * 0.0015/(4 x
3.14) = 0.038mm distance resolution, which sulffices to
capture the geometry feature of human face.

Tag Array Layout. To alleviate the inductive coupling
effect, we adopt a perpendicular orientation deployment of
tags as in [19]. Additionally, for avoiding two tags on a tag
array from sharing the same phase, we ensure the maximum
distance between any two tags on an array is less than half
of the wavelength. Specifically, in RFace, we use the tiny
RFID tags AZ-9629 (only 2.25c¢m X 2.25¢m) to arrange a
compact tag array with the geometry of square space, which
is capable to cover a whole face.



2.2 Attacks

We mainly consider the following four types of attacks
against FA systems.

2D Spoofing Attack: This attack includes both 2D static
(photo) attack and dynamic (video) attack. 2D spoofing
attacks aim to deceive an FA system with a 2D photo/video
of a legitimate user’s face. Most traditional 2D feature based
FA systems are vulnerable to this attack. As reported in [23],
a 2D photo can deceive the face recognition systems of some
mainstream smartphones.

2D+ Spoofing Attack: This attack constructs an uneven
mask based on a precise 2D image plus rough depth mea-
surements of a legitimate user’s face. Such an attack can
deceive many existing anti-spoofing FA systems [2] that
only look for uneven surfaces rather than matching against
the facial depth information exactly.

3D Spoofing Attack: This attack constructs a precise 3D-
printed mask of a legitimate user. 3D spoofing attacks are
hard to defeat, since current FA systems only extract the
3D structural features of the face surface, while ignoring
the inner composition, e.g., the biomaterial of faces. In this
case, using a vivid 3D-printed mask can easily trick these
FA systems [24].

Replay Attack: This attack eavesdrops on the RF signals
of legitimate objects (e.g., a legitimate user’s face), and then
replays the captured signal to deceive the FA system. One
common method to intercept signals is to use an unautho-
rized reader to capture the backscatter signals of tags during
the registration/authentication period. This kind of attack
is particularly aimed at wireless authentication systems that
utilize RF signals for verification [20].

3 TuRNING RFID INTO FACIAL FEATURES EX-
TRACTOR

In order to establish the correlation between RF signals and
both the 3D geometry and inner biomaterial features of
faces, we build a theoretical model based on the principles
of electromagnetism and RF signal propagation. Besides, we
conduct several experiments to test the feasibility of anti-
spoofing face authentication.

3.1 Modeling Face Features upon RF Signal Propaga-
tion

Modeling Consideration: In our system, the received sig-
nals consist of three parts: the line-of-sight signal, the signal
reflected from other surrounding objects and the signal
reflected from face. The line-of-sight signal can be regarded
as a consistent one when the distance between the antenna
and the tag array remains static. In the FA scenario, the
distance between other surrounding objects and the tag
array is normally much larger than the one between the face
and the tag array. As a result, the face would contribute
the most of the impact on the tag array in terms of RF
interaction. Therefore, we focus on the signal reflected from
the face in our model. Moreover, we utilize the RSS and
phase of received signals to extract the user’s facial features.
We demonstrate that the extracted features can represent
both the unique 3D geometry and inner biomaterial features of
human face in the following.

[ Reflection on the human face }

L f
Fig. 2: RF signal propagation model.

As illustrated in Fig. 2, the human face is located directly
in front of and parallel to the tag array. The user’s chin is
located on the vertical bisector of the bottom edge of the
tag array. We utilize the lateral view of a 7 x 7 tag array to
interpret the effect of the signal reflected from the face on
the tag array. We denote the distance between the antenna
and the tag array as L and the distance between the tag
array and the chin as d. Our theoretical model involves three
processes: 1) mapping tags to blocks on face, 2) extracting
facial features by RSS, and 3) extracting facial features by
phase.

Mapping Tags to Blocks on Face. In order to precisely
extract facial features, it is essential to map tags to their
corresponding areas on a face. Due to the sensitivity of RF
signal, each tag on the tag array backscatters the reflec-
tion signal from the entire face. Thus, each tag captures
the features of the entire face. Nevertheless, the face will
have a greater impact on those tags closer to the face [19].
Therefore, without losing the effectiveness of modeling, for
each tag, we analyze the influence on the tag from the area
on the face which is closest to the tag. In specific, we map
each tag on the array to an area closest to the tag on the face,
which can be regarded as a block. For ease of modeling, this
reflection can be equivalent to the effect of the center point
of this block on the tag. Taking tag T; as an example, the
corresponding reflection block is represented as the closest
area (Fy_i, Fe i, Fi_i), where F, ;, F.;, F} ; represent the
upper vertex, center point and lower vertex of this block on
the face, respectively. Therefore, the signal reflected from
this block and received by tag 7; can be regarded as the
signal reflected from the center point F, ; and we denote
the incident angle of RF signal propagating into human face
at F. ; as Bin_;. In addition, for distinct human faces, each
tag on tag array has different specific reflection area with
corresponding center point and incident angle. Then we will
take tag 7T; and tag T} as an instance to analyze the impact
of RF signals reflected from human face on RSS and phase,
and show how to extract facial features.

Facial Features Extracted by RSS. We divide the prop-
agation of RF signals in our system into three stages: from
antenna to face, reflection on face and from face to antenna.
We analyze the change of RSS in each stage respectively to
extract both 3D geometry and inner biomaterial features.

As for the first propagation stage, the RSS value is
defined by the power P, which is proportional to the square



of the amplitude A. The RSS can be formulated as:

RSS = 1010g =20log(DA) (Px A%, ()
where D is a constant. Generally, the amplitude A causes
exponential loss in magnitude over a unit of propagation
distance, which can be denoted as e~ . For the tag 7} in
Fig. 2, the loss of amplitude A during the propagation
of RF signal from antenna to the center point F. ; of the
corresponding reflection block (F,_;, Ft_;, Fi_;) on face can
be denoted as:

Ay = Aemolltd=di), @)

In this equation, A;, represents the amplitude of the RF
signal when it reaches the surface of face. d; denotes the
horizontal distance between the center point F. ; and chin,
which reveals the 3D facial geometry features of human
face.

For the second propagation stage, the RF signal reaches
the surface of human face. The signal can be divided into
two parts: the part directly reflected and the part entering
the face with refraction. The inner structure of human face
consists of various biomaterials such as skin, fat, and mus-
cle. For ease of illustration, we assume that each person’s
face is a unique hybrid material composed of multiple layers
of materials, and the relative permittivity of the mixed
biomaterial can be denoted as ¢€j.,. According to [17], the RF
signal refracted into the face has to traverse multi-layered
tissue and go through multiple reflections before it can
escape. Due to the exponential attenuation, there will be
only very low power signal to escape the human face, which
can be ignored. Then, we mainly analyze the power loss
caused by reflection on the face surface. The power ratio of
the signal before and after reflection on the face surface is
the power reflection coefficient R, ;, so the corresponding
amplitude can be calculated as:

A_after =/ Rper_iA_beforea (3)

where A pefore and A g ¢ter are the amplitudes of the corre-
sponding before and after reflection signal. R,., ; is related
to the mixed material of human face and the incident angle
Bin_i- SO0 Rper_; can reveal the facial features of human face.
Then, we analyze the factors that affect R.,_; in detail.

The reflection on an interface between two biomaterials
is affected by the relative permittivity € of them. Considering
the RF signal arriving at the face surface which is the
interface between the air (e44) and the face material (€per),
the signal can be decomposed into transverse electric (TE)
and transverse magnetic (TM) wave components, accord-
ing to [25]. The power reflection coefficient R, ; can be
calculated by R, and R,, which are the power reflection
coefficient of TE and TM wave components respectively. Ac-
cording to Fresnel formula [25], R, and I, can be calculated
as:

TE:R, = ‘\/epTcosﬂNfr i—v/€aircosPBin_i 2
V/€perCOSPrefr_it\/€airc08Bin_i

TM: R — ’ /€per €08 Bin_i—\/€airCOSPrefr_i 2
P V/€perco8Bin_i++/€aircoSBrefr_i

)]

o B o =] W | o o [6
— - - | — — 4
(o] o o o o

o o o o Lag]

- - - -+ -

o N o o | B B _2
0123456 0123456 0123456 0123456 0123456
(a) First (b) Second (c) Person B (d) 2D (e) 3D

Fig. 3: RSS difference distributions.
4

= s = s =y [3

(o] (o} (o} (o} (o] 2

Lag} o Lag} Lag} Lag} 1

- - - - -+

w v v w w -0

o ° ° ° o 1
0123456 0123456 0123456 0123456 0123456
(a) First (b) Second (c) Person B (d) 2D (e) 3D

Fig. 4: Phase difference distributions.

where 3, ¢, ; denotes the refraction angle and €,;, denotes
the relative permmitivity of the air. R,., ; can be repre-
sented as:

per 4

2
\/Gpercosﬂrefr ARV eaircosﬂin i
epercosﬁ7ef'r i t V€air COSﬂm i

V. epercofsﬂin_i 4/ eaircosﬂrefr_i
v/ epercosﬁin_i + vV Eaircosﬂrefr_i

Furthermore, according to Snell’s Law [25], we have:

Vv eperSinﬁrefr_i =V Eairs'inﬁin_ia (6)

which means that ,.¢,_; can be represented by Bin_i, €air
and €pe,. Therefore, we can conclude that R, ; is only
determined by €., and B;y,_;. Therefore, in the propagation
stage of reflection on face, the value of R, ; involves both
the inner biomaterial and 3D geometry features of human
face.

Then for the last propagation stage from face to antenna,
combining with Eq. 2 and Eq. 3, the amplitude of received
signal A, can be calculated as:

©)

2

Ar = Rpe7'_iA€72a(L+didi) . (7)

According to Eq. 1, the RSS of the received signal RS'S; for
tag T; can be denoted as:

RSS; = 20log(DA,) = 20log [D Rper_iAe-M(Hd-di)J .
8)
We can find that the value of RSS is relevant to the
distance (d) between the tag array and chin, and d is an
unstable factor because of the movement of human face. In
order to better extract stable facial features, we then subtract
the RSS values of these two tags 1; and T} to remove the
impact of d, which is irrelevant to the structure of human
face. Then we can gain:

D\/mAe—Qa(L"rd—di)
D\/mAe—20é(L+d—dj)
\% Rper_i e_2a(dj_di)
vV Rper_j
It can be observed that the factor d has been eliminated and
the value of RSS; — RSS; only related to Rper_;, Rper_j and
d; — d;. Among these variables, Ry, ; and Ry.,_; involve

both the inner biomaterial feature and 3D geometry feature
of human face which vary among persons. Meanwhile

RSSl - RSS] =20 log

)
= 20log



d; —d; represents the horizontal distance between the center
points of two different blocks on the human face, which also
indicates the 3D geometry feature of human face. Therefore,
we can conclude that the difference between the RSS values
of the tags can reveal both distance-resistant 3D geometry
and inner biomaterial features of human face.

Facial Features Extracted by Phase: Similar to RSS,
we analyze the changes of phase according to the three
stages of RF signal propagation in our model successively.
Taking tag 7; as an example, the phase of the RF signal
transmitted from the antenna before entering face (6 _pefore)
can be expressed as:

2m
A

where 0; represents the initial phase value of the transmitter.
As aforementioned, the signal is thought to be unable to
escape once it enters the face, so only the reflections that
occur on the surface of human face are considered. In this
case, the phase of the RF signal (6 _, ¢¢.r) after reflection can
be calculated as:

e_before = et + (L +d— dl)? (10)

0_after = a_before + eper_i; (11)

where 0., ; denotes the phase variation caused by re-
flection at the human face. We then show that 8p, ; is
also related to the facial features. According to [25], after
reflections, there will be a phase change when the angle of
incidence (Bper_;) is larger than Brewster angle (85):

R . < er_t
{Gri= BorsSts — arctan, [ 12)
€air

gpe’r_i =T, Bper_i > ﬁB

Therefore, 0per_; is decided by €per_; and Bper_s, which
means that the value of the phase variation (6pe,_;) caused
by reflection on human face can reveal both the inner
biomaterial and 3D facial geometry features of the face.

Combining with the phase changes in the third stage and
substituting Eq. 10 into Eq. 11, we can obtain the final phase
of the received RF signal for tag T; as:

ei - |:9_after + etag_i + 277‘—(.[/ + d — dZ):| l’nOd 27T
4m
= |:€t + eper_i + etag_i + T(L + d - dl):| mOd 27'(-,

(13)
where 04 ; denotes the additional phase shift caused by
the characteristic of tag. Similarly, to remove the factor d,
we subtract 0; with 0; and the result can be denoted as:

072 - 0]’ :(ape'r‘_i - ape'r‘_j) + (atag_i - gtag_j)

4
+ %(dj —d;) + 2k k€ Z.
It is worth noting that there is a term 2k7 in theory since

the phase of the received RF signal is a periodic function
with a period of 27. This uncertainty term can be eliminated
when we apply a cosine function in Section 5. Similar to the
analysis of RSS, we can conclude that the difference value of
phase between tags (0; — 0;) can represent the 3D geometry
and inner biomaterial features of human faces.

(14)

3.2 Feasibility of Anti-Spoofing Face Authentication

We conduct experiments to demonstrate that the 3D geome-
try and inner biomaterial features of human face have been
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Fig. 5: System architecture of RFace.

indeed extracted for anti-spoofing FA purpose. Specifically,
we ask two volunteers (Person A and Person B) to put their
faces at a fixed distance in front of the tag array twice, and
record the phase and RSS values of the tags. Then, we hold
the 2D photo and 3D printed mask of the two volunteers
respectively, and collect the phase and RSS values. In Fig.
3 and Fig. 4, we calculate the phase difference and the RSS
difference between the surrounding tags with the center one
to analyze the impact of different targets on the tags. We
can observe that the result of 2D photo is different from
that of 3D mask, (Fig. 3(d) vs. Fig. 3(e) and Fig. 4(d) vs.
Fig. 4(e)), which shows that the 3D geometry features of
human face have been extracted. Besides, the result of 2D
photo also varies severely to the real human face (Fig. 3(a)
vs. Fig. 3(d) and Fig. 4(a) vs. Fig. 4(d)), which indicates
that the traditional 2D static and dynamic attacks can be
defended. Similarly, the result of 3D mask is distinct to the
real face (Fig. 3(a) vs. Fig. 3(e) and Fig. 4(a) vs. Fig. 4(e)),
indicating that the inner biomaterial features of human face
have been extracted, and our system can resist 3D spoofing
attacks. Additionally, the results of the same volunteer at
different attempts are very similar (Fig. 3(a) vs. Fig. 3(b)
and Fig. 4(a) vs. Fig. 4(b)), while they are different for two
volunteers (Fig. 3(a) vs. Fig. 3(c) and Fig. 4(a) vs. Fig. 4(c)).
Therefore, the features we extract are unique to everyone, so
they can be utilized for authentication. Additionally, since
these characteristics of a specific human face are difficult to
imitate, our system can resist spoofing attacks.

4 SYSTEM OVERVIEW

This section first shows the overview of RFace system and
then illustrates its usage scenario.

4.1 Overview

The architecture of RFace consists of two primary phases (in
Fig. 5): the registration phase and the authentication phase.
Users can register and authenticate by simply posing their
faces in front of a tag array for a few seconds. In the registra-
tion phase, RFace collects the RSS and phase values of the
RF signals reflected from human face, and feeds them into
a denoising and rearrangement algorithm to construct an
RSS and phase sequence. Then, this sequence goes through
a disturbance resistant facial features extraction algorithm.
The reliable fusion features consisting of 3D geometry and
inner biomaterial can be extracted by calculating the RSS
and phase differences between the tags on the tag array.
Finally, the extracted fusion features are organized into
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feature blocks according to the time dimension and fed into
an SVM to train a user classifier.

In the authentication phase, the collected RF signals must
first go through the replay attack detection module. Once
a real human face is detected, RFace randomly generates
an EPC sequence to specify the reading order of tags and
transmits the corresponding reading commands to query
tags. According to the reading commands, RFace starts to
collect the RSS and phase values of the backscatter RF
signals and compares the actual reading order of tags with
the preset EPC sequence. If they can not match, we will
regard this authentication as a replay attack and directly
reject this request. If they match successfully, the collected
RF signals will further go through a denoising and facial
feature extraction process. Afterwards, RFace leverages the
extracted fusion features to conduct authentication and
spoofing attack defense.

4.2 Usage scenario

RFace is mainly designed for providing FA in public institu-
tions, such as access control of group clients (e.g., commu-
nities, small- or moderate-scale companies) and individual
identification of smart home devices [26]. Considering the
salient features of RF sensing including human-eye imper-
ceptibility and material sensitivity, RFace can also be applied
to complement and enhance existing camera-based methods
in some challenging scenarios, e.g., suffering from privacy
leakage and spoofing attacks. Furthermore, using RFace for
authentication, users only need to put their faces in front
of the tag array for a short time, which is as convenient as
existing camera-based methods.

5 SYSTEM DESIGN

In this section, we present the design details of RFace. Be-
fore authentication, we first perform replay attack detection
based on the collected RF signals. Then, we remove noise
from raw RF signals and suppress the impacts of distance
and deflection variations between the face and the tag array
to extract stable fusion features including both 3D geometry
and inner biomaterial features. Finally, we utilize an SVM to
realize anti-spoofing authentication.

5.1 Replay Attack Defense

Replay attack, as one of the most tricky attacks for wireless
authentication systems, threatens the security of RFace. Ex-
isting works to defend against replay attacks typically add
random noise [20], which will destroy the features embed-
ded in RF signals and affect the accuracy of authentication.

Fig. 7: EPC string and select com-

\10110101 00110011

Fig. 8: Security command and col-
lection command.

Therefore, we attempt to develop an approach that can resist
replay attacks while preserving high-quality facial features.
To this end, we randomly generate an EPC sequence to
specify the reading order of tags before each authentication,
and then compare the actual reading order of tags with the
preset EPC sequence to detect replay attacks. When a legit-
imate user utilizes RFace for authentication, the tags will
be read sequentially according to the preset EPC sequence.
In this case, the actual reading order has a high similarity
with the preset EPC sequence. On the contrary, an attacker
may try to deceive our system by eavesdropping the RF
signals of a legitimate user while using RFace and replaying
the RF signals later. Since the EPC sequence is generated
randomly for each authentication, the probability that the
actual reading order of the replayed RF signals can exactly
match the current preset EPC sequence is extremely low.
Transforming this high-level idea into our practical FA sys-
tem requires tackling three main challenges. (1). Balancing
security and tag reading efficiency. To increase the difficulty
of implementing replay attacks, it is necessary to generate
as many different EPC sequences as possible. The method to
generate most EPC sequences is to read one tag each time,
so for an n * n tag array, there are (n * n)! possible EPC
sequences. Although this method can enhance the security
of our system, it will significantly impact the efficiency, since
it requires sending n reading commands to read all tags on
the tag array. (2). Ensuring the stability of local features.
During practical authentication, a user’s face may sway
unconsciously. If the reading time interval between adjacent
tags on a tag array is too long, the local facial features
captured by RFace would be destroyed, which will affect
the accuracy of authentication. (3). Resilience to bit errors.
Due to the imperfection of hardware, it is possible to miss
reading the backscatter signals of tags. Therefore, even for
legitimate users, the actual reading order of tags may not
match the preset EPC sequence. This situation is called bit
error. Bit error may make RFace mistakenly regard a legit-
imate user as an attacker. To address the above challenges,
we design an efficient reading scheme to read all tags on the
tag array with fewer commands while ensuring security. In
order to make this scheme better applicable to real scenarios,
we propose a replay attack detection method that is resilient
to bit errors.

5.1.1 Efficient Reading Scheme

To improve the efficiency of the FA system, we hope to read
a group of tags by sending one reading command, rather
than only reading one tag per command. However, if the
tags of the group (called reading group) read by one reading
command are randomly arranged in the tag array, the local



facial features captured by the tag array will be affected.
Therefore, we need to design a method that can make the
tags in the reading group adjacent to each other spatially in
the tag array. To this end, we propose an efficient reading
scheme, which describes how to efficiently read tags while
ensuring the security and stability of local facial features.
Specifically, we first divide the tag array into several regions
according to the spatial position. Then, as shown in Fig.
6, we randomly select a tag (Tag T) from all unread tags
(initially all tags are unread) in the tag array as the reading
target of the first reading command. For the subsequent
command, the reading targets will be set as all tags on the
region where Tag T locates. Afterwards, we repeat the above
operations for the remaining unread tags until all tags have
been read. We call the reading command whose reading
target is only one tag as a security command. It specifies the
reading order of tags to ensure the security of the FA system.
We call the reading command whose reading targets are all
tags on a region as a collection command. It is responsible for
collecting the backscatter signals of a group of tags without
caring about the reading order, thus ensuring efficiency. In
RFace, these two commands are transmitted alternatively.
We describe the details of this efficient reading scheme
below.

Dividing tag array into regions. As aforementioned, to
ensure the stability of local facial features, we need to divide
the tag array into regions. In our system, we define three
types of region templates and utilize them to divide the tag
array. Specifically, as shown in Fig. 6, Type I represents a 33
square region. Type II represents a region whose number of
rows or columns is 3. Type III represents a region whose row
number and column number are both less than 3. As shown
in Fig. 6, taking a 7 x 7 tag array as an example, we first
utilize the Type I region template to divide it. The remaining
tags that can not be divided by the Type I region template
will be further divided by the Type II region template into
new regions. After the above dividing process, the area of
undivided tags whose row number and column number are
both less than 3 will construct a new region (Type III). Then,
as shown in Fig. 6, we sort these regions from top to bottom
and from left to right, denoting them as 1, 2, 3 and so on. For
tags in each region, we also sort them from top to bottom
and from left to right, and number them as 1,2,3 --- 9.

Security and collection commands. As aforementioned,
one region contains nine tags at most so a four bits binary
string (called tag number in region) can represent all tags
in a region (as shown in Fig. 7). According to the number
of regions, we can know how many bits are needed to
represent all regions. For RFace, the 7 * 7 tag array can be
divided into nine regions, so we can utilize four bits (called
region number) to represent all regions (as shown in Fig.
7). In this way, we can utilize an eight bits binary string to
represent the EPC strings of each tag on a tag array.

The core of security and collection commands is to se-
lectively read the tags of interest. In RFace, we realize these
two commands by leveraging a universal Gen2 command
‘Select’, which supports selecting target tags to be read [27].
The “Select’ command consists of six required fields and one
optional field. RFace focuses on three fields: Mask, Pointer,
and Length, which are responsible for selecting target tags.
The Mask field specifies a binary string for comparison. The
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Pointer field denotes the starting address on the EPC string
for comparison. The Length field represents the length of the
Mask. As shown Fig. 7, taking one Select command as an
example, if Mask = 10115, Pointer = 0 and Length = 4, we
will select the tags whose bit string starting from 15! bit and
ending at (1 + 4)*" bit of the EPC string equals to 10115.

Then, we will show how to utilize the “Select’ command
to realize the security and collection commands. As for the
security command, its reading target is only one tag, e.g. the
15! tag of the 3" region, so the Mask needs to be set as the
EPC string of the reading target. Therefore, as shown in Fig.
8, we set the Length = 8, Pointer = 0, and Mask to the EPC
string of target tag, i.e., Mask = 00110001,. For the collection
command, its reading targets are all tags in a region, e.g., all
tags in the 37 region, so the Mask should be set as the region
number of the reading targets. For example, in Fig. 8, we set
the Length = 4, Pointer = 0, and Mask to the region number
of the 3¢ region, i.e., Mask = 0011,. In RFace, we let the
security command and the collection command be transmitted
alternatively until all tags have been read.

5.1.2 Bit error resistant replay attack detection

During authentication, based on the efficient reading
scheme, we can get the reading order of tags from the
security command and collect the backscatter signals of tags
from the collection command. For detecting replay attacks,
we compare the tag reading order specified by security
commands with the actual tag reading order. If these two
reading orders can not match, we will regard this authen-
tication as a replay attack. As for a 7 * 7 tag array, we
need to transmit nine security commands in total. Therefore,
the maximum replay attack success rate can be formulated
as 1/49 %« 1/40 « 1/31 %« 1/22 %« 1/13 %« 1/10 %« 1/7 % 1/4 =
1/4865660800. It obviously shows that this comparison
method performs well in defending against replay attacks.

Although the defense method mentioned above is al-
ready feasible in the ideal scene, it is possible to miss
reading several tags in reality. In this case, RFace may
mistakenly regard a legitimate user as an attacker since
the actual tag reading order can not match the preset
one perfectly. To avoid such a situation, we allow the tag
reading order sequence to have at most 2 bits errors, en-
abling RFace to be tolerant of bit errors. In this way, for a
7 * 7 tag array, the maximum replay attack success rate is
1/31 % 1/22 % 1/13 % 1/10 % 1/7 % 1/4 = 1/2482480. Thus,
RFace is still capable to defend against replay attacks with
fault tolerance.

5.2 Denoising and Rearrangement

The phase values collected from an RFID reader involve
noise due to the involuntary movement of faces and im-
perfection of hardware. These inevitable defects may make
RFace unreliable. We eliminate the noise by unwrapping
successive phase values [28]. Moreover, we set a window
with a size of five samples and filter out abnormal phase
values in the window with the average of other normal
values. Fig. 9 shows an instance of noise filtering, where
abnormal phase values are filtered out. Additionally, for
subsequent facial features extraction, we rearrange both RSS
and phase values (which can be represented as N * 2 * M,
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N is the number of frames based on slot ALOHA [29], M
is the sum of tags) into a new sequence (whose shape is
N %2 x R *x C, where R is the number of rows and C' is the
number of columns in tag array) according to the layout of
the tag array.

5.3 Disturbance Resistant Feature

Based on the rearranged RSS and phase sequence, we start
to extract the 3D geometry and inner biomaterial features
(which can be represented as fusion features in the follow-
ing). As presented in Section 3.1, the RSS difference and
phase difference between tags can reveal the fusion features
of human faces and we can utilize these two kinds of dif-
ference values to extract distance-resistant fusion features.
Nevertheless, in practical FA scenarios, it is hard to ensure
that the user’s face is always in a fixed position and deflec-
tion angle relative to the tag array for each authentication
attempt. Moreover, due to the sensitivity of RF signals, the
tiny variations in distance and angle to the tag array would
cause non-trivial errors in the measurements of RSS and
phase values [30]. In order to obtain more reliable features,
we design a facial feature extraction algorithm resistant to
distance and angle variations.

5.3.1

Intuitively, we can calculate difference values between any
two tags on the tag array to extract desired fusion features.
However, we have many practical challenges. Firstly, al-
though arbitrary subtraction can potentially calculate more
facial features, it requires about 2 x C%, times of subtraction
for each authentication, which is time-consuming. Addition-
ally, the deflection of the user’s face could lead to perfor-
mance degradation of RFace. As shown in Fig. 10, when a
user faces at a certain angle v, the RSS and phase differences
between the leftmost and rightmost tags not only involve
the relative distance Ad;;, but also the unexpected distance
difference d, due to facing direction. Ad;; represents the

Challenges

processes in DR.

difference of distances between the center points of their cor-
responding areas to the tag array. This unexpected distance
d, may make RFace mistakenly authenticate a legitimate
user as illegitimate. Finally, as shown in Eq. 14, there is
an uncertainty term 2km which makes the phase difference
unstable with the impact of distance variation, thus making
RFace unreliable as well.

5.3.2 Disturbance Resistance Algorithm (DR)

In order to tackle the challenges mentioned above, we pro-
pose a universal subtraction method that can suppress the
disturbance of distance and deflection as well as achieve fast
and accurate fusion feature extraction. As for deflection, it is
vital to mitigate the unexpected distance difference d, which
may result in authentication deviation. Based on theoretical
analysis, we can find that the closer the two tags are selected
for subtraction, the smaller the d,. is. Therefore, the key idea
of suppressing the impact of face deflection is to narrow
the difference calculation range in the tag array. Besides, as
for the 2km term, the uncertainty of the value k is actually
due to the variation of distance. Here, we can eliminate this
uncertainty by calculating the cosine of the phase difference
to obtain stable distance-resistant features.

According to the above analysis, we propose the distur-
bance resistance (DR) algorithm (as shown in Algorithm 1)
to extract reliable fusion features. It is worth noting that the
DR algorithm can be flexibly applied to square tag arrays
of any size. The purpose of DR is to decrease the time for
difference calculation and avoid the RSS subtraction and
phase subtraction for a pair of tags that are far apart on the
tag array (e.g., the leftmost and rightmost, top and bottom).
The DR algorithm can be divided into three steps: division,
difference calculation, and reorganization.

Division: We first apply the division operation (Division
function in Algorithm 1) to find the center of the tag array
and divide it into smaller blocks. For the square tag arrays,
their layouts can be divided into two categories: the number
of rows is odd or even. Different methods for the division



Algorithm 1: Disturbance Resistance

Input: 3-dimension matrix M with RSS and 6 of each tag;
Output: 2-dimension fusion feature array:
{{ARy,c},{cos(A¢r.c)}},r € [1, M.row], c € [1, M.column];
1 DR(M);
2 Function DR (M) :

3 if M is smallest block then

4 | {{ARy.}, {cos(A¢r.)}} < Calculation(M);
5 else

6 {B, Cset} + Division(M) ;

7 for each smallest block b in B do

8 | {{ARr.c},{cos(A¢r.)}} + Calculation(b);
9 end

10 if Cset is not empty then

11 Chiock < Reorganization(Cset);

12 {{ART76}7 {COS(A¢7‘,C)}} A DR(Cblock);
13 end
14 end

15 return {{AR, .}, {cos(A¢r.c)}};
16 Function Calculation (b):
17 if b € T'ypel then

18 RSScenter < RSSb_m;,+1 , b.coluan-%—l;

19 Ocenter < 9M7M;

20 else if b € T'ype2 thg.n

21 RSScenter + Average(b, RSS);

22 Ocenter < Average(b,0);

23 end

2 for r < [1: b.row] do

25 for c + [1: b.column] do

26 if r == % and ¢ == % then
27 | Continue;

28 else

29 ‘ ARy < RSSrc — RSScenters
30 cos(A¢r.c) < cos(0r.c — Ocenter);
31 end

32 end

33 end

34 return {{AR, .}, {cos(A¢r.c)}};

35 Function Division (M):

36 if M.row or M.colummn is odd number then

37 Add the center point of M into Cse¢;

38 ‘ Divide M along center tag into smaller blocks Bi;

39 end

40 else

a1 | Divide M along center lines into smaller blocks Bi;
4 end

13 for each block b in B1 do

44 if b is smallest block then

45 | Addbinto B;

46 else

47 {B’,C'} < Division(b);

48 Add B’ into B, Add C’ into Cgsey;
49 end

50 end

51 return {B, Cset };

of these two kinds of tag arrays are shown in Fig. 11. As
for the tag array with odd rows, we regard the center tag of
the tag array as the center point and add it into the center
point set (Cyer in Algorithm 1). Then, we divide the tag
array into smaller blocks (B; in Algorithm 1) based on the
row and column where the center tag locates. As for the
tag array with even rows, there is no center tag. Thus, we
divide the tag array into smaller blocks (B;) along the center
lines of the tag array. The center lines represent the lines
connecting the midpoints of opposite sides of the square
tag array. Then, we repeat this division operation for these
smaller blocks (B;7) until we obtain the smallest blocks (b
in Algorithm 1) whose rows and columns are both no more
than 3. As shown in Fig. 11, the smallest blocks (b) can be

cos(Ap) RSS
1.00 s =
0.50 feebinids o[ 56

¥ 58

-1.00 3 iy -60 i
6 56 456

B

b Lonw 3

Oyt Yy, Virg, 0123 23

Roy 4 5g o7 & 34560 34560 4561

(a) Raw Phase  (b) DR Phase (c) Raw RSS (d) DR RSS
Fig. 14: Distributions of raw RSS and phase and features
extracted by DR in different distance conditions.

Phase + . cos(A¢) RSS

* 100 : -54
0.50 56
BRI -60
6 6
5 s
4

1
=

D wwaUme
D hoaow

S 45

0l23“.5(::(.)123 012345.0 -0123 0113456 i 0123456“ i

(a) Raw Phase  (b) DR Phase (c) Raw RSS (d) DR RSS
Fig. 15: Distributions of raw RSS and phase and features
extracted by DR in different deflection conditions.

divided into two types. Type 1 denotes the tag blocks whose
number of rows or columns is three, i.e., the shape of the
blockis 13,3 x 1, or 3 x 3. Type 2 represents the tag blocks
whose number of rows or columns is two, i.e., the shape of
theblockis1%2,2%1,0r2x2.

Difference Calculation: After the division operation, for
each obtained smallest block, we start to calculate the RSS
difference and the phase difference (Calculation function
in Algorithm 1) to extract the stable fusion features. As
shown in Fig. 12(a), If the smallest block belongs to Type
1, we will first find the center tag in the block. Then, we
calculate the RSS difference (AR) and the phase difference
(cos(A¢)) between each remaining tag and the center tag. If
the smallest block belongs to Type 2, we will first calculate
the average values of the RSS and phase for this smallest
block. Then, we calculate the RSS difference (AR) and the
phase difference (cos(A¢)) between each tag on the smallest
block and the average values (as shown in Fig. 12(b)).

Reorganization: Finally, for the unassigned center point
set (Cset), we reorganize it into a center block (Cyocr in
Algorithm 1) according to the original position of center
tags (Reorganization function in Algorithm 1). Taking a 77
tag array as an example, Fig. 13 shows the reorganization
process, i.e., from 7 * 7 tag array to the center block. Then,
we apply the DR algorithm for the center block (Chiock) to
get a complete fusion feature array.

5.3.3 Feasibility of DR

In order to show the feasibility of DR, we use a 7*7 tag array
as an example and show the effect of our DR algorithm.

As shown in Fig. 13, we first find the center point (C)
of the tag array and divide the tag array into smaller blocks
based on the row and column where C locates. Then, we
repeat this division operation until we obtain the smallest
blocks (belong to Type 1). Next, for each smallest block, we
first find the center of it (Cs,), and then for each remaining
tag (represented by 7). ., with r and c as the row and column
it locates) in this block, we get:

ART,C - RSS’I”,C - RSSC_subv (15)
A¢r,c = or,c - GC_suin (16)

with AR, . and A¢,. denoting the RSS difference and
phase difference between 7. . and the corresponding center
point Cly, of the block. For the unassigned center points
(Csup) of these smallest blocks, we reorganize them into a



center block. Then we apply the DR algorithm to the center
block to calculate the RSS difference and phase difference
between the Cj,;, and the center point of the whole tag
array (C). So far, we have obtained AR and A¢ of all tags.
As analyzed at the beginning, we have to substitute A¢
by cos(¢) in the phase part of our final fusion features.
Finally, for one frame of RFID signals, combining the AR
and cos(A¢) of all tags in the tag array, we can form a 3-
dimension fusion feature array with a shape of (2 * R x C)
with only (2 * R * C) times of subtraction operations.

Fig. 14 and Fig. 15 show the effect of our DR algorithm
with the 77 tag array, where the X-axis and Y-axis represent
the row and column of the tag array respectively. Compared
with the distribution of raw RSS and phase of each tag
before (Fig. 14(a), Fig. 14(c) and Fig. 15(a), Fig. 15(c)), the
values of AR and cos(A¢) after applying the DR algorithm
(Fig. 14(b), Fig. 14(d) and Fig. 15(b), Fig. 15(d)) become more
stable under varying distance and deflection conditions.
Hence, we can obtain reliable fusion features based on the
DR algorithm.

5.4 Anti-Spoofing Authentication

Based on the extracted facial fusion features, we next
demonstrate how to perform face authentication and defend
against spoofing attacks. In addition to the aforementioned
RSS difference and phase difference, we also include the
time series as a new dimension in the feature extraction.
We take A (A = 5 in implementation) consecutive fusion
feature arrays (2 * R * C) in time series as a fusion feature
block (A * 2 % R * (), and reshape the fusion features which
we obtain from DR algorithm into a five-dimensional array
(N/A x A% 2+ R+ C). Then, the following anti-spoofing
authentication and feature granularity exploration are all
based on this five-dimensional fusion feature array.

In RFace, we utilize an SVM as the classifier to im-
plement face authentication and spoofing attack detection.
Specifically, each user needs to provide a batch of signal
samples to train the SVM for RFace registration. All feature
blocks are reshaped as one-dimensional feature vectors to
train the SVM. In the authentication stage, once receiving
a login request, RFace feeds extracted features from the
received signal samples into the pre-trained SVM model.
Then, it outputs a series of confidence coefficients represent-
ing the similarity between the login user and the registered
users in the database. RFace finds the largest one among
these confidence coefficients and compares it with a pre-
determined threshold. If it is larger than the threshold, the
user will be accepted as a legitimate user. Otherwise, the
user will be denied. Since the fusion features of each person
are distinct, unregistered users will fail the authentication
owing to low similarity. Furthermore, as spoofing attackers
cannot produce inner biomaterial features, attackers will
be rejected by the threshold-confidence comparison mech-
anism.

6 EVALUATION

We evaluate the performance of RFace in real environment
on both authentication and anti-spoofing.

Antenna

7*7 Tag Array

Fig. 16: Experimental setup.

6.1 Implementation

Hardware: RFace is implemented with an Impin] R420
reader connected to a directional antenna Larid A9028. Be-
sides, we utilize 49 Alien-9629 RFID tags to form a 7 * 7
tag array in a perpendicular orientation deployment as
shown in Section 2. The working frequency of RFace is
922.38MH z.

Software: The collection of RF signals adopts EPC Gen2
standard to avoid collision and control the communication
respectively. The client communicates with reader based on
the Impin] LLRP Tool Kit (LTK). It delivers Gen2 parameters
(e.g., Pointer, Mask, Length) to specify the operation of reader,
i.e., selectively reading tags. The processing algorithms of
RFace are implemented by Python which runs on a personal
computer (PC) with Intel(R) Core(TM) i5-8250U 1.6 GHz
CPU and 8 GB RAM.

Experimental Setup: We conduct our experiments in
three real environments: seminar room, lab, and office. Fig.
16 shows the default setup of RFace. The directional antenna
is placed 30cm behind the tag array to transmit interrogative
RF signals, and users place their faces around 10cm in front
of the tag array for authentication. Then RF signals reflected
from human faces are collected and further sent to the PC
via Ethernet for processing.

Data Collection: We conduct the experiments by adher-
ing to the approval of our university’s Institutional Review
Board (IRB). We invite 30 volunteers (10 females and 20
males) aged from 18 to 30 in our experiments. Among
the 30 volunteers, we randomly choose 5 volunteers as
spoofers and the rest 25 volunteers register as legitimate
users. In the registration phase, we collect three groups of
RF signals (each group contains 60 fusion feature blocks)
for each legitimate user, which takes about 225 seconds.
Then in the authentication phase, each legitimate volunteer
performs authentication for 120 times and each illegitimate
volunteer performs 360 times authentication to test the
performance of RFace. Each authentication attempt takes
about 1.25 seconds.

Metrics: We define six metrics to evaluate RFace: Au-
thentication Success Rate (ASR), False Accept Rate (FAR),
False Reject Rate (FRR), Receiver Operating Characteristic
(ROCQ), Equal Error Rate (EER) and Defense Success Rate
(DSR). ASR is the probability that the system authenti-
cates a legitimate user correctly and can be represented
as: ASR = %‘:Cﬁ, where N,.. is the number of correct
authentication times for legitimate users and N is the
number of all authentication times for legitimate users. FAR
is the probability that the system mistakenly authenticates
an illegitimate user as a legitimate one and can be repre-

sented as: FAR = IX}“; , where N, is the number of wrong
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accepted times for illegitimate users and [V;; is the number
of all authentication times for illegitimate users. FRR is
the probability that the system mistakenly authenticates a
legitimate user as an illegitimate one. ROC curve indicates
the relationship between the ASR and FAR under various
threshold. Additionally EER describes the rate where FAR
equals FRR. Finally, we define the DSR to measure the
performance of RFace on anti-spoofing. DSR is the proba-
bility that a spoofing attack is successfully detected, and the
higher DSR indicates that RFace is more secure. DSR can be
formulated by: DSR = %itf , where Ny is the number
of successfully detected spoofing attacks and N, is the
number of all spoofing attacks.

6.2 Overall Performance

We evaluate the overall performance of RFace in three
different environments. We first compare the overall per-
formance of RFace with/without our DR algorithm. As
shown in Fig. 17, the average ASRs for RFace and raw
data are 95.3% and 85.6%, respectively. Meanwhile, with
the threshold of 0.8, as shown in Fig. 18, the average EERs
of RFace and raw data are 4.67% and 15.49%, respectively.
These comparison results demonstrate that our denoising
and feature extraction method can effectively remove noise
and improve feature quality. To show if RFace is able to
reject illegitimate users, we plot the confidence distributions
of legitimate users and illegitimate users in Fig. 19. This
result indicates that RFace can effectively reject illegitimate
users with a high probability. Therefore, as shown in Fig.
20, RFace can achieve a low FAR of 4.48% while the FAR
of raw data is as high as 16.52%. These results demonstrate
that RFace can authenticate users accurately and securely. In
addition, our experiments show that every authentication
only takes 1.26 seconds on average, indicating that RFace
performs well in real-time authentication.

6.3 Comparison with Mainstream Classifiers

To show the superiority of our selection of classifier (i.e.,
SVM), we compare the performance of SVM with different
machine learning models. First, we compare SVM with
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and tag array on ASR.

other three mainstream and traditional classifiers: Naive
Bayes (NB), K-Nearest Neighbors (KNN), and Decision Tree
(DT). As shown in Fig. 21, the ASRs for SVM, NB, KNN, and
DT are 95.7%, 90.3%, 89.2%, and 93.0%, respectively. These
results indicate that SVM outperforms these classifiers.
Meanwhile, the ASRs of the other three classifiers are also
high, demonstrating that the feature extraction method in
RFace is significantly effective. Additionally, we also com-
pare the performance of RFace with a typical Convolutional
Neural Network (CNN) [31]. With the same data set, the
ASR and FAR of CNN are 91.5% and 15%, respectively. Such
results indicate that SVM performs better than CNN when
the data set is small or disturbed by environmental noise.
Besides, training a CNN model requires more computation
than SVM, e.g., a complete CNN training process takes 80
seconds while the SVM only takes 3 seconds. Therefore,
considering the accuracy and costs, we finally choose SVM
as our classifier.

6.4

To explore the impact of training set size, i.e., the number
of feature blocks of each user in the training set, we vary
the size from 20 to 90. The experiment results shown in Fig.
22 indicate that with 90 feature blocks for each user, RFace
can achieve a FAR that is lower than 5.0% while retaining a
high ASR of about 95.5%. This result also shows that RFace
is user-friendly in user registration because collecting 90
feature blocks only takes 112.5 seconds approximately.

Impact of Training Set Size

6.5 Performance Towards Distance and Deflection Vari-
ations

In the distance experiment, we use the feature blocks col-
lected when the user’s face is placed in front of the tag array
10 centimeters as the training set. Then we vary the distance
between the tag array and the user from 5 centimeters
to 15 centimeters to evaluate the impact of distance. The
authentication results are shown in Fig. 23, in which we find
that large distance variation (i.e., far from 10 centimeters)
would cause ASR reduction. However, even if the difference
is 5 centimeters, the reduction scale is still acceptable (less
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than 6%), which proves that the DR algorithm is effective
at distance disturbance suppression and RFace is robust to
distance variation.

In the deflection experiment, we use the normal feature
blocks without deflection as the training data. Then we
collected testing data of two orientations (i.e., leaning cheeks
to left or right) of deflections. Specifically, we vary the
deflection angles from 5 degrees to 15 degrees. As in Fig.
24, it can be observed that even if the left or right deflection
is 15 degrees, RFace can still achieve a high ASR. Therefore,
DR is also effective in deflection impact suppression.

6.6 Attack and Defense

Attack Realizations: We evaluate our system against the
replay attack and three types of spoofing attacks: 2D spoof-
ing attack, 2D+ spoofing attack and 3D spoofing attack.
For the replay attack, we randomly select one RF signal
from the previous successful authentication data to deceive
RFace. We repeat the replay attack 100 times to evaluate
the security of RFace. For the 2D spoofing attack, there are
two attack methods including static and dynamic attacks,
which are respectively realized with photos and videos of
three victims (each authenticates 60 times) in front of the
tag array. For the 2D+ spoofing attack, we recruited 15
unregistered volunteers as attackers, each wearing a soft
PVC mask printed with the victim’s photo respectively. We
make three soft PVC masks with three victims’ photos and
each attacker wears each mask to attack RFace 60 times. For
the most challenging 3D spoofing attack, we launch attacks
by utilizing photosensitive resin to build three 1 : 1 scale
3D masks of victims, which simulate both 2D features and
precise depth features of the victim. Specifically, we also
pose each 3D printed mask in front of the tag array to
perform 3D spoofing attack 60 times. The setup of these
three types of attack is presented in Fig. 16.

TABLE 1: Comparison with previous work

System 2D Attack | 2D+ Attack| 3D Attack| Privacy
Resistance| Resistance | Resistance| Preserved
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Fig. 26: The impact of working frequency and distance
between antenna and tag array on ASR.

Defense Performance: We calculate the DSRs of the
above attacks. The DSR of the replay attack is 100% which
indicates that no replay attack succeeds in deceiving RFace
in the experiments. The high DSR demonstrates that RFace
can effectively defend against the replay attack. The spoof-
ing attack results are shown in Fig. 25, which indicates that
the DSRs for all three types of attacks are 100%. This is
because the confidence coefficients of the features provided
by attackers cannot reach our empirical threshold of 0.8.
The results indicate that the extracted inner biomaterial
feature is effective in defending against spoofing attacks.
Additionally, in order to further verify RFace’s ability to
defend against spoofing attacks, we conduct the poisoning
attack experiment. Specifically, in the poisoning attack, a
malicious user wears a soft PVC mask for registration, and
then a group of attackers wear the same soft PVC mask for
authentication. In this way, attackers can roughly simulate
both 2D structure features and biomaterial features of the
maliciously registered user. To evaluate RFace’s defense
ability against this attack, we add the RF signals of a user
wearing a soft PVC mask to the training data. Then, we
ask ten users wearing the same soft PVC mask to attack
RFace. It is worth noting that in the poisoning experiment,
no attacker succeeds in deceiving RFace. The reason is likely
to be the following two aspects. First, the 3D facial structures
of different users are various, so even if they wear the
same soft PVC mask, the 3D geometry features extracted
by RFace are inconsistent. Second, RF signals have excellent
penetrability, so the biomaterial features captured by RFace
should include both the soft PVC mask and the attacker’s
own facial biomaterial features. Therefore, even wearing the
same soft PVC mask, RFace can still distinguish the attacker.
Table 1 compares RFace with four advanced FA systems in
terms of spoofing attack defense ability. The results show
that, compared with other FA systems, RFace can protect
users’ privacy and defend against various spoofing attacks.

6.7

To explore the impacts of different experiment setups, we
vary the working frequency and the distance between the
antenna and the tag array respectively, and observe the
variation of authentication performance.

Firstly, we vary the working frequency of RFace from
920.38MHz to 924.38MHz with the step of 1Mz. The experi-
ment results are shown in Fig. 26(a). As we can observe, the
ASRs of different frequencies are very similar and they are
all higher than 95%. These results indicate that the variation
of working frequency has negligible impacts on RFace’s
authentication performance. By setting different working

Impact of Experimental Setup
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frequencies, multiple RFace systems can be deployed in
the same location without interference. Then, we vary the
distance between the antenna and the tag array from 20cm
to 40cm with a step of 5cm. The experiment results are
shown in Fig. 26(b), from which we can find the mean ASRs
are all around 95%. So, we can conclude that the distance
variation (within [20, 40]cm) has negligible impacts on au-
thentication performance. Thus, users can flexibly deploy
RFace according to their demands.

6.8

RFace extracts fusion facial features from both phase and
RSS data for facial authentication. To show the FA per-
formance when using different features, we utilize phase
difference, RSS difference and the combination of them to
conduct facial authentication, respectively. The experiment
results are shown in Fig. 27. We can find that when only
phase difference or RSS difference is used, the ASR is 89%
and 92%, respectively. The ASRs in these two cases are lower
than the ASR (95.6%) when using the combination of phase
difference and RSS difference. Moreover, the FAR of using
the combination of phase difference and RSS difference for
FA is 4.47%, which is lower than using only RSS or phase
for FA. It indicates that utilizing the combination of RSS and
phase can provide more facial characteristics and achieve
more reliable FA.

Impact of Different Features

6.9

To investigate whether RFace can support a larger user set,
similar to the experimental methodology in [35], we explore
how the performance of RFace changes as the number of
users increases. To this end, we increase the number of users
from 20 to 60 and calculate the corresponding FA accuracy.
As shown in Fig. 28, when the number of users reaches 60,
ASR is still higher than 95.5% and FAR is lower than 4.6%.
It indicates that the performance of RFace does not change
significantly as the user number increases. It also provides
encouraging signs that RFace has good scalability and can
be well applied in the access control of group clients.

Impact of User Number

6.10

To evaluate the impact of tag array size on FA performance,
we increase the number of tags from 2 x 2 to 7 x 7 and
analyze the changing trend of FA accuracy. As shown in
Fig. 29, we can find that the larger the tag array, the higher
the FA accuracy. When the size of the tag array is 7 * 7,

Impact of Tag Array Size
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RFace achieves the best performance with a high ASR of
95.6% and a low FAR of 4.47%. Moreover, we can observe
that when the tag array size is larger than 6 * 6, the ASR
is already higher than 95% and the FAR is lower than 5%.
This is because the 6 * 6 tag array is capable to cover most
of the human face, so it can capture enough facial features
to support FA. Therefore, when choosing the tag array for
FA, we recommend selecting the one whose size is similar
to the size of the human face. The reason is that when the
tag array is too big, it will not only capture the signals
reflected by the human face but also the signals reflected
by other irrelevant objects, thus resulting in a degradation
in authentication accuracy.

6.11

In order to explore the impact of different regions of the
tag array on feature extraction and further understand the
signal propagation theoretical model (Section 3), we conduct
experiments by utilizing the features captured by different
regions on the tag array for FA and calculate corresponding
accuracy. Specifically, taking the default 7 * 7 tag array as
an example, we divide the tag array into nine regions, and
each region is a 3 * 3 small tag array centered on the center
tag csubi..-C...Csupg respectively, as shown in Fig. 13. We
denote the 3 * 3 small tag arrays centered on cgypi...C...Csubs
as C1...C...C8, respectively. Then, we utilize the features
captured by the regions C'1...C'...C8 for FA. The results are
shown in Fig. 30. We can observe that the regions C2, C,
and C'7 have higher ASR and lower FAR than other regions.
This is most likely because these regions capture the signals
mainly reflected by the middle part of the human face,
which contains more face-related features. As illustrated in
Section 3, different tags can be mapped to different areas on
the human face, so the contribution of features captured by
different tags to FA depends on the discriminability of their
corresponding face area.

Impact of Different Regions of the Tag Array

6.12 User Study

We conduct a series of questionnaire surveys of 60 users
to evaluate the usability of RFace. Fig. 31 shows the spe-
cific questions in the questionnaire and the correspond-
ing results. Fig. 31(a) indicates that 88.4% of users think
that RFace offers additional advantages over vision-based
FA methods, e.g., privacy-preserving, anti-spoofing, and
robustness to light conditions. Additionally, 75% of users
think RFace is convenient and only 11.7% of users feel
uncomfortable when using RFace. As for the applicability,
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only 15% of users are unwilling to use RFace for FA daily
in the workplace. From these usability studies, we can find
that RFace is user-friendly and has the potential to comple-
ment and enhance existing FA systems in some challenging
scenarios.

7 RELATED WORK
7.1 Facial Authentication

FA has been extensively studied in both literature and
industrial communities. Existing FA systems can be divided
into vision-based ones [23, 36] and wireless signal-based
ones [37, 38, 39]. Vision-based approaches use RGB cameras
to collect facial information. They can achieve significantly
high accuracy and decent robustness. However, they also
have two major limitations, namely the risk of privacy leak-
age [7, 8] and vulnerability to spoofing attacks [23]. First, in
a camera-based FA service, the untrusted third-party server
may abuse users’ data, e.g., maliciously link users’ face
images to other sensitive data like health records, raising
privacy leakage concerns [8, 12]. Although researchers have
proposed some privacy-preserving solutions [9, 10, 11, 12],
e.g., using cryptographic protocol [9, 10, 11] and adding
differential privacy-based perturbation to original face im-
ages [12]. However, such privacy issues are not solved
fundamentally. Any untrusted third parties (e.g., the cam-
era manager) who own the original images still could
leak users’” privacy [12, 40]. On the other hand, traditional
camera-based FA systems are vulnerable to spoofing attacks.
They could be tricked by photos or videos [1, 3, 23, 38].
To address this problem, some advanced FA systems (e.g.,
Apple FacelD [41]) probe the 3D facial information of the
user before making authentication decisions. Nevertheless,
these systems still could be deceived by manipulated 3D
inputs (e.g., 3D printed face masks [42]).

To tackle these limitations, wireless-based FA sys-
tems are designed to utilize the human-eye impercepti-
ble wireless signal, e.g., acoustic [38], millimeter wave
(mmWave) [39] and RFID [37], for facial authentication.
For instance, EchoPrint [38] leverages acoustic signals to
capture the facial features and determine whether the object
in front of the sensor is a 3D one. Such an acoustic-based
FA system can protect users’ visual privacy as well as resist
2D spoofing attacks. However, it can not defend against the
more advanced 3D spoofing attacks. mmFace [39] utilizes
the mmWave signals to capture both the facial biometric fea-
tures and structure features, making it resilient to 2D and 3D
spoofing attacks. Nevertheless, its implementation requires

costly mmWave radar. Compared with mmWave and acous-
tic signals, RFID bears many advantages in implementing
FA. As another work using RFID for FA, RFacelD [37]
also employs passive RFID arrays to capture facial features.
Different from our work, RFacelD directly constructs a deep
neural network to extract facial features instead of building
a theoretical model like RFace to probe the correlation
between facial features and RF signals. Besides, RFacelD
requires the users to shake their faces during FA and there is
no strategy designed to defend against signal replay attacks.
RFacelD also did not measure its resistance to 2D, 2D+ and
3D spoofing attacks. Comparatively, RFace does not suffer
from these flaws. It builds a privacy-preserving FA system
with a low-cost RFID tag array. RFace does not require user
interaction and meanwhile defends against both spoofing
attacks (2D, 2D+ and 3D) and signal replay attacks.

7.2 RFID-based User Authentication

RFID has been developed to authenticate users’ identities
in recent years [43, 44]. Current RFID-based user authen-
tication approaches can be categorized into two groups
according to whether the user needs to touch the tags or
not: contact-based [28, 45, 46] and contact-free ones [47, 48].
In contact-based authentication systems, users are required
to touch the tags in a tag array. In this process, users’ bio-
material features (e.g., impedance [28], geometry [45], and
composition [45]), and behavioral features like touching pat-
terns and drawing habits [45] are embedded in the signals
and backscattered to the reader. As the user needs to either
carry a tag array or cooperatively interact with the system
(e.g., tapping with a specific rhythm [49]), these approaches
would bring inconvenience to users. By contrast, contact-
free methods usually require fewer interactions between the
users and the systems. To collect biomaterial features, users
only need to exhibit their body parts (e.g., hand [47]) to the
tag array. In this paper, we also seek for minimizing the
requirements for the users and propose RFace. In addition
to the user-friendly authentication manner, the security of
RFace is also greatly enhanced by the proposed replay de-
fense method (section 5.1). Compared with existing replay
defense approaches [20, 47], our approach bears two major
advantages: (1) Our approach does not modify the original
signals, while that in [20] adds elaborate noise in emitted
signals, which would destroy the biometrics contained in
the signals. (2) Our approach does not introduce extra
storage overhead, but that in [47] must store pre-used EPC
sequences in the database.



8 DiscussION

Practicality: (1). Accuracy: The experiment results show that
RFace achieves 95.7% authentication success rates and 4%
equal error rates. Although the FA accuracy of RFace is bet-
ter than another state-of-the-art RFID-based FA system [37],
we admit that the accuracy of RFace is not comparable to
current advanced camera-based FA systems. However, we
want to clarify that RFace is not designed to substitute the
camera-based methods, but instead shows the potential to
complement and enhance existing FA systems in some chal-
lenging scenarios, such as suffering from spoofing attacks
or privacy leakage. In practice, to increase the authentication
accuracy, if a user fails the authentication, RFace can conduct
a second-time authentication for the user. Increasing the
number of authentication attempts can effectively reduce
the false reject rate and the time required for each authenti-
cation is really short. (2). The number of users: The current
version of RFace is designed for the access control of group
clients in public institutions (e.g., communities, small- or
moderate-scale companies) or individual identification of
smart home devices. In these scenarios, the number of users
would not be as large as that of mobile applications, which
may be in a scale of millions. Moreover, according to the
evaluation results, RFace performs well when the amount
of users is on a moderate-scale.

Robustness: (1). Authentication distance: To ensure a high
authentication accuracy, we recommend that users pose
their faces close to the tag array. We believe such a re-
quirement on sensing distance can be satisfied in practical
authentication applications, e.g., access control at entrances
and individual identification of the smart home device.
(2). Obstacle: Like existing FA systems, the performance
of RFace would degrade if the line-of-sight (LOS) path
between the tag array and face is obstructed. However,
it is very rare that there are obstacles blocking the LOS
path in reality. Besides, obstacles can be easily detected and
users can remove them before authentication. (3). Interfer-
ence: Due to the openness of the physical world, the RF
signals emitted by the reader may be interfered by other
RF signal sources. However, the interference only functions
when these two kinds of signals are at the same frequency
band, while the devices operating under the permitted RFID
frequency range are not common in our daily life. Moreover,
thanks to this property, users can deploy multiple RFace
systems working at different frequency bands in the same
place to improve the authentication efficiency.

9 CONCLUSIONS

In this paper, we build a novel facial authentication sys-
tem named RFace with COTS RFID devices. RFace ensures
privacy-preserving and spoofing-resistant simultaneously.
We build a rigorous theoretical model to prove the feasibility
of extracting both 3D geometry and biomaterial features
from backscatter RFID signals. To enhance the security of
our system, we design a replay attack defense method by
specifying the tag reading order. In order to alleviate the
impact caused by position differences in real scenarios, we
design a novel disturbance resistance algorithm. We conduct
comprehensive evaluations with 30 participants in various
experiment settings. The results show that RFace achieves
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an ASR of 95.7% and an EER of 4.4%. More importantly,
RFace can effectively defeat spoofing attacks by jointly
considering 3D geometry and biomaterial features.
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