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Abstract

An air-gapped environment is widely regarded as a secure
measure against the leakage of sensitive information, as it
is physically isolated from insecure external networks. This
paper presents a new covert-channel attack named DiskSpy,
which reveals the risk of secretly sending sensitive informa-
tion from air-gapped environments by modulating hard disk
vibrations. In particular, DiskSpy leverages the vibrations of
commonly used storage devices, hard disk drives (HDDs),
in air-gapped computers to encode sensitive information. It
then employs millimeter-wave (mmWave) to sense these vi-
brations and decode the underlying data. In practice, HDD
vibrations are extremely weak and mmWave signals suffer
significant power attenuation in long-distance propagation. To
realize a practical attack at a long distance, we develop a novel
mmWave-based long-range um-level vibration sensing tech-
nique to push the limit of mmWave sensing. We implement
DiskSpy with commercial off-the-shelf (COTS) mmWave
radars and conduct extensive experiments. The experimen-
tal results show that even at a long attack range of 22m,
DiskSpy can send secret information to a remote mmWave
radar at 20bps with a BER lower than 1.2%. More impor-
tantly, DiskSpy has no restriction on the mounting manner
and placement of the HDD, and can launch attacks even in
the non-line-of-sight (NLOS) scenarios.

1 Introduction

With the prevalence of network threat techniques (e.g., ran-
somware [36], phishing [25], DDoS attacks [46] and advanced
persistent threats [7]), security-conscious organizations em-
ploy various measures to prevent the exfiltration of sensi-
tive information. Among these measures, establishing an
air-gapped network is believed highly effective and widely
adopted in many critical infrastructure sectors [33] such as
governmental computer systems and financial computer net-
works. In air-gapped environments, computers storing sensi-
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Figure 1: DiskSpy exfiltrates sensitive data from an air-gapped
computer by modulating its HDD vibrations and sensing the
vibrations with a mmWave radar.

tive information are physically isolated from unsecured net-
works and unauthorized users [12,31].

Although air-gapped networks can enhance security, they
are not immune to information leakage. For example, previous
studies have demonstrated that air-gapped computers could
be breached by covert-channel attacks. These attacks inject
malicious software into air-gapped computers and secretly
leak sensitive information to attackers (e.g., acoustic emission
from fan [19], RF leakage from display cable [16], thermal
emanation [4, 17]). The covertness of such channels makes it
difficult for security systems to detect and defend.

Existing covert-channel attacks targeting air-gapped com-
puters typically have the following drawbacks that limit their
impact on practical air-gapped systems. First, to build a covert
channel, attackers often exhibit abnormal behaviors (e.g., a
full load of CPU [17,21] or memory [15]), which raise sus-
picion of victims and can be easily detected. Second, due to
the properties of the media involved in constructing covert
channels, some covert channels (e.g., optical signal [14,20])
require line-of-sight (LOS) paths to compromised comput-
ers [17,19,31]. Furthermore, owing to the signal attenuation,
current covert-channel attacks [13, 17, 18] typically require
proximity to compromised devices, such as contact-based or



short-range sensing. Nevertheless, as the security-essential
organizations usually establish a strict boundary around con-
fidential areas, strictly prohibiting unauthorized devices [43],
these short-range covert-channel attacks can be effectively
detected and mitigated. These shortcomings limit their impact
on real-world air-gapped security systems.

By developing DiskSpy, this paper presents a new type
of covert-channel attack that could potentially pose a serious
security threat to existing air-gapped systems. As illustrated in
Fig. 1, DiskSpy secretly leaks the sensitive information from
an air-gapped computer by modulating the HDD vibration
of a compromised computer, while an attacker decodes the
leaked information by sensing and demodulating the vibration
with a COTS mmWave radar. As HDDs are widely used for
mass storage in air-gapped computers and mmWave radars are
readily available on the market, such a covert channel could
have a profound impact on security systems in operation.

We found building a covert channel using COTS HDD
and mmWave radar is indeed possible yet challenging. In
particular, such a covert channel poses an extremely high-
performance requirement in terms of sensing resolution (e.g.,
< 10um vibration) and sensing range (e.g., > 20m). Nev-
ertheless, current state-of-the-art mmWave-based vibration
sensing works [5,8,48,52] primarily focus on improving sens-
ing precision over a limited sensing range (1-5m). Obviously,
DiskSpy’s sensing requirements are beyond the sensing capa-
bility of existing solutions. The required sensing capability is
comparable to detecting the tiny motion of an ant (um-level)
on the ground from the top of an 8-story building (> 20m).
DiskSpy develops a series of novel techniques to covertly
send secret information by modulating HDD vibrations, and
sense and decode such information with mmWave sensing.

(1) How to modulate the HDD vibrations to establish
a stealthy and efficient covert channel. The covert channel
encodes sensitive information by modulating the vibration
statuses of the HDD. Ideally, the modulated vibrations should
assemble regular HDD vibrations for stealthiness and can be
rapidly changed for modulation efficiency. Based on the char-
acterization of HDDs, DiskSpy controls HDDs to generate
different vibration patterns with the seek operations of HDD
to encode sensitive information. Since the seek operations are
routine HDD operations and can be invoked frequently with
short intervals, DiskSpy can achieve a sufficiently high bit
rate for information leakage.

(2) How to sense the subtle HDD vibrations over long
distances and in NLOS scenarios using mmWave signals.
mmWave signals suffer significant free-space path loss, which
poses challenges in providing sufficient strength to sense the
vibration over long distances. Moreover, in NLOS scenar-
ios, obstacles like furniture and walls can block and reflect
mmWave signals leading to signal attenuation by several or-
ders of magnitude greater than those in LOS scenarios. To
solve this problem, we develop two strategies that work jointly
at both the transmitter (Tx) and receiver (Rx) ends of the

mmWave radar to meet the performance requirement of long-
range and NLOS vibration sensing. i) At the Tx of radar,
we propose an improved Tx beamforming method which
can effectively enhance the SNR of vibration signals, thus
improving the sensing range. Different from the traditional
communication-oriented Tx beamforming method [11], our
method is oriented by sensing. It can steer the formed beam
to a direction that is optimal for vibration sensing rather than
for communication. Meanwhile, since the formed beam con-
centrates energy and is directional, the beam can be steered
and reflected by objects in the environment to achieve NLOS
sensing of the target HDD. ii) At the Rx of radar, we propose
the phase coherent integration of multiple Rx antennas to fur-
ther amplify vibration signals caused by HDD modulations.
The two strategies working together empower DiskSpy with
unprecedented sensing resolution and range.

We implement DiskSpy solely with COTS components
such as TI mmWave radars and comprehensively evaluate its
performance under various experiment settings. The results
with various types of HDDs from four mainstream manufac-
turers demonstrate that DiskSpy can achieve a sufficiently
high data rate of 20bps with a Bit Error Rate (BER) below
1.2%. Furthermore, DiskSpy adapts to various HDD mount-
ing and placement (e.g., inside and outside of the chassis).
Moreover, DiskSpy is applicable to NLOS attack scenarios
over a significantly increased distance of up to 22m.

Our contributions are summarized as follows.

¢ We reveal the risk of a first-of-its-kind covert channel,
which leverages mmWave signals to sense modulated
HDD vibrations for leaking information from air-gapped
computers.

We develop a Tx-Rx co-optimization method to push the
limit of mmWave sensing in terms of sensing precision
and range. To our knowledge, we are the first to achieve
um-level vibration sensing at a long range of 22m with
COTS mmWave radar.

We implement a proof-of-concept system with COTS
HDDs and mmWave radars, and conduct extensive ex-
periments in various settings. Results demonstrate that
DiskSpy can leak secret data from air-gapped computers,
which poses serious threats to security systems.

2 Threat Model

Attack model. We consider an attack model as follows: Alice
has a computer containing sensitive information in an air-
gapped network. The attacker, Bob, attempts to steal sensitive
data from Alice’s computer outside the air-gapped environ-
ment. To this end, Bob needs to stay far away (>20m) from
Alice and perform data acquisition without raising Alice’s
awareness. Bob uses a mmWave radar to sense the vibrations



of the HDD on Alice’s air-gapped computer and extract the
modulated information.

Practicality consideration. Given the practicality of the at-
tack scenario, Bob is subject to the following constraints. (1)
No proximity: Alice is vigilant against shoulder-surfing [42]
or other attacks that can be observed through visual inspection.
Therefore, Bob needs to stay as far away from the air-gapped
computer as possible, let alone physically touch it or modify
its hardware. (2) No physical connection: Alice disconnects
the protected computer from external networks.

Attacker capability. Similar to the assumptions of conven-
tional covert-channel attacks [21], we assume that Bob has the
ability to install malware (only running in user space without
requiring root privilege) with DiskSpy capability on the target
computer. The malware is set to trigger at a specific time each
day to launch the covert-channel attack. This can be accom-
plished via many attack vectors, such as the time-based Logic
Bombs [6,30]. Furthermore, we also assume that the malware
can get access to certain sensitive data in the air-gapped net-
work. This can be achieved by using various methods such as
malicious insiders, supply chain attacks, and exploiting side-
channel [32] [1]. The data will then be modulated by HDD
vibrations and sensed by a mmWave radar. Moreover, we as-
sume Bob has no prior knowledge about the targeted HDD,
regardless of type, mounting manners, or vibration frequency.
Attack scenarios. Compared with existing covert-channel
attacks, DiskSpy can support the following three challenging
attack scenarios. (1) Long-range. Security-sensitive orga-
nizations usually establish a boundary to protect computers
storing sensitive information, strictly prohibiting unautho-
rized devices. This boundary successfully defends against
conventional short-range attack methods but falls short in
countering DiskSpy. DiskSpy, with long-range attack capabil-
ity, can conduct data infiltration outside the boundary. (2) Non-
line-of-sight. Different from traditional visible light, DiskSpy
makes new definitions of LOS and NLOS for mmWave sens-
ing. Specifically, LOS is the scenario in which mmWave sig-
nals can directly reach the target without reflection, while
NLOS is the scenario in which the LOS path is obstructed
by some materials impenetrable to mmWave, such as metal.
It is worth noting that when the obstacles are penetrable by
mmWave signals, such as thin wood and glass, these scenarios
are still categorized as LOS. Air-gapped computers are typi-
cally located in complex environments where LOS paths may
be completely blocked. In these intricate NLOS scenarios,
DiskSpy can still effectively conduct a covert-channel attack.
(3) Unknown air-gapped device’s location. In practice, due
to the random deployment and mobility of devices, the exact
position of the air-gapped device may be unknown to the at-
tacker, thereby escalating the challenge of launching an attack.
In this case, DiskSpy can still exfiltrate data even when the
HDD’s location is unknown. This is achieved by exploiting
the SNR of the HDD vibration signal to guide the mmWave
beam towards the HDD via either LOS or reflection paths.

3 Background
3.1 Hard Disk Driver

HDDs are widely used for mass storage in computers. Fig. 2
illustrates the structure of a typical HDD. A platter, coated
with magnetic material, stores data and rotates at a certain
speed. Data is read from or written to the platter by detecting
or changing the magnetization on its surface through the R/W
head. The surface of the platter is composed of circular tracks
that store data. Each track consists of multiple sectors, which
are the smallest storage units on the HDD. During seek oper-
ations, the HDD moves the actuator arm and the R/W head in
an arc to locate the target track. These movements cause HDD
vibration. Previous works [47] utilize the capacitive probe to
measure the amplitudes of HDD vibrations, revealing they are
typically less than 10um. In DiskSpy, we exploit these subtle
vibrations to encode secret information.

3.2 Vibration Sensing with mmWave

DiskSpy employs mmWave to capture the HDD vibration.
Generally, a mmWave radar transmits a chirp signal, whose
frequency increases linearly with time. The chirp signal can

be formulated as S7,(t) = eﬂ“(ffﬂr%z), where K and f, are
the slope of frequency and the starting frequency, respectively.
Assuming that there is a vibrating target (e.g., an HDD) and
the time-variant distance between the HDD and the mmWave

radar is denoted as R(¢), the received signal can be expressed

- c 2
as: Sk, (1) = cue/2neli=(2R()/e)+ KECROIAE) (o and

are the speed of light and the path loss, respectively.
The received signal will be mixed with the transmitted

signal. Then, we can get an intermediate frequency (IF) sig-
. 4nKR(t) . | AnfcR(t)
nal [34]: S(¢) = oSy, (¢)Sk, (1) = e/ )| Next,

we perform fast Fourier transform (Range-FFT) [39] on the
IF signal S(¢) to measure the signal s,(¢) reflected by the
vibrating target:

sr(t) = aexp(j(4mfeR(1)/c)). M

By tracking the phase changes, the mmWave radar can mea-
sure the vibration of the target object.

4 Characterizing Covert Channel

An HDD exhibits various vibration statuses under different
working modes. In this section, we first analyze the vibration
statuses of HDD. Then, we test the feasibility of sensing such
vibrations with mmWave to construct a covert channel.

4.1 Vibration Statuses of HDD

The vibration statuses of an HDD can be classified into the
following categories [29] [47]: static, idle vibration, and seek



Total View Seek Operation |

N\

3 Static

Spindle Motor

R/W Head

Figure 2: Structure of a hard Figure 3: Vibration frequency
disk driver. of the static HDD.

vibration. HDD is Static when the HDD is inactive (e.g.,
sleep mode). In this status, both the HDD platter and R/'W
head remain stationary. As shown in Fig. 3, the mmWave
signals reflected by a static HDD show no vibration. Idle
vibration occurs when the HDD platter spins while the R/'W
head remains stationary. Due to the hardware imperfection
(e.g., imbalance of the rotating platter), an HDD exhibits
idle vibration at a frequency corresponding to the rotational
speed of the platter [29], which can be calculated by RPM /60
(RPM is the revolutions per minute of the HDD). As shown
in Fig. 4, we utilize a mmWave radar to capture the idle
vibration generated by an HDD spinning at 7200 RPM. With
the frequency domain analysis on the phase of mmWave
signals, we can detect an idle vibration at the frequency of
fo =7200/60 = 120Hz. It is worth noting that the RPM of
an HDD (corresponding to the frequency of idle vibration)
is typically stable when the HDD is in active mode. Seek
vibration can be generated by the seek operation of the HDD.
When the actuator moves the R/W head to a specific track
to access data, the acceleration of the head and the applied
force cause a slight vibration of the HDD [29]. As shown in
Fig. 5, we set the HDD to perform seek operation repeatedly
over a period, e.g., oscillating the R/W head between sector A
and sector B, and utilize the mmWave radar to sense the seek
vibration. We find that along with the idle vibration at the
frequency of fy = 120Hz, the seek operations also generate
an additional frequency component f;.

A simple yet inefficient solution to build a covert channel
can be alternating between the static and the idle vibration.
However, this strawman solution has two key limitations: (1)
Low efficiency. It requires the HDD to alternate between
inactive and active mode. Waking up the HDD from inactive
mode usually takes a long time (e.g., a few seconds), which
limits the data rate. (2) Lack of stealthiness. Setting the HDD
to inactive mode will interrupt the normal use of the HDD.
Instead, we build a covert channel by alternating between the
idle vibration and the seek vibration.

4.2 Sensing HDD Vibrations with mmWave

Harnessing idle and seek vibrations for a covert-channel
attack requires accurate detection of these vibrations with
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mmWave. To test its feasibility, we start with a simplified
experiment and then elaborate on our design considerations.

4.2.1 Modeling Vibration Sensing

In the HDD-mmWave covert channel, an HDD is positioned in
front of the mmWave radar at an angle of 8 and the distance
between the HDD and radar is Ry, as shown in Fig. 6. When
the HDD generates seek vibrations, according to Eq. 1, the
phase of the received IF signal reflected from the HDD can
be represented as:

o(r) = (e

(Ro+v(2) - cosat) 4 Oppise) mod 2. (2)
—_———

V(1)

Oroise 18 the noise in the phase value. v(¢) is the time-varying
micro-displacement produced by the seek vibration. o is the
misaligned angle between the seek vibration and the radar
sensing directions. This means the vibration displacement
V() measured by the mmWave radar is the projection of v(¢)
along the sensing direction. According to Sec. 4.1, the seek
vibration has two primary frequency components, so v(¢) can
be represented as:

v(t) = Agsin (2 fot) +Ajsin (2 fit), 3)
where Ag and A| represent the amplitudes of vibrations caused
by platter rotation and R/W head movement, respectively.
According to Eq. 2 and Eq. 3, the value of phase ¢ can reveal
the vibration amplitude. However, since both Ag and A are
tiny, i.e., smaller than 10um [47], it is difficult to directly
detect and differentiate idle and seek vibrations based on
amplitudes. Fig. 7(a) plots the vibration signal of an HDD
(7200 RPM) captured by the radar when the HDD executes
the “seek-idle-seek” command. It is hard to distinguish these
two vibration statuses by measuring the amplitudes.

4.2.2 Sensing HDD Vibrations Based on Frequency

We aim to detect and differentiate different vibration statuses
through frequency analysis. According to Sec. 4.1, idle vibra-
tion exhibits a single primary frequency component fy, while
seek vibration has two components, fo and f;. Consequently,
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the distinction between these two vibrations hinges on the
detection of fi. Unlike the fixed platter rotation frequency
fo, the frequency f] aroused by R/W head movement is af-
fected by many factors. In the following, we will explore f;
by analyzing the time it takes to move the R/W head to the
desired track (i.e., the seek time). The seek time T consists of
two parts: the time 7, to start the actuator arm and the time to
move the R/W head to the desired track. We can calculate the
seek time as Ty = Tj, +m * T;, where m is the number of tracks
to move and 7; is the time required to move the R/W head
between adjacent tracks. Among these parameters, 7, and 7;
are primarily determined by the disk type. m depends on the
start and the end positions of the R/W head. Therefore, the
seek time T is not constant but depends on various factors.
Essentially, for different HDDs and different seek commands,
the frequency f; can be different.

To address this issue, we explore an adaptive method to find
the R/W head movement frequency f;. Specifically, assuming
that we know the statuses of HDD vibration switching within
a short period of time, e.g., “seek-idle-seek”. We collect the
mmWave signal during this period and perform the Short-
Time Fourier Transform (STFT) to generate the spectrogram,
as shown in Fig. 8. This spectrogram can reveal the energy
distribution of the vibration signals in different frequency
bands. When the HDD performs the “seek-idle-seek” vibra-
tion sequence, the vibration energy corresponding to the R/'W
head movement frequency f; will also have a correspond-
ing “high-low-high” sequence. Therefore, the key question
becomes how to reliably detect a frequency band (with a vary-
ing f1) whose time-variant energy resembles a predefined
pattern (e.g., “seek-idle-seek’). As shown in Fig. 8, we set a
small frequency window with an interval of 2Hz. Then, we
slide the frequency window along the spectrogram. For each
frequency window, at each time sampling point, we sum the
energy associated with all frequencies within that window.
The summed energy represents the energy level of the HDD
vibration within that frequency window. We apply a typical
matched filter [2] with the specified pattern (e.g., “high-low-
high” sequence) to the energy level of each frequency window
to infer the f| location. Fig. 8 shows the output after applying
the matched filter, denoted as correlation value, which can
reveal the correlation between the input energy level and the
specified pattern. Thus, the frequency corresponding to the
highest correlation value p; can be regarded as fi.

To demonstrate the effectiveness of our frequency deter-
mination method, we use it to determine f; of the aforemen-
tioned “seek-idle-seek’ vibration sequence. Then, we exploit
a bandpass filter with its lower and upper stopping frequencies
set according to fi, to process the signals. Fig. 7(b) shows the
results. Compared with the raw vibration signal (Fig. 7(a)),
the vibration caused by the movement of the R/W head is
more prominent. Meanwhile, we find that the seek and idle
vibrations can be clearly distinguished by frequency analysis.

5 DiskSpy Design

5.1 DiskSpy Architecture

We propose DiskSpy, a long-range covert-channel attack that
can exfiltrate sensitive data on an air-gapped computer from
its HDD via mmWave sensing. As illustrated in Fig. 9, at a
high level, the architecture of DiskSpy consists of two mod-
ules: the initiator (enabled by the HDD) and the responder
(enabled by the mmWave radar).

At the initiator end, DiskSpy first gets access to the sensi-
tive data on the air-gapped computer via infiltrated malicious
code. Then, the data will be encoded into HDD vibrations
(i.e., the transitions between the idle and seek vibration sta-
tuses) according to our information encoding scheme and
transmitted in the form of a packet.

At the responder end, DiskSpy utilizes a mmWave radar
to continuously interrogate the HDD to remotely sense its
vibration statuses. Subsequently, the captured vibration sta-
tuses will be translated into sensitive information based on
our proposed vibration decoding scheme.

However, conducting a long-range covert-channel attack
via remote sensing of HDD vibrations is challenging due to
the significant free-space path loss of the mmWave signal and
the extremely low amplitude of HDD vibrations. To this end,
we propose a long-range subtle vibration sensing approach
(Sec. 5.2) and then design DiskSpy’s initiator and responder
based on this approach (Sec. 5.3).

5.2 Long-range Subtle Vibration Sensing

The key to conducting a long-range covert-channel attack is
to ensure a high SNR of the recovered vibration signals. To
this end, DiskSpy proposes a joint optimization strategy that
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Figure 9: Architecture of DiskSpy.

improves the SNR of vibration signals at both the Tx and Rx
ends of the mmWave radar.

5.2.1 Key Challenges

According to Eq. 2, the seek vibration v/(¢) can be measured
by the phase (¢) of the received mmWave signal S(z). To ac-
curately sense the seek vibration, it is crucial to ensure that
the SNR of the measured vibration signal v/ (¢) (denoted as
SNR, 1)) is sufficiently high. However, as the attack dis-
tance increases, detecting seek vibrations becomes more
challenging due to the decrease of SNR, ). Specifically,
SNR, ;) can be calculated as the ratio of the power of the mea-

_ PMY(1)

sured vibration signal to that of noise, i.e., SNRV/(I) = Plwoise)"
Here, the noise power P(noise) = P(Ng(;)) + P(Nother) con-
sists of two components. Ny ;) denotes the noise arising from
the channel noise of S(7). N,per represents other noises unre-
lated to S(¢) channel, such as the noise caused by imperfect
phase estimation owing to the limited resolution of Range-
FFT [9, 28]. As the attack distance increases, S(¢) suffers
free-space path loss [39], leading to an exponential growth of
the channel noise of S(¢) and its corresponding noise power
P(Ng(;)- In this case, the value of SNR,/(;) will decrease sig-
nificantly, thereby posing a substantial challenge in conduct-
ing a long-range attack.

To further illustrate the impact of the attack distance on our
covert channel, we compare the performance of recovering
seek vibration under different attack distances. Fig. 10 shows
the recovered HDD vibration when the attack distance is
set to 1, 18, and 22m, respectively. The HDD performs the
“seek-idle-seek” vibration sequence. It can be observed that
when the distance increases to 18m (Fig. 10(b)) or 22m (Fig.
10(c)), the measured phases of seek vibration are completely
overwhelmed by the noise.

To address this challenge, we propose a long-range subtle
vibration sensing technology encompassing two strategies for
decreasing the aforementioned two noises Ny and N, e, to
enhance SNR,/ ;). These two strategies are implemented at
the Tx end and the Rx end of the mmWave radar, respectively.
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Figure 10: Vibration signals captured in normal mode without
any vibration SNR improvement at different attack distances.

They work jointly to optimize the SNR of vibration signals,
thus enabling long-range subtle vibration sensing.

5.2.2 Tx-end Optimization

At the Tx end of mmWave radar, we focus on mitigating the
noise Ng(;) to improve SNR,(;). To this end, we first analyze
the impact of Ng(,) on SNR,(;) and then describe the method
to suppress this impact.

Impact of Ng(,) on SNR,/(;y. According to the typical parame-
ter estimator Cramer Rao lower bounds [9], the power of N,

can be calculated as: P(Ng(;)) = g where 1 de-

2
16nrt2f}SNRS(,
notes the sampling coefficient and it is regarded as a constant
in our work. SNRg;) represents the SNR of the mmWave sig-
nal channel S(¢). It is worth noting that the difference between
SNRg(;) and SNR,(; is that SNR,(;) measures the SNR of the
vibration signal V/(r) extracted from S(¢). In other words,
SNR, ;) assesses the quality of the phase of S(). As the at-
tack distance increases, SNRsm will decrease, thus increasing
the value of the noise power P(Ng(,)). A high noise interfer-
ence leads to a low SNR,,(;), making it difficult to accurately
sense the subtle vibration signal. Therefore, to maintain a high
SNR, ;) under long-range attack conditions, it is essential to
enhance SNRg;).

Vibration SNR-guided Tx beamforming. An intuitive way
to enhance SNRg;) is to employ traditional Tx beamform-
ing technology [38]. In the Tx beamforming mode, multiple
antennas emit signals simultaneously to form a narrow high-
energy beam. The formed beam is then steered towards an
optimal direction to amplify the signal energy at the target
location. To find the optimal steering direction, the standard
beam steering method will sweep the beam in the space to
find the direction with the strongest reflection, i.e., the one
with the highest SNRy(;). However, this traditional method
cannot be directly applied to enhance SNR,(;), due to the
misalignment of sensing direction (the direction of S(¢)) and
the vibration direction (the direction of v(z)).

To provide an in-depth explanation of this issue, we build a
vibration sensing model by analyzing the signal propagation
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process, as shown in Fig. 11. Without losing the effective-
ness of modeling, taking the simplest LOS scenario as an
example, the traditional Tx beamforming method will directly
steer the beam towards the target object to obtain the best
SNRs(;). However, in this case, there is an angle o0 = f(89)
between the vibration direction and sensing direction (de-
noted as O¢ in Fig. 11). As the Tx sweeps the beam to find
the optimal beam direction, i.e., changes the angle 0, o will
vary accordingly, altering the value of measured vibration sig-
nal v/ (¢) = v(¢) - cosa.. This implies that variations in 6y will
simultaneously affect two factors of SNR, (), i.e., P(v'(¢))
and P(Ng(;). Traditional Tx beamforming method only finds
the optimal direction 6y with the minimum value of P(Ng()
without considering the impact on P(V'(¢)). Therefore, the
direction identified by the traditional method may not corre-
spond to the optimal SNR,/(;). Then, we conduct a verification
experiment. As shown in Fig. 12, we steer the Tx beam along
two paths towards the HDD, respectively. Path 1 follows the
LOS path and Path 2 follows the reflection path. In Path 1,
there is an angle o between the sensing direction and the
vibration direction, while in Path 2, o = 0. Fig. 12(b) shows
SNRs(;) under these two different paths. It can be observed
that, due to the smaller path loss in Path 1, the signal strength
of S() corresponding to Path 1 is higher than that of Path 2,
i.e., SNRg(;) of Path 1 is higher than that of Path 2. Therefore,
the traditional Tx beamforming method will choose Path 1 as
the optimal direction. However, according to Fig. 12(c), the
quality of the vibration signal recovered by the mmWave sig-
nal along Path 1 is lower than that along Path 2, i.e., SNRV/(I)
of Path 1 is lower than that of Path 2. Therefore, traditional
Tx beamforming is not applicable to our work.

To this end, we propose an improved Tx beamforming
method guided by SNR,/(;). This method takes into account
the impact of both P(+/(¢)) and P(Ng(;y) on SNR,() simul-
taneously. Specifically, when launching a long-range attack
to an HDD with an unknown location in a new scenario, the
attacker can sweep the direction of the Tx beam (8) and cal-
culate SNR,/(;) for each 8. Among all directions, the direction
with the highest SNR,/(;) will be regarded as the optimal angle
for sensing. The calculation of SNR,/ () involves three steps.
Firstly, we perform Range-FFT on the received mmWave
signals and extract the phase g g, (f) for each range bin R;.
Then, we extract the vibration signal vg p (t) from ¢ g, (t)
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Figure 12: The SNRg;) along Path 1 is higher than along Path
2, while the SNR,(;) along Path 1 is lower than along Path 2.

according to Eq. 2. Finally, according to the HDD vibration
frequency, e.g., fo, we apply a bandpass filter (BPF) to v{i & (1)
and calculate its vibration SNR as

e, PBPFU g 0).50) “

o P(vy g, (1)) — P(BPF (v ,(1). o))

When applying the vibration SNR-guided Tx beamforming
approach in the real attack scenario, we choose the idle vi-
bration of the HDD as the one measured by SNR,, ;). This is
because the idle vibration always exists, requiring no manual
intervention. In this case, the cutoff frequencies of the band-
pass filter are set according to the typical RPMs of modern
consumer-grade HDDs.

With the help of vibration SNR-guided Tx beamforming,
the attack distance can be significantly extended. As shown in
Fig. 13, the vibration statuses of the HDD can be accurately
captured even when the attack distance is 18m.

5.2.3 Rx-end Optimization

To detect the tiny vibration at a long-range, merely decreas-
ing the impact of noise from Ng) may not be sufficient as
illustrated in Fig. 13(c). To further improve the sensing dis-
tance, we also need to mitigate the impact of another noise
component Nyp.r, as illustrated in Sec. 5.2.1. The noise Nysper
is generated during the phase estimation process. Specifically,
according to Sec. 3.2, we perform Range-FFT on the received
mmWave signal to estimate the phase at the target bin for
vibration signal recovery. Nevertheless, due to the limited
resolution of the Range-FFT, the residual phase caused by im-
perfect target bin estimation introduces noise to the measured
vibration signal, i.e., Nyper. Concerning the subtle vibrations
of HDD, the minor impact of the noise Ny, may become
substantial. Therefore, at the Rx end of radar, we propose
the multi-RX phase coherent integration algorithm, which
combines multiple Rx antennas to suppress the noise Nype;-
The multi-RX phase coherent integration algorithm
is designed based on our key observation that the vi-
bration signals sensed by different Rx antennas exhibit
coherence, i.e., they share the same initial phase. As
shown in Fig. 11, due to the arrangement of Rx antennas,
the mmWave signal reflected by the HDD and received
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Figure 13: Vibration signals reinforced only by employing Tx
optimization under different attack distances.

by Rx2 will travel an additional distance dsin6y than the
one received by Rx1. This additional distance leads to
discrepancies in the sampling delay of the vibration sig-
nal, meaning that Rx1 and Rx2 sample the same vibration
signal at different time instances. Therefore, according to
Eq. 3, the HDD vibration recovered by the j-th Rx an-
tenna can be represented as vy () = Aosin (21for + ¢y, ;) +

Arsin (2nfit + 0, 7). 077 = 2nfo(j— 1) - 2% and ¢y, ; =
2nfi(j—1)- @ are the phase differences between the
j-th Rx and the Ist Rx due to the sampling delay. Note
that the vibration frequencies (both fy and f;) of the HDD
are around 100Hz, and the speed of light ¢ = 3 x 108m/s.
Therefore, the values of ¢y, ; and ¢y, ; are approximately
0, i.e., the initial phases of the vibration signals recovered
by different Rx antennas are synchronized. To improve the
SNR,;), inspired by the coherent integration [40], we accu-
mulate the phase-synchronous vibration signals recovered
by multiple Rx antennas. In this case, the coherent vibra-
tion signal power will be amplified by N?, while the ran-
dom and irregular noise power increased by N. Therefore,
after the coherent integration, SNR,/(;) can be calculated as

SNR\/(t) _ NPV (1) =N P(V (1))

= NP(Noyer) Vo) ? i.e., SNRv/(,) has been am-
plified by N times. Different from conventional coherent in-
tegration in radar signal processing [51], we are the first to
apply the coherent integration to the phase of mmWave signal
rather than the mmWave signal itself, thus directly boost-
ing the SNR,(;). Furthermore, the conventional method often
requires multiple signal collections within a specific time
interval to obtain coherent signals. This implies a trade-off,
sacrificing time to enhance the SNR. However, our research
reveals the coherence in vibration signals obtained by differ-
ent Rx antennas. This discovery enables us to achieve SNR
improvement within a shorter time.

Fig. 14 depicts the effectiveness of recovering the HDD
vibration statuses after employing vibration signal SNR im-
provement at both the Tx and Rx ends. Notably, DiskSpy
exhibits excellent accuracy in capturing the tiny vibration of
the HDD even when the attack distance is as long as 22m.
This capability effectively supports the feasibility of practical
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Figure 14: Vibration signals reinforced by employing Tx-Rx
optimization under different attack distances.

long-distance covert-channel attacks.

5.3 Design of Initiator and Responder
5.3.1 DiskSpy Initiator

The goal of DiskSpy’s initiator is to encode the sensitive data
into HDD vibrations covertly. However, to establish a practi-
cal covert channel, DiskSpy’s initiator needs to address two
technical challenges. (1) Enabling vibration decoding. Since
the seek vibration parameters (e.g., frequency and amplitude)
are affected by the seek operations used in DiskSpy’s initiator
(according to Sec. 4.2.2), the vibration decoding parameters
on DiskSpy’s responder need to synchronize with the initiator
dynamically. (2) Handling large-scale data. Extended trans-
mission times due to large data size may increase the risk of
system interruptions, thus compromising the transmission pro-
cess. To solve these challenges, we propose a data encoding
scheme, and its pseudocode is presented in Appendix A. This
scheme designs a packet structure and divides the sensitive
data into multiple packets for bit encoding.
Packet division. To facilitate vibration decoding, the packet
structure consists of a packet header and a payload part. The
header is set to “101” sequence, which serves three purposes.
(1) Marking the beginning of the transmission. (2) Determin-
ing the frequency f; of R/W head movement. As mentioned
in Sec. 4.2.2, the value of f is affected by the seek operations
utilized in bit encoding. The specific vibration pattern of the
header can be utilized by DiskSpy’s responder to determine
f1- (3) Providing criteria for decoding. Based on the header,
we can also calculate the vibration amplitudes of ‘1’ and ‘0’,
which provide criteria for the subsequent data decoding. We
will detail how to determine f; and the vibration amplitude in
Sec. 5.3.2. The payload carries the sensitive data that needs
to be transmitted and its length is fixed, denoted as length,,.
If the length of the remaining untransmitted data is less than
length,, we will append zeros at the end of the payload.

To support large-scale data transmission, the data encod-
ing scheme divides sensitive data into multiple packets for
transmission and maintains a record of the current packet
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being transmitted, i.e., index,. In the event of a system inter-
ruption, the data transmission task will pause and preserve
index,. Upon task recovery, the transmission resumes from
the recorded index index,, ensuring seamless continuity in
the data transmission process. At the end of the data encod-
ing, DiskSpy’s initiator will send a flag (flag.,q) to inform
DiskSpy’s responder that the data encoding process is com-
pleted and convey the total length of sensitive data.

Bit encoding. After packet division, we will encode bits in
the packets into HDD vibrations. As introduced in Sec. 4.1,
DiskSpy selects two natural HDD vibration statuses: idle vi-
bration and seek vibration, for bit encoding. Specifically, we
design the bit encoding function, i.e., bitEncoding, to seam-
lessly transition between these two statuses, facilitating effec-
tive data encoding. In bitEncoding, we employ on-off keying
(OOK) modulation: the presence of the vibration aroused
by R/W head movement (seek vibration) for a duration of
T, represents bit 1, while its absence (idle vibration) for a
duration of Ty represents bit 0. Bit ‘1°/‘0’ can be generated
by moving/fixing the R/W head with/without seek operation.
It is worth noting that to enhance the stealthiness of DiskSpy,
bitEncoding uses files’ positions on the HDD as the source
address (addressg) and destination address (address;) for
seek operations. Since these addresses are file positions rather
than sector numbers, root permissions are not required. The
implementation of the bitEncoding function is described in
Appendix A. When transmitting ‘1°, bit_encoding invokes
seek operations, repeatedly moving the R/W head between
address; and addressy. To transmit ‘0’, the R/W head re-
mains stationary. To ensure precise manipulation of the HDD
statuses, we disable the disk cache, eliminating timing delays
and inconsistencies in vibration generation.

5.3.2 DiskSpy Responder

At the responder end, DiskSpy first employs the long-range
subtle vibration sensing approach to remotely sense HDD
vibrations. Then, we design a vibration decoding method
to decode the HDD vibration signals (formed in the packet
structure) to get meaningful sensitive data. The vibration
decoding method involves two steps: (1) detecting the packet
header to determine the frequency f; and the amplitude of

Figure 16: Experiment setup.
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the seek vibration, (2) decoding the payload section of the
packet according to the obtained f; and the amplitude. Then,
we present the details of the vibration decoding method.

To locate the beginning of data transmission, we first need
to detect the packet header. As aforementioned, the vibration
pattern of the header is “101”. Therefore, we set a time win-
dow Wjeaqer based on the duration of the header and slide
it along the vibration signal to find the “101” vibration se-
quence. Specifically, in each Wj44.,, we utilize the adaptive
R/W head movement frequency determination method pro-
posed in Sec. 4.2.2 to find the candidate f; and its correlation
value p;. As a result, we obtain a candidate f; list and its
correlation value list [p1.1, - P14, ’pl-,NstepL where pj x
represents the correlation value of the k-th Wyeqqer and Nyep
is the total sliding steps of Wjyeuq.-. Next, we find out the
maximum correlation value P,y in the correlation value list
and compare it with a pre-defined threshold pspre. If Prax Sur-
passes the threshold, the header is regarded as the Wjeqger
where we get P4y, and the corresponding candidate f is the
authentic R/W head movement frequency.

After getting the header and f1, we also need to determine
the vibration amplitude of a 1’ and a ’0’. Based on f}, we
exploit a bandpass filter to extract the vibration aroused by
R/W head movement. Since we adopt the OOK modulation,
the amplitude of the vibration signal serves as a direct de-
coding indicator. Specifically, based on the amplitude of bit
17 (Apir1) and bit "0 (Api0), we set an amplitude threshold
Aspre = (Apir1 +Apiro) /2. If the majority (60%) of the vibra-
tion amplitude in a symbol duration is higher than A, this
symbol is decoded as ‘1°, otherwise, it is ‘0’.

6 Implementation

As shown in Fig. 15, we prototype DiskSpy with COTS
mmWave radar components, including a mmWave radar board
and a data acquisition board.

mmWave radar board. The mmWave radar board consists
of four Texas Instruments (TT) AWR2243P [26] radar chips.
Each chip contains three transmitting antennas and four re-
ceiving antennas. As shown in Fig. 15, all antennas on the
radar board form two linear arrays: a Tx antenna array con-
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Figure 18: Performance on various HDD models.

sisting of 12 uniformly spaced transmitting antennas and an
Rx antenna array consisting of 16 receiving antennas. Tx
antennas send 10000 FMCW chirp signals per second. For
each chirp signal, the starting frequency is f. = 77GHz and
the frequency slope is K = 78.986MHz/us. To realize the
vibration SNR-guided Tx beamforming, we first sweep the
Tx beam between [—90°,90°] with a step of 2° to identify the
optimal beam direction. Note that the beam sweeping only
needs to be performed once for each attack scenario to detect
the target HDD (the HDD location is unknown in advance),
which takes around 18s in total. Then, utilizing the mmWave
Studio, a software tool provided by TI, we can assign the
initial phase for each Tx antenna and let all Tx antennas emit
signals simultaneously, enabling the formation of a high-gain
beam towards the HDD.

Data acquisition board. We capture the raw mmWave sig-
nals at high speed using the TT MMWCAS-DSP-EVM [27]
data acquisition board. The captured data are then transmitted
to a PC with Intel(R) Core(TM) i5-8250U CPU and 8 GB
RAM. The data processing algorithms are implemented by
Python and MATLAB.

7 Evaluation

7.1 Experimental Setting

Setup and data collection. As shown in Fig. 16, we evaluate
the performance of DiskSpy in two typical usage scenarios of
HDD: external connection to a computer and internal mount-
ing within the chassis. Under these two scenarios, we also
evaluate DiskSpy in four different HDD mounting manners
(one in the external connection scenario and three in the inter-
nal mounting scenario as shown in Fig. 17). The target HDDs
are located in a varied range up to 26m (HDD distance) away
from the radar. The relative angle (HDD angle) between the
HDD and the radar is denoted as 0 varied in the range of
[—60°,60°]. At the initiator end of DiskSpy, we manipulate
the vibration statuses of the HDDs to transmit secret data. By
default, the HDD distance and angle are set to 10m and 0°,
respectively. The time slots for encoding Os and s are set
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Figure 19: Performance on different attack distances and
attack orientations.

to Ty = 25ms and T1 = 100ms, respectively, with a bit rate
of 16bps. We test DiskSpy with 9 different models of HDDs
(listed in Fig. 18) from four mainstream manufacturers (Sea-
gate, Western Digital, Toshiba and Hitachi). In each trial, we
randomly transmit 300 bits and record them as ground truth.
for comparison.

Metric. We set two metrics to quantify the effectiveness of
DiskSpy: bit error rate (BER) [53] and signal-to-noise ratio
(SNR) [15]. BER represents the accuracy of data transmis-
sion. It is the ratio of the number of incorrectly recognized
bits to that of all received bits. SNR is defined by the ratio of
the strength of the recovered vibration signal to that of back-
ground noise, which measures the quality of the recovered
signal.

7.2 Overall Performance

In this section, we assess the bit transmission efficacy of the
covert channel. To evaluate the performance of DiskSpy com-
prehensively, we also compare it with a benchmark (Tx bf),
which only considers vibration SNR-guided Tx beamforming
at the Tx end of radar without performing multi-Rx phase
coherent integration at the Rx end. The BERs of nine HDDs
are shown in Fig. 18. It can be seen that the average BER of
DiskSpy is 0.65%, while that of the Tx bf method is as high
as 8.54%. Hence, our multi-Rx phase coherent integration
approach can effectively improve the data recovery perfor-
mance. With these two strategies, Seagate BarraCuda 5400,2T
has the smallest BER of 0.47%. Although Hitachi 7200,1T
shows the worst performance, its BER is still less than 0.94%.
This demonstrates that DiskSpy can accurately recover the
information transmitted via HDD vibrations.

7.3 Distance and Orientation

Owing to the random deployment and mobility of air-gapped
devices, the position of the HDD may not be fixed, e.g., var-
ied distance and orientation. To evaluate the practicality of
DiskSpy, we conduct two experiments with Seagate Pipline
7200, 2T HDD under varying HDD distances and angles.

Distance. We first evaluate the impact of HDD distance on
DiskSpy at a fixed bit rate, and then explore the tradeoff



Table 1: Tradeoff between HDD distance, bit rate, and BER.

Metrics HDD Distance
2m 10 m 18 m 26 m
Bit rate 20bps 20bps 16bps 2bps
BER 1.04% 1.15% 0.83% 0.87%
SNR 32.02dB | 30.36dB | 40.66dB | 36.88dB

among HDD distance, bit rate, and BER. In the first experi-
ment, we fix the HDD angle at 0° and vary the HDD distance
from 2m to 22m with a step of 4m. In this experiment, the
data transmission bit rate is set to the default 16bps. Fig. 19(a)
shows the BERs and SNRs corresponding to each HDD dis-
tance. It can be observed that when the HDD distance in-
creases from 2m to 22m, the BER only increases from 0.63%
t0 0.94%, while the SNR only drops from 51.01dB to 33.76dB.
This indicates that the performance of DiskSpy will degrade
as the HDD distance increases, while DiskSpy still performs
well within 22m, i.e., BER<1% when the bit rate is 16bps. To
further assess DiskSpy’s performance at a longer distance, we
extend the HDD distance to 26m while maintaining the bit rate
at 16bps. In this case, we find that the performance of DiskSpy
will drop significantly, i.e., the BER>10%. This result implies
that at a longer distance of 26m, DiskSpy cannot support high
bit rate data transmission. Then, to demonstrate this issue, we
explore the tradeoff among HDD distance, bit rate, and BER.
Specifically, we measure the maximum bit rates at different
HDD distances to ensure that the BER maintains within an
acceptable range, i.e., BER<1.2%. Tab. | shows the results.
‘We can observe that, as the HDD distance increases, the maxi-
mum bit rate that satisfies BER<1.2% gradually decreases. In
particular, at the HDD distances of 2m and 10m, the maximum
bit rate reaches 20bps. When the HDD distance is increased
to 18m, the maximum bit rate drops to 16bps, and when the
distance is further increased to 26m, the maximum bit rate
plummets to 2bps. To investigate DiskSpy’s capability to han-
dle higher bit rates at 26m, we further assess its performance
at a bit rate of Sbps and find that the BER increases to 5.92%,
exceeding the acceptable range. Furthermore, according to
Fig. 19(a) and Tab. 1, we can also find that the SNR is affected
by both HDD distance and bit rate. Specifically, as the bit rate
increases from 16bps (Fig. 19(a)) to 20bps (Tab. 1), the SNRs
for HDD distances of 2m and 10m decrease from 51dB and
48dB to 32.02dB and 30.36dB, respectively. These experi-
mental results reveal that DiskSpy can achieve effective and
accurate sensitive data transmission within 22m. Neverthe-
less, to launch attacks over a longer distance, attackers need
to reduce the bit rate to retain the reliability of information
transmission.

Orientation. In this experiment, we fix the HDD distance at
10m and vary the HDD angle from —60° to 60° in a step of
15°. Fig. 19(b) presents the BERs and SNRs corresponding
to each HDD angle. It can be found that at all HDD angles,
the BER remains below 0.8%, while the SNR consistently
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Figure 20: Performance in LOS and NLOS attack scenarios.

exceeds 42dB. Therefore, under a relatively long distance, the
position of the HDD does not impact the attack effectiveness
too much.

7.4 Robustness Study

We use Seagate Pipline 7200, 2T HDD to assess DiskSpy’s
NLOS performance and the impact of various environmental
factors.

NLOS. In practice, obstacles like tables and cabinets may
block the line-of-sight path between the radar and the air-
gapped device. To investigate DiskSpy’s performance under
NLOS conditions, we conduct comparative evaluations of its
performance in both LOS and NLOS scenarios. Specifically,
as shown in Fig. 20(a), we simulate the NLOS scenario and
the LOS scenario by introducing or removing obstacles in the
environment that block mmWave signals. In the LOS scenario,
the beam is directly steered to the target along the LOS path.
Conversely, in the NLOS scenario, the beam is steered to the
target via reflections from the reflector in the environment.
Then, as shown in Fig. 20(b), we vary the HDD distance R to
evaluate DiskSpy’s performance in different NLOS scenarios.
It can be observed that the SNR consistently exceeds 46.8dB
in both LOS and NLOS scenarios at various HDD distances.
Additionally, the SNR values of DiskSpy in LOS and NLOS
scenarios are very close. It indicates that DiskSpy performs
well even in NLOS attack scenarios.

Environmental factors. To verify the robustness of our at-
tack method in complex environments, we place various static
and dynamic objects in the air-gapped environment and evalu-
ate the DiskSpy performance. Specifically, we launch covert-
channel attacks under a base environment (an office), with
static objects surrounded, with vibrated smartphones inter-
fered, with persons walking around, and with fans running,
respectively. The resulting BERs and SNRs are depicted in
Fig. 21. It can be found that the interfering components indeed
lead to an increase in BER and a decrease in SNR. However,
even a running fan close to the HDD causes only a slight per-
formance degradation. In this case, BER is 0.71% and SNR
is 44.43dB. Under the harshest conditions, i.e., with persons
walking around, the BER is still as low as 0.78%, while the
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SNR is higher than 41.07dB. This is because of the disparity
in motion frequencies between environmental interference
and the HDD. According to the HDD vibration frequency,
DiskSpy can identify an optimal beam direction for vibration
sensing utilizing the vibration SNR-guided Tx beamforming.

7.5 Impact of HDD Mounting Manner

There are four conventional mounting manners for HDDs (Fig.
17): external connection to the computer (M 1), mounting on
the chassis wall (M2), mounting in a removable HDD tray
(M3), and attaching to the internal components of the chassis
(M4). The external connection mounting manner M1 can be
further categorized into two types: vertical placement (M1_v)
and horizontal placement (M1_h). To understand the effect
of different mounting manners, we mount a Hitachi 7200,2T
HDD with these five manners to evaluate DiskSpy’s perfor-
mance. The results in Fig. 22 demonstrate that the mounting
manners have little impact on DiskSpy’s performance. The
BERs in all mounting manners are lower than 0.71%, and
the SNRs are higher than 44.43dB. This is because when the
HDD is mounted inside the chassis, the vibrations generated
by the HDD are transmitted through the internal structure of
the chassis to the exterior. In this case, the mmWave radar
senses the vibration of the chassis wall to conduct the covert-
channel attack. However, the amplitude of the chassis vibra-
tions is smaller than the HDD vibration, leading to a decrease
in the SNR of the covert channel. However, with the help of
the Tx-Rx co-optimization method, DiskSpy can effectively
sense the subtle vibrations of the chassis and precisely decode
them with a BER lower than 0.71%.

7.6 Transmission Capacity

Bit rate. By default, the time slot of 77 (i.e., seek slot) is set
to 100ms and Ty is 25ms, resulting in a 16bps data rate. We
set the duration of 7j and 77 unbalanced because of inertia.
The HDD requires a rise time to reach its maximum vibration
amplitude. This setting can ensure a higher data transmission
speed. To study the transmission capacity of DiskSpy, we
evaluate the BERs with varied seek slots (75, 100, 125, 150,
and 175ms) under two distances (a short one of 2m and a long

one of 10m). A smaller time slot can provide a higher data
rate, and the peak data rates for these five seek slots can be
20, 16, 13.3, 11.4, and 10bps, respectively. The experiment
results in Fig. 23 indicate that the BERs decrease as seek slots
increase. This is because a larger seek slot would make the
idle and seek statuses more distinguishable. However, even
when the bit rate is 20bps, the BER remains as low as 1.2%.
Bit length. We also investigate the impact of transmission bit
length on DiskSpy. Specifically, we assess the performance
of DiskSpy when transferring four different data lengths, in-
cluding 100, 1000, 2000, and 4000 bits, under different HDD
distances (2m and 10m) and with different bit rates (10bps and
16bps). The experiment results are displayed in Tab. 2. It can
be observed that the BERs increase with the data length under
all distance-bit rate combinations, while the magnitude of this
increase is relatively small (<0.12%). Even when transmitting
4000-bit sensitive data, the BER is still smaller than 0.72%.
These results indicate that DiskSpy is capable of sustaining
long-data transmission.

7.7 Case Study

We conduct two case studies to evaluate the performance
of DiskSpy in real attack scenarios: nature file transmission
and outdoor-to-indoor attack.

Nature file transmission. In the first case study, we use
DiskSpy to eavesdrop on three common files: text, image,
and audio. The lengths of them are 120, 841, and 4546 bits,
respectively. The experiment results in Fig. 24 demonstrate
that the decoded text, image, and audio are almost identical to
the original sensitive data. The error bits for text, image, and
audio files are 0, 5, and 33, respectively. Therefore, DiskSpy’s
performance, characterized by low BER (< 0.72%) during the
transmission of natural files, demonstrates significant attack
capabilities in real-world scenarios.

Outdoor-to-indoor attack. The outdoor-to-indoor attack
setup is shown in Fig. 25(a) and (b). We randomly place a
chassis equipped with a compromised HDD (i.e., the victim)
in an air-gapped office. The HDD positions are indicated by
dots in Fig. 25(a) and (b). In this experiment, DiskSpy has no
prior knowledge of the victim’s location. Then, the mmWave



Table 2: Impact of bit length

Sensitive Data Decoded Result | Data Size | Error Bits

Distance-bit rate BER under different bit length

combination 100 bits | 1000 bits | 2000 bits | 4000 bits
2m, 10bps 0.57% 0.58% 0.63% 0.69%
2m, 16bps 0.64% 0.65% 0.67% 0.72%

10m, 10bps 0.62% 0.64% 0.65% 0.70%
10m, 16bps 0.65% 0.66% 0.70% 0.72%

radar (i.e., the attacker) is placed outside the office to attack
the victim inside the office. As the LOS path is blocked by
a concrete wall (with a thickness of 25 cm), the mmWave
signal can reach the victim only by traversing through the
office’s wooden door (this door is closed and locked) and
being reflected by the surrounding wall. The signal propaga-
tion path is depicted in Fig. 25(b). The experimental results
in Fig. 25(c) show that even under outdoor-to-indoor, wall-
reflecting, and HDD location-unknown conditions, DiskSpy
can still accurately distinguish 0/1 bit. The low BER (0.71%)
and high SNR (45.1dB) indicate that DiskSpy offers reliable
performance in real-world attack scenarios.

8 Mitigations

Large isolation zone. DiskSpy utilizes mmWave signals to
establish the covert channel. The energy of mmWave signals
rapidly attenuates when propagating through the air. Thus, as
long as the isolation zone is sufficiently large, e.g., a circular
area with a radius larger than 26m, it is difficult for DiskSpy
to maintain a low BER. However, constructing such a large
isolation zone is costly to realize in real-world scenarios.
Geofencing mmWave. Geofencing prevents mmWave sig-
nals from approaching the target HDD, thus disrupting the
physical link of the covert channel. This can be achieved
through two types of methods. (1) Implementing a metallic
enclosure around the HDD without physical conduct with
the computers to prevent vibration conduction. Metal shield
is necessary since other materials could be penetrated by
mmWave. (2) Painting isolation walls with electromagnetic
shielding paints. These geofencing solutions incur high cost
and are difficult to strictly enforce in practical settings.
Honeypot HDDs. Users can deploy some deceptive HDDs in
the air-gapped environment to make the malicious mmWave
radar capture meaningless vibration signals. Yet, for the hon-
eypot defense to be effective, the number of employed honey-
pot HDDs should be large enough, rendering substantial de-
fense costs. Besides, as DiskSpy utilizes a customized header
to mark data packets, it becomes relatively easy to distinguish
the target HDD from honeypot ones.

9 Related Work

Air-gapped Covert Channels. Air-gapped isolation is consid-
ered effective in protecting sensitive data in computers. How-
ever, the data on air-gapped computers could leak through

Text File | bxilsvoyf@3xze? | bxilsvoyf@3xze? | 120 bits 0 bits
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(a) Attack setup (b) Setup layout  (c) Attack results

Figure 25: Outdoor-to-indoor attack.

covert-channel attacks, in which a variety of special media
are exploited for information transmission, such as acous-
tic signal [18, 19, 37], RF leakage [15, 16], thermal emana-
tion [4, 17], magnetic field [21], and contact vibration [13].
Table 3 compares DiskSpy with seven state-of-the-art air-
gapped covert channels. These approaches are more or less
limited in the following four aspects. (1) LOS requirement.
In real attack scenarios, it is common for obstacles to block
the LOS path, which poses challenges for those covert chan-
nels (such as directional antenna based [15] and thermal
emanation-based [17]) that require the receiver to be precisely
pointed to the infiltrated device. (2) Efficiency. A high bit
rate can expedite the attack process. Yet, except for DiskSpy
and the dedicated hardware-enabled method [15], the bit rates
of the aforementioned attack strategies are relatively small
(<15bps). (3) Prior Knowledge. Existing methods often re-
quire prior knowledge of target device information, such as
location [13,15,17,21,31] and device parameters [43], when
implementing covert-channel attacks. This requirement limits
the practicality of these attack methods. (4) Proximity. Due
to the signal attenuation, the effective attack range of most
methods is limited to only a few meters [13, 17, 18,21,31].
Only two RF leakage based methods [15,43] can support
long-range (>20m) attacks. However, these two methods have
made certain compromises. GSMem [15] requires expensive
specialized hardware and EMLoRa [43] needs to sacrifice
efficiency (i.e., bit rate) to achieve a long-range attack. Disk-
Filtration [18] also exploits the HDD to build a covert channel.
It utilizes acoustic signals emitted from HDD to steal sensitive
data. However, DiskFiltration is more susceptible to environ-
mental noise interference, resulting in a low bit rate (3bps)
over a short range (<2m). Compared with existing works,
DiskSpy enables a practical covert-channel attack with long



Table 3: A Comparison with state-of-the-art Air-gapped Covert Channels.

Channel Distance | Bit Rate . Compromises for
System Modalities >20m | > 15bps NLOS Prior Knowledge Realizing Long-range Attack
Bitwhisper [17] Thermal No No No Location Information No Long-range Support
GSMem [15] RF Leakage Yes Yes No Location Information Expensive Dedicated Hardware
EMLoRa [43] RF Leakage Yes No Yes Target Device’s Parameters Sacrificing Bit Rate
Odini [21] Magnetic No No Yes Location Information No Long-range Support
SpiralSpy [31] Tézig;(gt;d No No Yes Location Information No Long-range Support
Air-viber [13] Contact Vibration No No No Location Information No Long-range Support
DiskFiltration [18] Acoustic Signal No No Yes No No Long-range Support
DiskSpy Non-contact Vibration Yes Yes Yes No No

attack distance and high bit rate even in NLOS scenarios.

mmWave-based Vibration Sensing. Compared with
WiFi [3] and RFID [50], mmWave has the advantage of short
wavelength, which gives it more opportunities to achieve
high-precision vibration sensing. With the development of
mmWave-based sensing, its precision has been improved
from cm-level [35, 54] to um-level [8, 9,28, 52]. The fine-
grained vibration sensing capability of mmWave enables a
variety of novel applications. For example, mmVib [28] em-
ploys the mmWave signal to monitor the vibrations of in-
dustrial equipment for machinery health assessment. mmRip-
ple [8] harnesses the mmWave radar to sense the modulated
smartphone vibrations, thereby establishing a new communi-
cation channel. Additionally, various speech eavesdropping
works [5, 10,23, 24, 48] utilize the mmWave radar to sense
the loudspeaker vibration to recover sound information. Yet,
these mmWave-based vibration sensing methods primarily
focus on high sensing precision at a limited sensing range
(1-5m) in LOS scenarios [5, 8, 10,23, 24, 48]. When LOS
path is obstructed by impenetrable materials like metal (i.e.,
NLOS scenario), these methods become ineffective. Besides,
the main reason that they can not support long-range vibra-
tion sensing is that, as the sensing distance increases, the
SNR of the measured vibration signals decreases significantly,
which directly affects the sensing precision, as illustrated in
Sec. 5.2.1. Some works proposed SNR improvement methods
to extend the sensing range but their performance is limited.
For instance, mmEve [49] boosts the sensing distance by
improving the SNR of mmWave signals via deep learning
method. However, its maximum attack range is limited to
6-8 meters and it does not support NLOS scenarios. In the
field of mmWave sensing, there are two prevalent techniques
for extending sensing range: backscatter [45] and traditional
beamforming [38]. However, they are primarily employed
for long-range target localization and have their respective
drawbacks when applied to our sensing tasks. The backscat-
ter method requires the sensing target to be affixed with a
dedicated tag. Apparently, this requirement is unrealistic in
our attack scenario. Moreover, traditional beamforming is ef-
fective in improving the vibration signal SNR only when the
sensing direction and the vibration direction coincide, as illus-

trated in Sec. 5.2.2. In this work, DiskSpy develops a novel
SNR enhancement scheme, which for the first time, achieves
um-level vibration sensing at a long distance of 22m with
COTS mmWave radars.

10 Discussion

Stealthiness analysis. To maintain stealthiness, DiskSpy uti-
lizes seek operations to generate HDD vibrations for data
encoding. Since seek operations are routine and frequently
invoked HDD operations, it is difficult for victims to detect
the covert-channel attack initiated by DiskSpy. Furthermore,
to mitigate the impact on the victim’s normal use of the HDD,
we propose a data encoding scheme that divides sensitive data
into multiple packets for transmission, thus allowing the trans-
mission process to be interruptible. When the victim’s pro-
cesses require access to the HDD, DiskSpy prioritizes these
tasks and records the index of the packet being transmitted.
Once the victim’s processes are complete, the transmission
resumes from the recorded index. This strategy ensures seam-
less continuity of the information transmission process while
minimizing the impact on the victim’s normal HDD usage.
Initiator implantation methods. The size of sensitive data af-
fects the data encoding time, thereby influencing the implanta-
tion methods. Specifically, if the size of sensitive data is small,
such as a few kilobytes, the data encoding time is around sev-
eral minutes. In this case, the malicious data encoding code
can be inserted into some existing programs. Conversely, if
the data size is substantial, such as several megabytes, the
data encoding time may extend to dozens of hours. Under
this circumstance, the malicious code needs to be implanted
as dedicated malware into the air-gapped computer. These
implantation methods have been extensively studied and can
be realized via many attack methods [6,30,41].

11 Conclusion

This paper presents a new HDD-mmWave covert-channel
attack, namely DiskSpy. It modulates the vibrations of HDDs
to covertly send sensitive information from an air-gapped
environment. Through remotely sensing the HDD vibration



statuses using mmWave signals, DiskSpy can obtain sensitive
information on an air-gapped computer. To extend the attack
distance, we devise a long-range subtle vibration sensing
technique with the joint optimization at the Tx and Rx ends
of mmWave radar. Extensive experiments show that DiskSpy
is an efficient and robust long-range covert-channel attack.
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A Data Encoding algorithm

Algorithm 1: Data Encoding

Input: D: Sensitive data, flag.,qs: Encoding end indicator,
indexp: Packet index being transmitted,

lengthy,: Packet length, header),: Packet header,

Ty: The duration to transmit ’0’, 7;: The duration to transmit *1°,
addressg: The source address, address,: The destination address
1 Function dataEncoding (D, index,):

2 indexy = index, x length,

3 while index; < len(D) do

4 if indexy + length,, < len(D) then

5 ‘ payload = Dlindex, : indexq + length,)

6 else

7 |  payload = zeroPad(Dlindexy : len(D)])

8 end

9 packet = [header,, payload|

10 bitEncoding(packet)

11 indexy = index, +length),

12 index, = index, +1

13 end

14 bitEncoding(flag..4)

15 Function bitEncoding (Packet) :

16 seek(addressy)

17 address.,r = addressg, addressyey = addressy
18 for b in Packet do

19 if b="0’ then

20 ‘ sleep (Tp)

21 end

22 if b="1" then

23 for 71 do

24 seek(addressyex)

25 swap(address,,,addressey)
26 end

27 end

28 end

B Evaluation on optimal beam identification

DiskSpy identifies the optimal beam direction through vi-
bration SNR- guided Tx beamforming. To evaluate its effec-
tiveness, we first define a metric angle error (AE) which is
quantified by the absolute difference between the theoretically
optimal beam direction and the best beam direction identified
by vibration SNR-guided Tx beamforming. Then, we conduct
an experiment under different HDD deflection angles to mea-
sure the AEs of the optimal beam direction identification, as
shown in Fig. 26(a). Specifically, we alter the deflection angle
of HDD from —30° to 30° at intervals of 10°. For each de-
flection angle, we will calculate the theoretical optimal beam
direction at that time as a ground truth. Then, we compare
the best beam direction identified by our approach with the
ground truth to measure the performance of the proposed vi-
bration SNR-guided Tx beamforming. Fig. 26(b) presents the
AEs corresponding to each HDD deflection angle. It can be
observed that the AEs of all deflection situations are lower
than 2°. Thus, our proposed Tx beamforming approach per-
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Figure 26: Evaluations on the performance of optimal beam
direction identification.

forms well in steering Tx beam to the target HDD.

C um-level vibration sensing with mmWave

According to Sec. 3.2, in an ideal scenario (e.g., no signal
attenuation and no hardware imperfection), we can accurately
measure the vibrating target’s micro-displacement (AR) by
tracking the phase changes (A;zeq) of the corresponding
range bin:

A(I)ialeal = (5)

4 f. AR
ot
However, in the realistic scenario, the received mmWave
signals are significantly affected by noises [22] such as free-
space path loss, and phase offsets during the mixing process
and down-chirping. Therefore, the precision of target’s dis-
placement derived from phase changes (AQ,eqistic) 15 affected
by these noises:

4 f. AR
Aq)realistic = f% + ¢noise7 (6)

where ¢,,ise 1S the noise in phase values. According to [44],
the value of ¢, impacts the resolution of measured dis-
placement. In other words, a displacement can be detected
and observed only when the phase change induced by the
displacement is larger than ¢,,p;se:

M > ¢n0ise . (7)

Therefore, the target’s displacement resolution can be cal-
culated as AR csoiution = % Taking the case where the
attack distance is 22m (Fig. 14(c)) as an example, the value of
Opoise 18 measured as 4.933 x 1073 rads. In this case, given a
fe = 771GHz mmWave radar, the target’s displacement resolu-
tion AR eso1urion = 1.49um. Hence, the measured displacement
resolution is sufficiently high to detect um-level HDD vibra-

tions at a long range.
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