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Abstract—Recent years have witnessed the booming develop-
ment of RF sensing, which supports both identity authentication
and behavior recognition by analysing the signal distortion
caused by human body. In particular, RF-based identity authenti-
cation is more attractive to researchers, because it can capture the
unique biological characteristics of users. However, the openness
of wireless transmission raises privacy concerns since human
behaviors can expose the massive private information of users,
which impedes the real-world implementation of RF-based user
authentication applications. Unfortunately, it is difficult to filter
out the behavior information from the collected RF signals.

In this paper, we propose a privacy-preserving deep neural
network named BPCloak to erase the behavior information in
RF signals while retaining the ability of user authentication.
We conduct extensive experiments over mainstream RF signals
collected from three real wireless systems, including the WiFi,
Radio Frequency IDentification (RFID), and millimeter-wave
(mmWave) systems. The experimental results show that BPCloak
significantly reduces the behavior recognition accuracy, i.e.,
85%+, 75 %+, and 65 %+ reduction for WiFi, RFID, and mmWave
systems respectively, merely with a slight penalty of accuracy
decrease when using these three systems for user authentication,
i.e., 1%-, 3%-, and 5%-, respectively.

I. INTRODUCTION

Recently, RF sensing has been receiving widespread at-
tention, which utilizes RF signals to collect various object
information. Compared with related solutions (e.g., camera-
and wearable-based solutions), it not only supports non-line-
of-sight scenarios, but also does not require users to carry
any devices. More importantly, RF sensing can mitigate visual
privacy concerns since it would not reveal human’s visual
information. Therefore, non-intrusive and contactless RF sens-
ing enables a variety of essential human-computer interaction
applications, such as user identity authentication [1], behavior
recognition [2], and tracking [3].

Among these applications, user authentication is a particular
interest of researchers in recent years [1], [4]-[6]. This is
because RF signals can penetrate human bodies and carry
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biological or physiological characteristics [4]. By analyzing
the received RF signals, one can extract user-dependent and
unique identity information to perform authentication. Besides,
the identity information in the RF signals is difficult to be
stolen/duplicated/forged, compared with other kinds of identity
information (e.g., fingerprint and facial features) [7].

However, RF-based user authentication also introduces pri-
vacy concerns, because RF signals not only can record users’
identity information, but also are able to sense users’ behavior
information. For example, while users may enjoy RF-based
user authentication [4] provided by a service provider (SP)
[8], it also allows the SP to steal their behavior privacy. A
malicious SP could utilize the received signals to mine users’
private behaviors, such as body movements [9], arm motions
[2], and finger traces [10]. The SP can even speculate the
users’ personality [11], psychology [12], and some private
passwords [13] according to the behavior information.

Given these severe privacy and security consequences, one
question is naturally raised: can the RF signal only record
the identity information while avoiding capturing the behavior
one? To answer this question, we analyze the human influence
on the RF signal. The analysis results show that as long
as a person appears within the signal sensing range for
identity authentication, his identity information and behavior
information will be inevitably recorded at the same time.

In this paper, we aim to propose a ‘once-deploy-forever-use’
method to protect the behavior information in RF signals. This
method enables users to ‘disable the behavior recognition’
by filtering their private behavior information out as much
as possible from RF signals, yet still supports RF-based user
authentication with a high accuracy.

However, achieving this goal is difficult due to the fol-
lowing challenges. First, the most intuitive way to protect
behavior privacy is to separate identity information and be-
havior information, and then only retain the former. However,
separating the behavior and identity information directly is
infeasible, because RF signals are not as intuitive as visual



data (e.g., image/video). Meanwhile, the exact function rela-
tionship between these two kinds of information is agnostic
(detailed in Section III-A). Second, it is not acceptable to
degrade/ruin/erase the identity information too much when
excluding the behavior information.

To overcome the first challenge, we transform the intractable
separation problem into a simple similarity problem. We
first dig out the reason that RF signals can be used for
identity/behavior recognition. We find that signals are spatially
distinguishable for both identity and behavior. Intrinsically,
erasing the behavior information is equivalent to erase the
distinguishability among the signals corresponding to different
behaviors. One way to achieve this goal is to increase the
similarity among the signals of different behaviors. Therefore,
we design a Siamese network-based [14] deep neural network,
named BPCloak, to adjust the similarity to erase behavior
information. To address the second challenge, we do not
increase the similarity among the signals of different identities
to maintain the distinguishability among different identities.
Besides, we further introduce an identity classifier BPCloak
to improve its identity feature extraction ability.

Specifically, we treat the signals corresponding to different
behaviors with the same identity as similar, and the signals
corresponding to the same behavior with different identities
as dissimilar in the BPClack. In this way, BPCloak can
erase the behavior information without destroying the identity
information. To further improve the identity feature extrac-
tion ability of BPCloak, we leverage an identity classifier
to facilitate the optimization of BPCloak. For the real-world
deployment, users first collect a batch of signal samples (each
piece of data in RF signals is termed as a signal sample) and
generate a training set based on our training set construction
method. After training BPCloak using the training set as well
as a reasonably-designed loss function, BPCloak can erase
behavior privacy. BPCloak takes signal samples as input and
outputs behavior-irrelevant identity feature vectors. Since such
a feature vector does not contain behavior information but
contains sufficient identity information, it can be directly made
public or uploaded to the SP to achieve accurate identity
authentication without revealing behavior privacy.

We conducted comprehensive experiments on different RF
systems including a commercial off-the-shelf (COTS) WiFi
system, a COTS RFID system, and a COTS mmWave system
to represent omnidirectional RF technique, backscatter RF
technique, and directional RF technique, respectively. The
experiment results on the WiFi/RFID/mmWave system demon-
strated that BPCloak can decrease the behavior recognition
accuracy from 99%/95%/99% to 11%/18%/28%, while the
accuracy of identity authentication only dropped 1%/3%/5%.

This paper makes the following contributions:

« We observe the privacy issues in RF-based user authen-
tication applications that lead to user’s behavior informa-
tion leakage.

o We propose a novel method, the core of which is BP-
Cloak, to erase behavior privacy in RF signals without
hurting the performance of RF-based user authentication.

e We conduct comprehensive experiments on three repre-
sentative RF systems. The experiment results demonstrate
that BPCloak can effectively erase the behavior informa-
tion in the signal while retaining the high accuracy of
identity authentication.

II. PRIVACY CONCERN IN RF SIGNALS

To answer the aforementioned naturally-raised question, we
analyze the procedure of collecting RF signals and show the
tight combination between the identity and behavior informa-
tion in the collected signals. We then present a threat model
and show how an adversary can compromise behavior privacy
via RF signals that have not been processed for behavior
privacy preserving (termed as vanilla RF signals).

A. RF Signal Collection

While collecting RF signals, the influence of a human body
on the RF signals can be divided into static influence and
dynamic influence according to whether the human body is
static [4], [10] or dynamic [2], [15]. Both influences will in-
evitably embed identity information and behavior information
in the signals. These two kinds of information lead to the
distinguishability of signals in identity and behavior. Such
distinguishability enables RF-based identity authentication and
behavior recognition to be realized by means of feature vector
extraction and machine learning classifiers [6], [16]. This
distinguishability can be reflected by the distinguishability
of signal indicators, such as amplitude (higher amplitude
means higher signal energy) and phase. Below, we take the
distinguishability of amplitude as an example for illustration.

In the static case, i.e., the user keeps still, the identity is
distinguishable in terms of the body’s biomaterial and shape.
As shown in Fig. 1(a) and (b), when two different persons
pose the same static gesture, the received signals are identity-
distinguishable because 1) the biomaterials of different persons
are distinguishable [1] and the RF signals are sensitive to the
material they pass through [17]; 2) the shapes of different
persons are also distinguishable [18] and different shapes
would cause different signal propagation paths by reflection
[4], [19]. When the same signal experiences different persons
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(see S11 and Sio or Sy; and Soo in Fig. 1) in different
scenarios, its received signal amplitudes are distinguishable.
As shown in Fig. 1(a) and (c), when the same person poses
different gestures, the received signals (S3; and Ss3z) are
gesture-distinguishable because different gestures also cause
different amplitudes [10].

In the dynamic case, the user is performing certain activities.
Besides the aforementioned biomaterial and shape, we involve
behavioral pattern (which is referred to as behavioral feature
[7]). For two persons who perform the same activity, not only
their biomaterials and body shapes will produce amplitude
distinguishability, but their behavioral patterns of performing
activities are also different from person to person [18], [20]
(see S41 and Sy in Fig. 2). Similarly, when the same person
performs two different activities (see S4; and Sy3), different
activities cause different signal propagation paths [21] and
further produce distinguishability on amplitude variations.
Therefore, identity information and behavior information are
also recorded by signals in the dynamic case. From the above
analysis, we conclude that as long as a person appears in
the sensing range of the signal, his identity and behavior
information will inevitably and simultaneously be captured.
As an application, WiHF [22] have confirmed the feasibility of
using the same RF signal simultaneously for user identification
and gesture recognition.

B. Threat Model and Attack Test

Threat model: Once the vanilla RF signals are obtained by
an adversary, the risk of behavior privacy leakage appears. We
assume the adversary knows the feature extraction method of
the user. The extracted features are used to identify users in
user authentication applications. This assumption is reasonable
because the category (e.g., statistical scalar or original signal
values) of the feature can be inferred according to the feature
form.

Attack test: After the vanilla signals are acquired by
the adversary, the adversary can leverage some techniques
(e.g., machine learning classifier) to speculate the behaviors
related to the signals. To show the hazardness of such attacks,
we conduct an attack experiment. We first ask a volunteer
(victim) to performs six activities introduced in [23] in an
environment to collect a batch of signal samples. Then we
invite another volunteer (adversary) to collect another batch
of signal samples in another environment in the same way,
After extracting frequency features [23] from the two batches,
we train a logistic regression (LR) classifier [24] with the
adversary’s features and test the classification accuracy with
the victim’s features. As a result, the activity classification
accuracy is 64%-+. This result demonstrates the feasibility of
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Fig. 3. The signal is not as intuitive as image/video.

using machine learning classifiers to mine the behavior privacy
from vanilla signals. Moreover, Zheng et al. [2] show that
when the adversary extracts domain-independent features from
vanilla signals, the malicious behavior classification accuracy
can reach 92.7%, even if the adversary’s signals and the
victim’s signals are collected by different persons in different
environments.

III. PAVING THE WAY FOR PRIVACY PRESERVING

In this section, we first introduce the reason why we use the
deep learning technique to achieve behavior privacy preserv-
ing. Then, we transform the distinguishability problem into
a similarity problem, which enables us to leverage Siamese
network to change the similarity among signal samples.

A. Why Deep Learning?

To protect behavior privacy in vanilla signals, intuitive
methods are to directly separate them via visual observation
or numerical analysis (e.g., parameters estimation [25]). How-
ever, these methods are infeasible due to the following reasons:
1) RF signal is not as intuitive as image/video. As shown
in Fig. 3, one cannot figure out which part of the signal
represents the identity or behavior information. 2) To separate
the two kinds of information through numerical analysis, we
need to build a function relationship between the two kinds
of information. According to [26], such function relationship

can be formulated as:
P

H= Z(“Z + ab)e2mF(riATl) (1)
k=1

where H is the channel state information that describes how a
signal propagates from transmitters to receivers. The P is the
number of multi-paths. The a}, and 7}, are identity information-
related amplitude and propagation delay, respectively. The
a? and 7P are behavior information-related amplitude and
propagation delay, respectively. Since P is unknown in reality,
the exact function relationship between the two kinds of
information is unknown, not mention to separate them through
numerical analysis. Fortunately, we notice that a deep neural
network can be trained to fit any function. Thus, it is potential
to leverage the deep neural network to learn the complex
function relationship between the two kinds of information
and further separate them.
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Fig. 4. Reducing the distances among the signals of different behaviors but the
same identity while not reducing the distances among the signals of different
identities but the same behavior.



B. From Distinguishability To Similarity

As mentioned in II-A, existing identity/behavior recognition
techniques dominantly leverage the distinguishability among
signals, extracted feature vectors, and classifiers to achieve
high accuracy. Intrinsically, removing the behavior information
in RF signals is to make the feature vectors extracted from the
signal samples associated with different behaviors no longer
be distinguishable in behavior. To this end, as shown in the left
part of Fig. 4, we can narrow the spatial distance among the
feature vectors associated with different behaviors to make it
inseparable, because classifiers rely on this spatial distance
to classify [27]. For example, as shown in the right part
of Fig. 4, support vector machine (SVM) will construct a
hyperplane between different classes at a distance and then
classify the samples according to which side of the hyperplane
the samples are on. However, more importantly, the ability
of the feature vector to be used for identity authentication
cannot be excessively affected, i.e., the distance among feature
vectors associated with different identities cannot be reduced
(see the middle part of Fig. 4). From the perspective of
similarity, distance can be characterized by similarity: small
distance means high similarity while large distance means low
similarity. Thus, it can be derived that eliminating behavior
distinguishability is equivalent to improving the similarity
among feature vectors associated with different behaviors.
Retaining identity distinguishability means not improving the
similarity among feature vectors associated with different
identities.

We notice that Siamese network has outstanding ability in
terms of similarity control. Therefore, we design a Siamese
network-based deep neural network named BPCloak to solve
the privacy-preserving problem. In the next section, we will
detail BPCloak’s design, training set construction method, and
optimization process.

IV. PRIVACY PRESERVING APPROACH
A. BPCloak Design

The architecture of BPCloak is shown in Fig. 5. It is
composed of BPCloak-S and BPCloak-Z. BPCloak-S is a
feature extraction network, the basic structure of which is
Siamese network. It is used to extract behavior-irrelevant
identity feature vectors. BPCloak-Z is an auxiliary identity
classifier. It is utilized to improve the identity feature extrac-
tion ability of BPCloak. Here we introduce the architecture
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Fig. 5. The architecture of BPCloak. It consists of two components: a feature
extraction network BPCloak-S and an auxiliary identity classifier BPCloak-Z.

in detail through the data flow. The inputs of this model
are twofold, i.e., pairwise vanilla signal samples 7 and x?
are fed into BPCloak simultaneously. Then 27 and x5 re-
spectively pass through two five-layer convolutional branches
CB; and CBs;. These two convolution branches form the
whole structure of BPCloak-S. They have the same structure
and share parameters. Taking branch C'B; as an example, its
first three layers are convolutional layers and each of them
consists of three sub-functions, i.e., convolution operation,
batch normalization, and rectified linear unit (ReLU) [28].
Among them, the convolution operation is used to extract
features from signal samples. The convolution kernel is two-
dimensional, and the convolution operation will extract both
the spatial feature between sub-channels and the temporal
feature between adjacent sampling points. Batch normalization
is used to avoid the offset of data distribution and away
from the derivative saturation zone. ReLU is used for two
purposes: 1) Increasing the nonlinearity of the network to help
the network complete the complex filtering task. 2) Making
some of the neuron parameters be zero, which makes the
network parameters sparse and can reduce the interneuronal
dependency. This further optimizes the network’s ability to
cope with the filtering task. The remaining two layers of C'B;
are fully-connected ones. The output of the third convolutional
layer will be flattened into a vector before being fed into
the fully connected layer. The first fully-connected layer is
followed by a Sigmoid activation function [28] to increase the
nonlinearity between fully connected layers. Afterwards, the
output of the first fully-connected layer is fed into the second
fully-connected layer and becomes v7. The dimensionality of
v1 is 1 x Np, where Nf is the number of neurons in the
second fully-connected layer. N is set as 64 by default.

While 27 has undergone five layers of operations, x5 has
undergone the same operations and is transformed into v3. The
v7 and v5 are considered to be behavior-irrelevant feature vec-
tors (BIFVs). BIFV can be only utilized to identify users and
it contains no information about users’ behaviors. Henceforth,
v1 and v undergo different operations to calculate different
losses. In the first operation, v7 and v are simultaneously used
to calculate a similarity loss (will be introduced in Section
IV-C). In the second operation, v will pass through BPCloak-
Z, i.e., two fully-connected layers. The output of this layer
vp iS a probability vector, the elements of which are the
probabilities that 23 belongs to each user. The v;, and the
correct identity label of x5 are then used to calculate the
identity loss (will be introduced in Section IV-C). It enables
BPCloak to extract high-quality identity features from signal
samples.

B. Training Set Construction

In order for BPCloak to learn the ability to erase behavior
information, we need to construct a training set that includes
behavior information. As aforementioned, as long as the
users appear within the signal’s sensing range, their identity
information and behavior information will necessarily and con-
currently be captured by the signal. The simplest and effective



way to collect signals that meet the requirement is to let users
do sensitive behaviors that require protection while they are
within the sensing range. In this way, each collected signal
sample has two labels: an identity label and a behavior label.
Additionally, according to our analysis of ‘distinguishability-
to-similarity’, BPCloak needs to change the similarity between
two feature vectors, which requires transferring the behavior
label and identity label into a similarity label.

In particular, we are interested in two types of grouped pairs
(each pair is a training sample): 1) two signal samples with the
same identity but different behaviors and 2) two signal samples
with the same behavior but different identities. We set the
similarity label of the first type of pair to ‘0’ (similar) and set
that of the second type of pair to ‘1’ (dissimilar). In this way,
BPCloak will learn to increase the similarity of the extracted
feature vectors with different behaviors and the dissimilarity
among extracted feature vectors of different identities will not
be reduced. To further boost the extracted identity information
contained in the extracted feature vector, we also leverage the
original identity labels of signal samples. Finally, each training
sample in the training set has two labels: a similarity label and
an identity label.

C. Loss Functions and Optimization Process

Given a training set containing n training samples, we form
p batches and each batch contains 2 training samples. Each
batch is fed into BPCloak individually and the losses are
calculated based on the outputs. We calculate losses with a
unit of batch. For the similarity loss, it can be formulated as:
Lo =(1 = Ys) * (Dw (B (1), B%(22)))*+
Y, * (maz {0, margin — Dw (B®(z1), BS(@))})2.
2)
In this formula, ] and 23 are two signal samples that belong
to the same training sample. Y, is the similarity label and
margin is a distance threshold. B*(-) represents BPCloak-S
and Dy (B®(27), B%(4%)) is the Euclidean distance between
the BIFVs v} and v, where v; = BS(#}) and v5 = B (43).
The margin is set as 3 empirically. If we denote v7 and v3 as
[vi, 01, -~ of] and [vd,v3, -+, vb], their Euclidean distance
can be calculated by:

V0l = 0d)? 4 (03— 03)? 4 -

+ (vF —08)2. (3)
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As for the identity loss, we opt to use cross-entropy loss [29].
It can be formulated as:

M
Li=—=) yclog(P.), “)
c=1

in which y. is the indication variable, P, is the probability
that the signal sample belongs to identity label ¢ and M
is the maximum of the identity labels. Ultimately, the final
loss consisting of the similarity loss and identity loss can be
formulated as:

Ly=axLi+(1—a)xL;, aec(0,1). (5)
By updating the parameters in BPCloak using Ly, BPCloak
can learn to reduce the distinguishability between two sig-
nal samples with different behaviors, while remaining the
distinguishability between two signal samples with the same
identity. Thus, a trained BPCloak is able to remove behavior
information from vanilla signal samples while retaining suffi-
cient identity information.

V. EVALUATION AND RESULT

In this section, we conducted experiments on three real-
world systems (i.e., a COTS WiFi system, a COTS RFID
system, and a COTS mmWave system). The condition for the
adversary to achieve the best-case attack is that the adversary
can use a part of the user’s signal samples and corresponding
behavior labels to train the malicious classifier. Therefore, to
effectively evaluate our privacy-preserving method, all exper-
iments were carried out under this condition.

Experiment setup: 1) WiFi system: we invited ten volun-
teers (two females and eight males) to perform ten gestures in
the WiFi sensing range. The ages of volunteers varied from
22 to 35 and their heights varied from 160cm to 188cm.
The experiment setup is shown in Fig. 6(a), the transmitter
equipped with an Atheros 9380 network interface card (NIC)
was placed 2m away from the receiver (also equipped with an
Atheros 9380 NIC). Both the transmitter and the receiver were
placed on wooden furniture, the top surfaces of which were
80cm off the ground. Ten gestures representing ten numbers
from zero to nine are shown in Fig. 7. When posing gestures,
the volunteer was standing between the transmitter and the
receiver. We totally collected over 29000 signal samples in
the WiFi system. 2) RFID system: we invited five volunteers
(two females and three males) to perform ten activities. The
ages of the volunteers varied from 21 to 31 and the heights
of them varied from 165cm to 188cm. As shown in Fig. 6(b),

mmWave mmWave Antenna

(c) Millimeter wave.

Fig. 6. The experiment setups of three systems.



TABLE I
THE AUTHENTICATION ACCURACY AND RECOGNITION ACCURACY OF WIFI DOP AND BIFV AMONG DIFFERENT CLASSIFIERS.

Methods | RF LR KNN SVM DT NB NN
AA-DoP | 99.84% 99.96% 99.63%  99.56%  97.83%  98.39%  99.79%
RA-DoP 1521% 19.09%  73.86% 83.80% 75.54%  73.93%  93.69%
AA-BIFV | 99.45% 99.40% 99.35% 99.37% 99.24% 99.34%  97.69%
RA-BIFV | 1049% 10.87% 10.51% 10.66% 10.42%  10.95%  10.02%
TABLE II

THE AUTHENTICATION ACCURACY AND BEHAVIOR RECOGNITION ACCURACY OF RFID DOP AND BIFV AMONG DIFFERENT CLASSIFIERS.

Methods | RF LR KNN SVM DT NB NN
AA-DoP | 99.60% 95.44% 99.50% 93.35% 62.60% 63.89%  100.00%
RA-DoP 9536% 53.10% 95.63% 94.64%  48.12%  27.38%  89.78%
AA-BIFV | 97.63% 97.711% 97.68% 97.74% 97.00% 95.81%  76.20%
RA-BIFV | 1795% 1245% 1537% 12.27% 17.44% 11.46% 10.75%

TABLE III

THE AUTHENTICATION ACCURACY AND RECOGNITION ACCURACY OF MMWAVE DOP AND BIFV AMONG DIFFERENT CLASSIFIERS.

Methods | RF LR KNN SVM DT NB NN
AA-DoP | 77.36% 99.57% 59.33% 99.97% 3627% 78.24%  99.70%
RA-DoP | 38.92% 86.41% 32.04% 93.15% 18.81% 38.68%  93.68%
AA-BIFV | 96.05% 94.94% 9457% 95.18% 93.62% 84.79% 94.71%
RA-BIFV | 27.22%  9.62%  2224% 19.47% 21.42% 10.52%  10.19%
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Fig. 8. The activities of zero to nine.

the tag array was formed by 49 tags (Alien-9629), and the
reader’s antenna (Impinj R420+Larid A9028) is placed 10cm
away from the tag array. The activities of zero-to-nine are
shown in Fig. 8. The position of the white arrow is the starting
position of writing and its direction is the starting direction of
writing. Volunteers were asked to write ten numbers in front
of the tag array. We totally collected over 4000 signal samples
in the RFID system. 3) Millimeter wave system: we invited
nine volunteers (seven males and two females) to pose ten
gestures shown in Fig. 7. The ages of the volunteers varied
from 22 to 24 and the heights of them varied from 160cm
to 175cm. As shown in Fig. 6(c), We asked volunteers to sit
in front of the mmWave radar (/WR1642) to pose gestures.
The radar was connected to one transmission antenna and four
receiving antennas. We totally collected 9000 signal samples
in the mmWave system.

Data pre-processing: The received WiFi signals were CSI
data, the elements of which were complex numbers. We first
utilized a low-pass filter (with a cutoff frequency of 20Hz)
to remove the high-frequency noise in the CSI data. Then we

calculated the absolute value of the CSI data to obtain the
amplitude of the CSI. Afterwards, we segmented the time-
series data of each sub-channel for each gesture so that each
signal sample (which is associated with a specific gesture and
a specific volunteer) had a dimensionality of 1 x 504 x 10. In
the RFID system, the received signals were also time-series
data for each tag. We first selected the first 30 sampling points
for each tag and then concatenated them together. In this way,
each signal sample had a dimensionality of 2 x 49 x 30. In the
mmWave system, we also calculated the absolute values (i.e.,
amplitudes) of collected signals. The dimensionality of each
signal sample is 1 x 4 x 1024.

Metrics: We defined three metrics to quantify the attack
effectiveness of the behavior privacy mining and the privacy-
preserving performance of BPCloak: accuracy, defense rate
(DR), and trade-off rate (TR). The accuracy is the probability
that the identity/behavior label of any signal sample is cor-
rectly identified. It is termed as authentication accuracy (AA)
in identity authentication, and recognition accuracy (RA) in
behavior recognition. It can be formulated as: accuracy =
%, where N, is the number of correctly classified test
signal samples and N,;; is the number of all test samples.
DR is the ratio of the RA that BPCloak reduces to the RA
that the adversary can achieve. The larger the DR, the better
the privacy-preserving performance of BPCloak. DR can be
formulated as:

RAat;% . RAge f’ ©)
att

where RAqy; is the RA of vanilla signal samples and RA .

is the RA of extracted BIFVs. TR is the ratio of the AA that

BPCloak loses during the privacy preserving to the AA of

the vanilla signal samples. The smaller the TR, the better the

DR =



performance of BPCloak. TR can be formulated as:
AAori — AAdef
TR= —————=, 7
AAori ( )
In this formula, AA,,; is the AA of vanilla signal samples
and AAgey is the AA of extracted BIFVs.

A. Overall Performance

For the sake of training BPCloak, we first constructed train-
ing set with one thousand randomly-selected training samples
for each system. Then, in order to ensure that the experiment
results will not be affected by the randomness of the training
set construction method, we train the BPCloak by using these
training sets and their subsets in the following experiments. At
the same time, to ensure that the signal samples involved in the
BPCloak training and the signal samples used to extract BIFVs
do not overlap, the data we used to extract BIFV consists of
other signal samples that are not in the training set. Hereinafter,
the vanilla signal samples used to extract BIFVs are called the
data to be protected (DoP). The RA,:; and AA,,; in Eq. 6
and Eq. 7 are the RA and AA of DoP.

RA and AA of DoP: We first calculated the RA and AA
of DoP. It should be noted that in the WiFi system, RA
is closely related to the person [2], i.e., the mixed signal
samples of multiple people cannot be used for multi-person
behavior recognition with high accuracy. So, in the WiFi
experiment, we calculated the RA of each person individ-
ually and then calculated the mean of these RA. We used
mainstream machine learning classifiers that existing identity
authentication and behavior recognition works used: random
forest (RF), LR, k-nearest neighbors (KNN), SVM, decision
tree (DT), naive Bayes (NB), and three-layer neural network

(NN). In all experiments, we randomly selected 75% of the
DoP/BIFVs to train the classifier and used the remaining 25%
of the DoP/BIFVs to calculate the accuracy. This process was
repeated ten times and we took the average of ten accuracy as
the final result. The experimental results of the WiFi system,
the RFID system, and the mmWave system are shown in the
top two rows in Table I, II, and III respectively. The results
of the WiFi system indicate that the best attack effectiveness
(the highest RA) exceeds 99%. Meanwhile, an SP can use
the DoP to provide an AA of 99%+. In both RFID and
mmWave systems, an SP can use the DoP to provide high
AA (99%+). The adversary’s possible attack effectiveness
of the RFID system and mmWave system exceed 94% and
99% respectively. These experiment results show that although
SP can use the DoP to provide users with accurate identity
authentication, an adversary may use the DoP to monitor their
behaviors.

RA and AA of BIFV: Then, we evaluated the RA and
AA of the BIFVs extracted from the DoP. The results of the
WiFi, the RFID, and the mmWave systems are shown in the
bottom two rows in Table I, II, and III, respectively. It can
be observed that the AA of BIFVs are not much lower than
that of the DoP, or even increase on some classifiers. But
RA is greatly reduced on all classifiers. The RA in the WiFi
system even approximates random guess (10%). Therefore,
the identity information is well retained in the BIFV, so an
SP can still provide user authentication with high accuracy.
At the same time, the adversary cannot achieve decent attack
effectiveness even under the best attack condition.

Chi-Square test: In order to verify from a statistical
level that BIFVs are irrelevant to the behavior information,
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we performed a Chi-Square independence test [30] towards
each element position in BIFV (64 positions by default).
Specifically, we removed every position of the element in
BIFV alternatively and examined the effect of BIFV on RA
after removing the element at that position. Our hypothesis
to be validated is: the element at this position is independent
of RA, i.e., the element at this position is irrelevant to the
behavior information. In each system, we randomly selected
500 BIFVs and counted the number of BIFVs that are correctly
and incorrectly classified towards behavior before and after
removing an element. With a degree of freedom of one, we
show the confidence coefficients of the three systems to accept
the hypothesis in Fig. 9(a), (b), and (c), respectively. The
experiment results show that all the confidence coefficients
are larger than 50% or even 70%. Some of the confidence
coefficients even approximate 100%. This result demonstrates
that we have a high degree of confidence to accept the hypoth-
esis that the BIFV is irrelevant to the behavior information.
Therefore, BPCloak has efficient behavior privacy-preserving
capabilities and it is extremely difficult for an adversary to
recover the behavior privacy.

DR and TR: According to the experiment results in Table
I, II, and III, NB has the highest RA on WiFi BIFVs,
and RF has the highest RA on RFID and mmWave BIFVs.
Therefore, we used NB and RF to evaluate the DR and TR
of BPCloak. We compared BPCloak with two other deep
learning-based baselines. One is the adversarial network (AN)
[9]. Its principle is to use a generator to extract BIFV, the
other two discriminators are used to reduce the loss of identity
authentication and increase the loss of behavior recognition.
The other one is gradient descent (GD) [31]. We first randomly
generate a perturbation, and then update the perturbation based
on reducing the loss of identity recognition and increasing the
loss of behavior recognition. The comparison results of the
WiFi system, the RFID system, and the mmWave system are
shown in Fig. 10, 11, and 12, respectively. The experiment
results indicate that whether it is in the WiFi system, RFID
system, or mmWave system, the DR of BPCloak is higher than
that of other two baselines. This demonstrates that BPCloak
can effectively erase the behavior information in DoP and it
outperforms the other two baselines. At the same time, in
the three systems, the TRs of BPCloak are lower than that
of other two baselines. In the WiFi and mmWave systems,
the TRs of BPCloak are even negative, which means that
BPCloak performs better than the other two baselines in

identity information retention. More importantly, BPCloak can
effectively retain the identity information in DoP and even
make it more prominent.

B. The Effect of Training Set Size

In order to explore the effect of the training set size (i.e.,
the number of training samples in the training set) on the
performance of BPCloak, we varied the training set size from
100 to 1000 with a stride of 100. The AA and RA of the
BIFVs of the three systems are shown in Fig. 13. It can be
seen from the experiment results that the variation trends of
the AA and RA are basically the same in the three systems.
RA basically remains stable. AA increases as the training set
size increases. When the size of the training set is 700, the
AA curves of the three systems become flat. Henceforth, the
AA of the BIFVs of the three systems are all significantly
high and the RA is low. Therefore, only a small training set
is needed to train an effective BPCloak.

C. Transferability Evaluation

In this experiment, we explored the transferability of BP-
Cloak in terms of unseen identities and behaviors. In specific,
we first used a trained BPCloak to extract the BIFVs of the
identities (unseen identities) not participating in the training
and then classified these BIFVs. Then, we used the trained
BPCloak to extract the BIFVs of the behaviors (unseen
behaviors) not participating in the training and recognized
them. In the identity experiment, we used two identities as
unseen identities and used the signal samples of other identities
to train BPCloak. The AA of unseen identities are 99.13%,
82.14%, and 100.00% in the WiFi system, RFID system, and
mmWave system, respectively. The AA of the RFID system is
relatively low because the training set used to train BPCloak
has only three persons’ data, which makes BPCloak not learn
the expected capability for identity information retention. Nev-
ertheless, the results still prove that BPCloak has outstanding
transferability for new users. In the behavior experiment, we
used the signal samples of the first five behaviors to train
BPCloak and then extract the BIFVs of the signal samples
of the other five behaviors. The experiment results show
that the RA of unseen behaviors are 23.60%, 34.58%, and
69.99% in the WiFi, the RFID, and the mmwave systems,
respectively. The results show that BPCloak still has a strong
ability to erase the privacy of unseen behaviors in the WiFi
system and RFID system. In the mmWave system, BPCloak
has relatively weaker privacy protection capabilities compared
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with the other two systems. This result shows that BPCloak
also has outstanding transferability for unseen behaviors.

D. Ablation Study

In this part, we explored the effect of hyperparameters «,
margin, and feature vector size (the number of elements in
BIFV) on the privacy-preserving capability of BPCloak.

The effect of o: In this experiment, we varied the value
of a from 0.1 to 0.9 in steps of 0.1. The experiment results
in Fig. 14 show that the variation of « has no obvious effect
on the RA of BIFV. However, a smaller v can better retain
identity information. In the mmWave system, a large o will
make the AA of the BIFV unstable. So 0.2 is a better choice
for a.

The effect of margin: In this experiment, we varied the
value of margin from 0.5 to 3.0 in steps of 0.5. The experiment
results in Fig. 15 show that the increase of margin will
increase both the AA and the RA of BIFV. However, the
margin has a much larger effect on AA than RA. In order to
achieve a significantly high AA, the margin is best to take
3.0.

The effect of BIFV size: In this experiment, we selected
five feature sizes in common used: 32, 64, 128, 256, and 512.
The AA and RA are shown in the upper part and the lower part
of Fig. 16, respectively. It can be found that in the WiFi and
RFID systems, the variation in feature size does not have an
obvious effect on AA. In the mmWave system, as the feature
vector size increases, the AA of BIFV first increases and then
decreases. The maximum value is reached when the feature
size is 64. As for the RA, it does not change markedly in the
WiFi system. But it increases first and then decreases in both
RFID and mmWave systems. It also reaches the maximum
when the feature size is 64. However, even the maximum value
is only close to 20%. Therefore, if in order to provide high-
quality identity authentication service as much as possible
while protecting behavior privacy acceptably, 64 is the best
choice.

VI. RELATED WORK

In this section, we first introduce the RF signal-based
identity authentication technology. Then we introduce some
privacy-preserving techniques.

RF signal-based identity authentication: Existing authen-
tication technologies based on RF signals generally follow the
same authentication mode, that is, first extract feature vectors,
and then use learning-based classifiers to distinguish feature
vectors. For example, RF-Rhythm [32] extracts the user’s
tapping rules on the tag array as a feature vector, and uses
NN, SVM, and CNN three classifiers for identity recognition.
WiPIN [4] extracts the human body features in the WiFi signal
as a feature vector after the signal passes through the human
body, and finally uses SVM for identification. MU-ID [33]
leverages mmWave radar to capture the limb motions and gaits
of multiple users as features. Then it uses CNN to achieve
multi-user identification. Different from previous works, BP-
Cloak not only pursues high-quality identity authentication but
also ensures that behavior privacy is not leaked.

Privacy-preserving technique: Such techniques usually
leverage perturbation or machine learning to achieve the
privacy-preserving goal. For instance, in [34], Rezaei et al.
utilize a generative adversarial net to generate perturbation.
The perturbation is then added to the privacy-sufficient data to
protect users’ private individual attributes. To protect database
privacy, Dwork et al. [35] add certain noise to the data. Bayerl
et al. [36] realize privacy-preserving automatic speaker verifi-
cation by outsourced secure two-party computation. To prevent
mobile devices from re-identification attacks while retaining
the utility of activity, Jourdan et al. [37] propose a machine
learning-based framework to reduce the re-identification ac-
curacy. However, there has been very little work to protect
the privacy of RF signals. We thus proposed a promising deep
learning-based method to erase the behavior privacy contained
in RF signals.

VII. DISCUSSION AND FUTURE WORK

In the evaluation section, we apply BPCloak to identity
authentication. However, there are many applications based
on RF signals, such as user tracking and localization. It has
been proved that the same RF signal can be used to locate and
recognize behavior [38]. Fortunately, BPCloak can be easily
extended to other applications. For example, in RF-based
localization, we only need to select signals belonging to the
same behavior in different locations and signals with different
behaviors at the same location to construct a training set at
first. Then we transform BPCloak into the architecture shown
in Fig 17. The difference between the authentication-oriented
BPCloak and the localization-oriented BPCloak is that their
second losses are different. In the localization-oriented BP-
Cloak, the second loss is the localization loss (L;). It calculates
the absolute value of the difference between the two output
coordinates (X, Y') and the two ground-truth coordinates (X,
Y,). In this way, BPCloak can protect user behavior privacy in
localization applications. Thus, BPCloak has decent scalability
in theory. We will evaluate such scalability in future work.

VIII. CONCLUSION

In this paper, we show the risk of behavior privacy leakage
in RF-based user authentications. To address it, we designed
a novel network named BPCloak. BPCloak can effectively
filter behavior information out from RF signals without im-
pairing the ability of signals to be used for accurate identity
authentication. We conducted comprehensive experiments on

64X3X3 Flat s

3 32X3X3 BIFV: 1X 64
——

signal 16X3X
Sample 1 I_
R
cXsXt

Signal
Sample 2

> 3

XXt 16X3X3

64X3X3 Flat "

Fig. 17. The architecture of localization-oriented BPCloak.



three real-world systems. The experimental results show that
BPCloak can effectively hide behavior information.
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